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1. Product Overview

n 1.1 Simply Description

CSW-WR246 provide an easy way to expend your wired Ethernet to wireless. It works
well on gateway, and you could configure it via Web. It could meet both enterprise and the
home’s requirements economically, its user could browser the internet and time and anywhere.
It has multi-function ,highly-perfomance and easy install. Will be your best choice to build your
own WLAN. About the wireless security, CSW-WR246 provides multi-protection, support unable
SSID broadcast , also provide 64/128/152 bit WEP encryption , support for WPA / WPA-PSK,
WPA2/WPA2-PSK security mechanism , in order to protect your data .Comply with 802.11a/
802.11n/ 802.11¢g/ 802.11b/ 802.113/802.113u/802.11AC standard has 300Mbps , Our smart
antenna management, makes the CSW-WR246 performs much better than other similar product
in WiFi transmission distance, perfectly compitable with other network device.

N 1.2 Features and Specification

u 1.2.1 Main Features

Provide 5 10M/100M Ethernet ports

DHCP server

Support RTS/CTS protocol , ensure the communication quality
Roaming technology , efficient wireless connect

DHCP serve static IP address

Web manage

Q..

u 1.2.2 Specification
@ Comply with 802.11a/802.11n/802.11g9/802.11b/802.113/802.113u/802.11ac standard
Support TCP/IP. DHCP. ICMP protocol

Auto MDI/MDIX port
Indictor LED, power adapter(12V 1A)
Work temperature 0°C- 40°C

Q V88 W

Operating Humidity: 10%-~90% non-condensing
2. Hardware Description
n 2.1 Panel Layout

u 2.1.1 Front Panel
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Pic 2-1 Front Panel

Indictor LED (Will adjust with the specific mode)

Indictor LED Description Function

Keep ON - Power in

POWER Power LED Keep Off - No Power

Flashing - PCIE module work

PCIE PCIE Keep Off - PCIE module not work

On - The relevant port connect
Off - No connect to the relevant
LAN LAN LED port

Flashing- Data transmission on
the relevant port

Off - Wireless function unable

WLAN Wifi LED On - Wireless function enable

u 2.1.2 Back Panel
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Pic 2-2 Back Panel
Port(Will adjust with the specific mode)

Port Description Function

DC Power Port Connect the supplied power
adapter.

LAN LAN Port (RJ45) Connect to the devices in the
LAN, such as HUB, switches or
PC

WAN WAN Port (RJ45) Connect to the WAN device, data
exchange with the internet

Button(Will adjust with the specific mode)

Button Description Function

RESET/WPS Rest: Press for 8 seconds

RESET/WPS Multi-function button WPS: Press one times.

4* 5Dbi omni external | Wireless data transfer and

Antenna .
antenna receive

Nn 2.2 Rest

If you want to rest to the factory default settings, please refer the below steps
1) To plug the power adapter.
2) When the router works normally, press the REST/WPS button for 8 seconds.
3) All the router’s LEDs will off and then on again, wait until it work normally.
4) When above 3 steps done, the router will rest to the factory default setting.
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Warming:
Before steps finishing, don’t cut the power off, or it will break your router.

N 2.3 System Requirements.

@ Network card and Ethernet cable
@ TCP/TP net software (Windows 95 or higher version has pre-install)
@ IE 5.0 or higher version

N 2.4 Install Condition

When you install the router, please refer the below
@ Put the device horizontally
@ Keep away from any heat device
@ Do not put it in some place which is too dirty or too humidity.
Remark:
The environment will effect the transfer distance , recommend using environment:
Temperature: 0C~40°C ,Humidity: 10%~95% RH

3. TCP/IP Configuration

Before using the device, you need to configure the network correctly, this manual is based
on the Windows 2000/XP, the IP of the device is 192.168.1.1 , subnet mask is 255.255.255.0 .
Firstly, connect your PC to the LAN port, and then you can configure the IP of your PC in 2
ways.
=2 SetthelP
Set your PC’s IP as 192.168.1.xxx(xxx could be any number in 2~254), subnet mask
to be 255.255.255.0 , default gateway 192.168.1.1 , DNS server 192.168.1.1
= Auto set the IP by the DHCP server.
Set the TCP/IP to “automatically get IP address”, after setting , you could use the
Ping command to check if the device has connected to the PC. For an example, in
Windows 2000, run the cmd.exe , and the enter ping 192.168.1.1 If the screen shows as
the below, means OK, the device connected to the PC.

Pinging 192.168.1.1 with 32 bhytes of data:

Packets: Sent =

Minimum = Oms,

o

Ping statistics for 192.168.1.1:

4, Received =
Approximate round trip times in milli-seconds:
Maximunm =

4, Lost

BAms, Average

Reply from 192.168.1.1: bhytes=32 time<{18ms TTL=64
Reply from 192_168.1.1: bhytes=32 time{iBms TTL=64
Reply from 192.168.1.1: bhytes=32 time{1Bms TTL=64
Reply from 192.16B.1.1: bytes=32 time{1Bms TTL=64

B <(Bx

= Bns

loss),

If it shows as below, it means fail
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' I
Pinging 192.168.1.1 with 32 bytes of data:

Request timed out.
Request timed out.
Request timed out.
Request timed out.

Ping statistics for 192.168.1.1:

Packets: Sent = 4, Received = B, Lost = 4 (108% loss).
Approximate round trip times in milli-seconds:

Minimum = Bms, Maximum = Bmns, Average = Bmns

When it fails to connect, you could check as below.
1): If the hardware connect in right way?
>>The relevant LED to the PC must be on
2): If your PC’'s TCP/IP sets right?

>>If the IP of the device is 192.168.1.1 , your PC’s IP must be 192.168.1.xxx(xxx should
be 2~253)

4. Configuration Guide

n 4.1 Start and Login

The router provide the Ul based on the IE, this solution could work in any MS Windows,
Macintosh or UNIX system . Run the browser, unable the VPN (if the VPN is working) , and then
input the 192.168.1.1 in browser. After doing that, you will see the login page, you should enter it
as the administer, which means you should enter the username: root /Password: admin , and
then click the “log in”

The system of the ZBT-CSW-WR246 is OpenWrt
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Please enter your usernarme and password,

Username [Eiroot

Password

@Reset @Login

4-1 Log in webpage

When everything goes well, the browser will show as the 4-2. There are several tag, click

some tag, you could configure relevant function settings.

€ - C [1192.188. 1. 1/cgi-bin/luci Qs & =

NRES0SRT | Openirt Attitude Adjustment 12,09.1 | Load: 0.14 0,10 0.05 | Auta Refresh: Changes: 0

Status | System || Services || Network
Ovorview |yEiiayn)l et 15T A A KA 0055 R0 DS

Status

-~ Gystem

Router Mame ZBT-WRE30SRT
Router Model ZBT WRB305RT

Firmware Version OpenWrt Attitude Adjustment 12,00.1 / Lucl Trunk (0.11+5vn396)

Powered by Luc Trunk (0.11+5vn396)

Kernel Version
Lacal Time
Uptime

Load Average

338

Tue Apr 2 19:20:50 2013
Oh 4m Os

0.08, 0.09, 0.05

Memory
Total vailable
Free

Cached
Buffered

[CEeE K] e aad ke |
[ 2240 RET a4 ke |

(3%,

== Network

IPw4 WAN Status

Active Connections

2 wot connected

DHCP Leases
Hostname

IPv4-Address

MAC-Address

There are no active leases.

Leasetime remaining

Wireless

Generic B02.11bgn Wireless Controller (ra0)

SSID: ZBT-China 912CDB
ade: Master
4 Channel: 11 (0.000 GHz)
100% Bitrate: 300 Mbit/s
BSSID: 00:01:42;01:2C:DB
Encryption: -

iated Stations
MAC-Address

Network signal

MNa Information avallable

RX Rate

TX Rate

| will explain each menu.

Nn 4.2 us

u 4.2.1 Overview

Click the “Overview” You could check the running information, included system
information, Memory, network, DHCP leases, wireless and associate stations, as 4.2.1
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& C | [7192.168. 1. 1 /egi—bin/luci Q Y| ¢

ZBT-WRE30IRT | Openiwrt Attitude Adjustment 12.09.1 | Load: 0.14 0.10 0.05 | Auto Refresh: o Char

atus | System J| Services | Network Logout

Overview Firewall Routes  Systern Log  Kernel Log  Processes  Realtime Graphs

Status
System
Router Mame ZBT-WRS305RT
Router Model ZBT WREB0SRT
Firmware Yersion OpenWrt Attitude Adjustment 12.09.1 / LuCI Trunk (0.11+svn396)
Kernel Version 338
Local Time Tue Apr 2 19:20:50 2013
Uptime Oh 4m Os
Load Average 0.08, 0.09, 0.05
~Memory
Total Available C‘@“iﬁkﬁlﬁ_‘\ﬁ?ﬁiﬂj
Cioc
Free 30568 kB /61944 kB |
Cached [7ada ki 44kB
Buffered zmkél(aﬂ” 44 kB
b
-~ Network

IPwad WAN Staty F
H i o Mot connected

Active Connections 270 /16384 (1%) |

DHCP Leases
Hostname IPv4-Address MAC-Address Leasetime remaining

There are no active feases.

~Wireless

Generic 802.11bgn Wireless Controller (ra0) S5ID: ZET-China 912CDR

Made: Master
#  channel: 11 (0.000 GHz)
100% Bitrate: 300 Mbit/s

BS55ID: 00:01:42:91:2C:0B
Encryption: -

Associated

MAC-Address Network Signal Noise RX Rate TX Rate
No information availabie
by LuCI Trunk (0.11+s

4.2.1 Status
System: Router name, Router model, Firmware version, Kernel version, Local Time, Uptime,
Load average.
Memory: Total available , Free, Caches, Buffered
Network: The connection status of the WAN port.
DHCP Leases: Show the IP address ,MAC, and the Lease time
Wireless: It is about the wireless status , will included SSID, Mode, Work Channel, Bitrates,
the MAC of the wireless interface , the Encryption of the transmission.
Associate: Shows the status of all the device connect to the router via Wireless

%)

[SERSERSERN]

Q

u 4.2.2 Firewall

Click the firewall tag, you could check the firewall status of the device
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<« C' [7192.168.1.1/cgi-bin/luci/; stok=e8bcdf8e525cacBF0T285c0Tc89191 /admin/status/iptables/ Q& =

Services | Network

Overview  Firewall | Routes Systemlod Kernellog Processes  Realtime Graphs

Firewall Status

u 4.2.3 Routing List

Actions
* Reset Counters
+ Hestarf Firewal
Table: Filter
Chain I¥PUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Rule # Pkts Traffic Target Prot. Flags In Out Source Destination Options
1 2457 173.78 KB delegate input all - i A 0.0.0.0/0 0.0.0.0/0 -
Chain FORWARD (Policy: DROP, Packets: 0, Traffic: 0.00 B)
Rule # Pkts Traffic Target Prot. Flags In Out Source Destination Options
1 ] 0.0oe delegate forward all - * S 0.0.0.0/0 0.0.0.0/0 -
Chain ou7PUT (Policy: ACCEPT, Packets: 0, Traffic: 0.00 B)
Rule # Pkts Traffic Target Prot. Flags In Out Source Destination Options
1 2623 252,32 KB delegate output all = H i 0.0.0.0/0 0.0.0.0/0 -
Chain delegate_forward (References: 1)
Rule # PkEs, Traffic Target Prat. out Source Destination Options
1 ] 0.ooe farwarding_rule all % 0.0.0.0/0 0.0.0.0/0 #* user chain for forwarding */
2 o 0.00 8 ACCEPT all * 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED
3 il 0.0oe zone lan forward all * 0.0.0.0/0 0.0.0.0/0 -
i 0 0.00 8 all i 0.0.0.0/0 0.0.0.0/0 =
& o 0.008 reject all o 0.0.0.0/0 0.0.0.0/0 >
Chain delegate_input (References: 1)
Rule # Pkts Traffic Target Prot. Out Source Destination Options
i & 1968 130.69 KB ACCEPT all s 0.0.0.0/0 0.0.00/0 =
2 489 43,00 KB input_rule all * 0.0.0,0/0 0.0.0.0/0 #* user chain for input */
3 384 32.75KB ACCEPT all o 0.0.0.0/0 0.0.0.0/0 ctstate RELATED,ESTABLISHED
4 29 1,47 KB syn flood top * 0.0.0,0/0 0.0,0.0/0 top flags:0x17/0x02
5 105 10.35 kB zone lan input all 10 0.0.0.0/0 0.0.0.0/0 =
6 ] 0.ooe Zone wan inplt all * 0.0.0.0/0 0.0.0.0/0 -
Chain delegate_output (References: 1)
Rule # Pkts, Traffic Target Prot. n out Source Destination Qptions
1 1968 130.69 KB ACCEPT all 2 lo 0.0.0.0/0 0.0.0.0/0 =
2 655 12164 KB autput_rule all * * 0.0.0.0/0 0.0.0.0/0 J* user chain for autput */
3 655 121.64KB ACCERT all H A 0.0.0.0/0 0.000/0 ctstate RELATED,ESTABLISHED
& 0 0.008 zone lan_output all i brdan 0.0.0.0/0 0.0.0.0/0 =
= a 0.0oe Z0Me wan oukput all - il ethz.2 0.0.0.0/0 0.0.0.0/0 -
Chain reject (References: 3)
Rule # PkEs, Traffic Target Prot. Flags In out Source Destination Qptions
n] 0.00 B REJECT tep - i - 0.0.0.0/0 0.0.0.0/0 reject-with tcp-reset
2 a 0008 REIECT all = * * 0.0.0.0/0 0.0.0.0/0 reject-with icmp-part-unreachable

Click the status-routes, you could check the routing list of the device, the currently active on

the device.

1]Lo

Ouerview. Firewall Routes | Systemlog Kernellog Processes  Realtime Graphs.

Routes

The following rules are currently active on this system,

ARP

IPv4-Address
192.168.1.3

MAC-Address
be;Sfif4:f8:72:05

Interface
brdan

Active IPv4-Routes

Netvrork
lan

Target
192.168.1.0/24

IPyv4-Gatevray Metric
0.0.0.0 L}

u 4.2.4 System Log

4.2.3

Click the System Log, you could check the running status and the operate history
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igxH#& — LuCI -~ ¥ind Internet Ex

et %k _ . ——
G e i o T T i e 8 5] [ - [
JEEE R E) EE@_ WiEE R IBE@ FEho

L gZBT - FHBE - L1

ZBT | OpenWrt Atbitude Adjustment 12.09.1 | fi#: 0.00 0.03 0.02

B BAE  REE  REAS | ABEE  FEME SHES
F5HE

ipr 2 ZBT TtyS0 at MMIO 0x10000500

Apr 2 ZEBT tty31l at MMIO 0x10000c00

Apr 2 ZBT k GDMA Controller Module

Apr 2 ZBT

Apr 2 ZBT

Apr 2 ZBT

ipr 2 ZET

Apr 2 ZBT

Apr 2 ZBT .erasesize = 0x00000010 (OK) .numeraseregions =

Apr 2 ZBT

Apr 2 ZBT "u-boot™

Apr 2 ZBT "u-boot-env"

Apr 2 ZBT "Factory

ipr 2 ZBT 000000-0x000 ( oo xR flash™

Apr 2 ZBT 050000-0x000! : "firmware”

Apr 2 ZBT g 2 MID partitions on "vasp'

ipr 2 ZBT 050000-0x000000150000 : "kernel"

Apr 2 ZEBT 150000-0x000001000000 : "rootfs"

Apr 2 ZBT tion "rootfs" set to be root esystem

Apr 2 ZBT "rootfs data" created automatically, ofs=5B0000, len=A50000

Apr 2 ZBT ¢ "rootfs data"

Apr 2 ZBT

Apr 2 ZBT ROM:Read from [Factory length Ox6.

ipr 2 ZBT CCR1 -- : Ox00000001

ipr 2 ZBT 0x42d0bd30

Apr 2 ZBT zation. v3.0 256 rx/tx descriptors allocated, mtu

Lpr 2 ZEBT 256

Apr 2 105 ZET length Ox6. b
SERE D Internet A L
E

u 4.2.5Kernel Log

C|ICk the Kernel Log , you could check some information about the device’s system

RS30SKT - Kernel

Overview Firewall Routes System Log  Kernel Log | Processes  Realtime Graphs

Kernel Log

0.000000] Linex version 3.3.8 (luoBZB1-Server) [gee version 4.8.3 2120201 [prerelease) (Linaro GIC 4. B-2012.02) ) #1 Won Jun 16 1T:32:41 CST 2014
0.000000] Me di +Tsle WITS20N CEU:ES0MNz, Bus:14EHHz Usrt: 4ONKz
0.000000] Boot. forn: SET FLASK
0.000000] WIFS CPU sLeap mods sniblad
0.000000] Detscting memory.
0.000000] FCIE: bypass FCLe DL
0.000000] FCIE: Elastic buffer control: Addr:0xS8 -> OxBd
0.000000] disable all power sbout ECIe
0.000000] FCIE: PLL power down for NMITEZON
0.000000] CPUf revision is: 00019850 ONIES 24KEc)
0.000000] De termined physicsl RN m
0.000000] mamory: 04000000 @ DOOOOODD (asable)
0.000000] Zone PEN ranges
0.000000] 0:00000000 -> 0x00004000
0.000000]
0.000000] ¥ ranges
0.000000]  0: 0z00000000 -3 Dx00004000
0.000000] O risds 0 tstalpages: 16384
0.000000] free_ares_init_nods: mods 0, pedat 80Zacafl), node_mem_nap GLODDDON
0.000000]  Normal zome: 128 pages used for mennsp
0.000000]  Normal zone: 0 pages reserved
0.000000]  Hornal rone: 16256 pages, LIFD batchid
0.000000] pepe-alloc: =0 ¢ 432TEE u3ZTEE al1se=L¥32TES
0.000000] pepu-alloc: [0] 0
WG el T oot oo st ety o Gl g
0.000000] Kernel conmand line 520058 r =
0.000000] PID hash table entries: 258 (order: —z 1024 bytes)
0.000000] Dentry cachs hash tsble entries: 8192 (ordsr: 3, 32768 bytes)
0.000000] Tnode-cache hash table sntries: 4038 (order: 2, 18364 bytes)
0.000000] Primary instruction cache 64kE, VIFT, d-way, Linesize 32 bytes.
0.000000] Frimary data cache 37K, d-way, FIFT, no aliases, linesize 32 bytes
0.000000] Writing ErrCtl register=00078283
0.000000] Readbacle ErsC4] register=00078283
0.000000] Memory: BITSK/BSSIBk available (2351k kernel cods, 3150k reserved, 388k data, 168k init, Ok highnen)
0.000000] SLUB: Genslabs=d, Halign=16, Order=0-3, Mindbjects=l, CPUs=l, Nedes<1
0.000000] NR_IRGS: 178
0.000000] MTR/Ralink Systen Tick Counter init... cd:B028e820, m:214T45, s:32
0.000000] eensels [tby51] ensbled
0.004000] Calibrating delay loop. .. 387.55 Bogoll[ES (pj=Tr5168)
0.040000] pid max: default: 32768 mininum: 301
0.044000] Mount-cache hash table entries: 512
0.048000] NET: Registered protoccl fanily 15
0.052000] Relizk/NTK BootRON maped
0.056000] MIFS: machine is ZBT YRB30SET
0.060000] Relink Board GPIOMOIE init
0.064000]  I2C:GFI0
0.084000]  SPI_REFCLK:GPI0
0.082000] VAT _F :GFIO
182,188, 1. 1/cgi-bin/Tuci /: stok=aBbedfBe505c asB £T2BE5 0T cBI1A1/ admin s tatus/

u 4.2.6 Processes

Click the progresses, you could check an overview over currently running system processes and
their status. Such as CPU usage, Memory usage. You could hang up ,terminate or even kill the
program, depends on your requirements.

As the 4.2.6
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0.06 0.05

Overview Firewall Routes System log kKernelLog Processes Realtime Graphs

Processes

This list gives an overview aver currently running system processes and their status,

PID Owner Command CPU usage (%) Memory usage (%) Hang Up Terminate Kill
1 root init. 0% 2% & Hang Up =) Terrinate. @ Kil
root [kthreadd] 0% 0% #HangUp =)Terminate @ Kill

3 root [ksoftirgdsa] 0% 0% =) Terminate. @ Kill
4 root [kworker/0:0] 0% 0% %\ Terminate. @ Kill
5 root [kworker/u:0] % 0% = Terminate @ Kill
6  root [khelper] 0% 0% ) Terminate| @ Kill
7 root [kworker/u:1] a% 0% # HangUp ) Terminate @ Kill
S6  root [sync_supers] 0% 0% # HangUp =)Terminate @ Kill
58 root [bdi-default] 0% 0% = Terminate. @ Kill
60  root [kblockd] 0% 0% x| Terminate. @ Kill
a1 root [kswapdd] o, 0% %\ Terminate. @ Kill
143 root [fsnatify_mark] 0% 0% « Terminate. @ Kill
180 root [mtdblocka] 0% 0% #|Terminate @ Kill
185 root [mtdblock1] 0% 0% = Terminate @ Kill
190 root [mtdblock2] 0% 0% #|Terminate @ Kill
195 root [mtdblock3] 0% 0% = Terminate @ Kill
200  root [mtdblock4] 0% 0% =/ Terminate @ Kill
205 root [mitdblocks] % 0% =) Termirate @ Kill
210 root [mtdblocka] 0% 0% =) Terminate @ Kill
215 root [mtdblock?] 0% 0% =) Terminate @ Kill
225 oot [kworker/0:1] 0% 0% | Terminate. @ Kill
444 root [iffs2_ged_mtd7] v 0% s Terminate @ Kill
446 root [flush-mtd-unmap] 0% 0% x| Terminate. @ Kill
468  root [khubd] 0% 0% =|Terminate @ Kill
486 root init: 0% 2% # HangUp = Terminate @ Kill
497 root init 0% 2% Hang Up =)Terminate @ Kill
617 root fshinfsyslogd -C16 0% 2% # Hang Up < Terrinate. @ Kil
619 root fsbinfklogd 0% 2% # HangUp =)Terminate @ Kill
621 rogt Jsbinfhotplug2 --override --persistent —-set-rules-file fetc/hotplug2 rules —-set-coldplug-cmd fsbin/udevtrigger --max-children 1 0% 1% # Hang Up = Terminate @ Kill
629 root Jshinfubusd 0% 1% Hang Up ) Terminate @ Kill
651 root fzbin/netifd 0% 2% Hang Up =i Terminate @ Kill
710 root udhepe -p fear/runfudhcpc-eth2.2.pid -5 Jib/netifd/dhecp seript f £ 0 - eth2.2 -C 0% 2% # HangUp =)Terminate @Kill
1125 root [REmpCmdQTask] 0% 0% % HangUp x)Terminate @ Kill
1126 root [RtrpWwscTask] 0% 0% HangUp =) Terminate @ Kill
1128 root Jsbinfwatchdog -t 5 fdev/watchdog 0% 20, % HangUp =iTerminate @ Kill

4.2.6

u 4.2.7 Realtime Graphs

Click the Realtime Graphs ,you could check the load, traffic, wireless and connection of the
device.

justment 12,091 | Lo

Network

Overview Firewall Routes System Log  KernellLog  Prosssses | Realtime Graphs

Load Traffic Wireless Connections

Realtime Load

(6 minute windaw, 3 second interval)

1 Minute Load: 0.25 Average: 0.25 Peak: 0.27
5 Minute Load: 0.10 Average: 0.10 Peak: 0.11
15 Minute Load: 0.07 Average: 0.07 Peak: 0.07

Kl 4.2.7

u 4.3.1 System

Click the System tag, you could check and edit some basic information of the device,
including Local time, Hostname, time zone.
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SRT | Opentrt Attitude Adjustment 12,091 | Load: 0.05 0.05 0.0S | Auto Refresh: on Changes:

status | System | Services f| Network

System | Administration  Software  Startup  Scheduled Tasks  Mount Points  LED Configuration  Backup / Flash Firmware  Reboot

System

Here you can configure the basic aspects of your davice like its hostname or the timezons.

-~ System Properties

General Settings

Local Time Tue Apr 2 19:25:01 2013 @ 8ync with browser

Hostname [EBT-WRE305RT ]

Timezone [ure ]

Time Synchroni

Enable NTP client

Provide NTP server

NTP server candidates pool.nip.org
Lpoolnip org
Lpool.ntp.org
poolnip.org

@Reset ©Save Tave & Apply

43.1

u 4.3.2 Administration

You can edit the administrator password for accessing the device

30SRT | Openirt Attitude Adjustment 12.09.1 | Load: 0.04 0.05 0.035 Changes: 0

Status ) System || Services || Network

System  Administration | Software Startup  Scheduled Tasks  Mount Points  LED Configuration  Backup / Flash Firmware Reboot

Router Password

Changss the administrator passward for accessing the dsvics

Password

Caonfirmation

SSH Access

Dropbear offers S5H network shell access and an integrated SCR server

--Dropbear Instance
xIDelete

Interface

wan; @

©  unspecified

@ Listen only on the given interface or, if unspecified, on all

Port 22
© Specifies the listening port of this Dropbear instance

Password authentication
Allow root logins with password

Gateway ports

HAdd

¥ @ allow S5H password authentication
¥ © Allow the root user to login with passward

@ allow remote hosts to connect to local SSH forwarded ports

--SSH-Keys
Here you can paste public S5H-Keys (one per line) for SSH public-key authentication.

4

Powered by LUCI Trunk {0.11+5¥n396)

u 4.3.3 Software

©Resel ©Save (Save & Apply

Click the software page, you could download and install the package , do not operate it

without a professional engineer.

u 4.3.4 Startup

Click to the Startup page, You can enable or disable installed init scripts here. Changes will
applied after a device reboot, do not operate it without a professional

U 4.3.5 Schedule Tasks

engineer.

This is the system crontab in which scheduled tasks can be defined., do not operate it
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without a professional engineer.

u 4.3.6 Mount Points, LED Configuration

Do some edition about the system , do not operate it without a professional engineer.

u 4.3.7 Backup/Flash Firmware

You could upgrade the firmware or backup it in this page, as below.

B3IDSRT | Openwrt Atfitude Adjustment 12.00.1 | Load: 0.01 0.04 0.05
Status | System | Services | Natwork
System Administration  Software  Startup  Scheduled Tasks  Mount Points  LED Configuration | Backup / Flash Firmware | Reboot

Flash

Actions |
Backup / Restore

Click “Generate archive” to download a tar archive of the current configuration files. To reset the firmware to its initial state, dick "Perform reset” (only possible with squashfs images)

Download backup: i Generate archive
Reset to defaults: @Perform reset
To restare configuration files, you can upload a previously generated backup archive here

Restore backup: BRI | R (@Upload archive

Flash new firmware image

Upload  sysupgrade-compatible image here to replace the running firmuware. Check “Keep settings" to retain the current configuration (requires an OpenWrt compatible firmware image)

Keep settings:
Image: [ERIE | RERET Flash image

4.3.7
U 4.3.8 Reboot

Select menu system to restart, you can restart your device.
When you click the Reboot tag, the device will reboot.

status | System | Services | network
System  Administration  Software  Startup  Scheduled Tasks  Mount Points  LED Configuration  Backup / Flash Firmware | Reboot

System

Reboot

Reboots the operating system of vour device

Perform reboot

Nn 4.4. Service

u 4.4.1 Dynamic DNS

Dynamic DNS allows that your router can be reached with a fixed hostname while having a
dynamically changing IP address

Nn 4.5 Network

u 4.5.1 Interfaces

Click the Interface tag, you could check the wired port’s status and edit it.
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stment 12.09.1 | Le

Services

Interfaces | wifi  DHER and DS

Interfaces

Hostnames

Static Routes  Firewall Diagnostics

i~ Interface Overview

Network
LaN
& (a)

br-lan

i CiAdd new interface...

Status

Uptime: 0h 1

Mac Address 6Lz 200
3

Pkts.)
IPv4: 102,168, 1 1/24

Uptime: 0h 0
M‘HI nddrass EIEI 01:42:91:2C:DC

RX: 0.00B (0
T (233 Pkts)

Actions

% Connect @  Stop

& Connect @

& Edit x)

4 Edit x]

Delete

Dalete

u 4.5.2 Wireless

45.1

Click the Interface tag, you could check the wireless port’s status and edit it.

Interfaces | Wifi

DHCP and DNS  Hostnames
rall; Master "ZBT-China_912C0B"

Wireless Overview

Static Routes

Firewall Diagnostics

¢ Ralink/MTK RT2860v2 802.11bgn (rag)
& Ha nnel 11 (7 GHz) | Bitrate: 300 ML\t/s G _Scan @ Add
SID: 2BT-China_912C0R | Mode: Master @ Disable 4 Edit
100% BESID: B0-01: 4aT 5 06 | Encryption: - %) Remove
Associated Stations
SSID MAC-Address IPv4-Address Signal Noise RX Rate TX Rate
No information available

4.5.2

u 4.5.3 DHCP/DNS. Hostnames, Static Routes,

You could edit these setting in relevant page. do not operate it without a professional

engineer.

u 4.5.4 Firewall

The flrewall creates zones over your network interfaces to control network traffic flow

Services | Network

0.14 0.09

Interfaces  Wifi  DHCP and DNS  Hostnames

General Settings | Port Forwards  Traffic Rules

Firewall - Zone Settings

Static Routes

Firewall | Diagnostics

Custom Rules

General Settings

Enable S¥N-flood protection #
Drap invalid packets
Input [accent ]
output [accept ]
Forward [reient 7]
Zones
Zone = Forwardings Input Output Forward Masquerading MSS clamping
lan: lan: & & = |wan [accent v | [accent v | [retect i ZEdit xIDelete

wan: wan: | = [rejest v |[ascept v |[reiect ] v @ ZEdit| xiDelete

) Add

@Reset |@Save

3 Save & Apply

u 4.5.5Q0S

Pic4.5.4

With QoS you can prioritize network traffic selected by addresses, ports or services.
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ZBT | OpenWrt Attitude Adjustment 12.09.1 | Load: 1.05 0.63 0.26

Status || System J| Services | Network

Interfaces  Wifi DHCP and DNS Hostnames Static Routes Diagnostics  Firewall | QoS
Quality of Service
With QoS you can prioritize network traffic selected by addresses, ports or services
Interfaces
WAN xIDelete
Enable
Classification group detault
Calculate overhead
Half-duplex
Download speed (kbit/s) [roze |
Upload speed (kbit/s) [i28 |
[ ] “iadd
1 ion Rules
Target Source host Destination host Service Protocol Ports Number of bytes Sort
priority v Ll ML v [all v Lall v |l2253 ] [« x1Delete
normal v |[al v |[al v |[al v |[TcP v |[20,21,25,80,110,443,892 995 | BE «1Delete
BHPIess h| L MIEL M| EL MEL v [[ 5190 IREIE =) Delete
LlAdd

@Reset @ Save Save &Apply

N 4.6 Log out

Pic4.5.5

Click the Log Out tag, you will log out the website.

More details about the system. Please refer the https://openwrt.org/

Nn 4.7 Flash Firmware

Operate this keep the router connecting computer status.

First, use sharp item Pressing the RESET button as “Picture 1” below, then power on the router.

Second, set the computer TCP/IP in to static IP 192.168.1.X ( X means any number between 2 to
255 ) and Subnet mask into 255.255.255.0


https://openwrt.org/
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General i-.-'l'-.uthenticatiu:ur-{ | Advanced |

Internet Protocol (TCP/IP) Properties

General |

Connect uzing:

You can get IP zettings assigned automatically if pour netwark, supparts

B8 Realtek PCle FE Family Controller | thiz capability. Othenwize, you need to ask pour rebwark. adminiztrataor for

the appropriate 1P settings.

Thiz connection uzes the fallowing ikems:

g Client for Microsoft Networks

{7 Obtain an IF address autamatically

.@ File and Printer Sharing for Microsoft Metwarks () Use the following P address:
42} (o5 Packet Scheduler IP address: (192 168 1 . 24 |
¥ %= Intermet Protocal [TCPAF]

Subnet mazk: | 286 285 2BE . 0 |

Drezcription ) - )

S Obtain DMS zerver address autormatically
Transmizzion Control Protocol/Internet Protocol. The default i 4
wide area network protocol that provides communication (%) Use the following DMS server addreszes:
acrogzz diverse interconnected networks.

Freferred DMS zerver: | . . . |

Show icon in notfication area when connected

. : ; i = Alternate DMS zerver: | , s ; |
Motify me when this connection haz limited or no connectivitby

[ (] ][ Cancel ]

(] ] [ Cancel

Third,key in 192.168.1.1 into browser, come into “ Firmware recovery page” as below pic.
(this system developed based on Chinese ,so the page shows Chinese word)

Click “ Brower ” button find the firmware “root_ulmage.ulmage” from your computer, double click
“root_ulmage.ulmage” to hang on it. Then click “Fill#r[%#4-"to start uploading

(During uploading time,don’t move or power off the router!! Otherwise will cause the router
dead !!)
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< | @] httpintoz 168,11

E R R

FIEEET: | | Browse. | 1

y Choose file E] -

ey Look jr: | =e R ble: Disk [G: ~| & &k E-
]!%_ﬁn ook jn 1 emovable Disk [G:] 3 _J | ¥
.
l—%g AYE_INFO 2
iy Recent [CHDCIM
Documents =)MP_ROOT

[LJIFRIYATE
rook_olmage ulmage

Desklop

©

ty Documents

@

Wy Computer

£

Fdw Metwork File harne: ;r-:-ot_ulmage.ulmage __'__! Open |
Flaces
Files of type: | &0 Files [ | Cancel
1
+ | &l hetpiiiez.aea.t.1 v B¢

785 €K

IETEHREF, BFF 96 .
FEEEEREAEaER,

T EHEDRFAENBRNEER.,

File Uploading,don’t restar or power off the router during this time!!

About 100seconds, the file upload success will show “JtZk 525" as below picture show. And
the router will automatic restart
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pft Internet Explorer

ites  Tools  Help

a @ i;\_| "}:\J Search *Favorites @ E«E:-.— ;} I@ - :_.J }P’
) V| i

PR EUR =X

FEESEEE

SRR EREaNER,

BAEMTRNEES.

Upload success, router will restart.

_%J Local Area Connection is now connected |
L Speed: 100.0 Mbps

2R AR, - Microsoft. .,

Fourth, Set the computer TCP/IP into automatic obtain IP
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BE 2-= @ LY

| General !.&ﬁthentiﬁiﬂn f..ci;.-'ance.c-l.i

Connect using:

B& Realtek PCle FE Family Contraller

| Internet Protocol (TCP/IP) Properties

This connection uzes the following items:; General E..-:i.l-t.emé.teulianfigurati-:uﬁ:

# 1 | | o S F1 <

% E-|IEF||: ot chmmn N.etwnrkx. You can get P settings assighed automatically if your network suppoarts
g File and Printer Sharing for Microsaoft Ne this n:apal:nili_ty. I:Itherwi_se, you need o azk vour netwark, administratar for
v g QoS Packet Scheduler the appropriate 1P zettings.

M == Intemet Protocal [TCRAP)

(#)i0btain an IP address automaticalle
l Install... J Liminztall [ {7 Uge the following IP address:

Dezcription IFP address: | |

Tranzmizsion Contral Protocol/nternet Praotoca SAbL s | |
wide area nebwork, pratocol that provides cor T
across diverse interconnected nebworks, S I e | |

Show icon in notification area when connects

: ; . A Obtain DMS dd tomaticall
Matify e when thiz connection haz limited or £ e e

(%) Usze the following DMS server addresses:
Ereferred DMS zerver: | ; ; g |

| Ok, flternate DNS server | : : : |

[ ak. ][ Cancel ]

5. FAQ

1. LAN LED off

It is about the hardware connection issue, you could check follow below steps
@ To check if the Ethernet cable plug into the port firmly.
@ To check if the network device is power on
@ Make sure the Ethernet cable are working well

2. The device work normally after setting . But the link will become unsteady after working

some time, such as delay and package dropping.
It means there are some interference in the work environment, you could follow the below steps
to solve such problem.
@ To check if each part of the connection are steady.
@ If the signal strength are too weak, you can try to change the work channel, in order to
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reduce the reference.
@ Reboot the device.
Reset to the factory default setting.

After all the above steps, if it still have the same questions, please contact to the reseller
or our FAE.

FCCCaution

This devicecomplieswithpartl5ofthe FCCRules.Operationis subjecttothe
followingtwoconditions:(1)This devicemaynotcauseharmfulinterference,and(2)
thisdevicemustacceptanyinterference received,includinginterferencethatmay
causeundesiredoperation.

AnyChangesormodificationsnotexpresslyapprovedbythepartyresponsiblefor
compliance couldvoidtheuser'sauthoritytooperate theequipment.

Note: This equipmenthasbeentestedandfoundtocomplywiththe limitsforaClass
Bdigitaldevice,pursuanttopartl5oftheFCCRules.Theselimitsaredesignedto
providereasonableprotectionagainstharmfulinterferenceinaresidentialinstallation.
This equipmentgeneratesusesandcanradiateradiofrequencyenergyand, ifnot
installedandusedinaccordance withthe instructions,maycauseharmfulinterference
toradiocommunications. However,thereisnoguaranteethatinterferencewillnot
occurinaparticularinstallation. Ifthisequipmentdoescauseharmfulinterferenceto
radioortelevisionreception,whichcanbedeterminedbyturningtheequipmentoff
andon, theuserisencouragedtotrytocorrecttheinterferencebyone ormoreofthe
followingmeasures:

- Reorientorrelocatethereceivingantenna.

- Increasethe separationbetweenthe equipmentandreceiver.

- Connecttheequipmentintoanoutletona circuitdifferentfromthattowhichthe
receiverisconnected.

- Consultthedealeroranexperiencedradio/TVtechnicianforhelp.

This equipmentcomplieswithFCC radiationexposurelimits setforthforan
uncontrolledenvironment.This equipmentshouldbeinstalledandoperatedwith
minimumdistance20cmbetweentheradiator& yourbody.

Note: Modifications to this product will void the user’s authority to operate this
equipment.



