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WINNF-TS-0122-

Multi-Step registration V1.0.2 WINNF.FT.C.REG.1 Pass

Single-Step registration for Category A WINNF-TS-0122-

CBSD V102 WINNF.FT.C.REG.3 Pass

Single-Step registration for CBSD with WINNF-TS-0122-

CPI signed data V102 WINNF.FT.C.REG.5 Pass

_Reglstra_ltlon due to change of an WINNF-TS-0122- WINNE.ET.C.REG.7 Pass

installation parameter V1.0.2

Missing Required parameters WINNF-TS-0122-

(responseCode 102) V102 WINNF.FT.C.REG.8 Pass

Pending registration (responseCode WINNF-TS-0122-

200) V1.0.2 WINNF.FT.C.REG.10 Pass

Invalid parameter (responseCode 103) WINN\'/:iTOSéOlZZ' WINNF.FT.C.REG.12 Pass

Blacklisted CBSD (responseCode 101) W'NN\ZTOS;HZZ' WINNF.FT.C.REG.14 Pass

Unsupported SAS protocol version WINNF-TS-0122-

(responseCode 100) V102 WINNF.FT.C.REG.16 Pass

Group Error (responseCode 201) WINN\I/:iTOSéOQZ- WINNF.FT.C.REG.18 Pass

Category A CBSD location update W'NN\'ZTOSéOlZZ' WINNF.FT.C.REG.20 Pass

Unsuccessful Grant WINNF-TS-0122-

responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.D.GRA.1 Pass

Unsuccessful Grant

responseCode=401 W'NN\'ZTOSéOlZZ' WINNF.FT.C.GRA.2 Pass

(GRANT_CONFLICT) e

Heartbeat Success Case (first WINNF-TS-0122-

Heartbeat Response) V1.0.2 WINNF.FT.C.HBT.1 Pass

Heartbeat responseCode=105 WINNF-TS-0122-

(DEREGISTER) V1.0.2 WINNF.FT.C.HBT.3 Pass

Heartbeat responseCode=500 WINNF-TS-0122-

(TERMINATED_GRANT) V1.0.2 WINNF.FT.C.HBT.4 Pass

Heartbeat responseCode=501

(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass
V1.0.2

Heartbeat Response

Heartbeat responseCode=501

(SUSPENDED_GRANT) in WINNF-TS-0122- WINNF.FT.C.HBT.6 Pass
V1.0.2

Subsequent Heartbeat Response

Heartbeat responseCode=502 WINNF-TS-0122- WINNE.ET.C.HBT.7 Pass

(UNSYNC_OP_PARAM)

V1.0.2

ntion: To chec
or email: CN.Do
. |No. 1 Workshop M-10, M;ddle

overleaf, available on request or accessible at http:
subject to Terms and Conditions for Electronic Documents at

Client’s instructions, if any. The Company's sole responsibilit

Sc|ence & Technology Park, Shenzhen, China 518057
PE - Rl BERPEM-106—ST 5
|

HB4R: 518057

te itact us ephon

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
i i www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,
ttp://www.sgs.com/en/Terms-and-Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, indemnification and jurisdiction issues defined therein. Any holder of this document is
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the transaction documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, forg
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent of the law. Unless otherwise stated the
r/?sulls shown ln lhis test report refer only ‘to the sample(s){tested and such sample(s) are retamed for 30 days only
ting /insg nreport & cert

ery or falsification of the content or

55) 8307 1443,

t (86-755) 26012053 f (86-755)26710504  www.sgsgroup.com.cn

t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/0 Aug01,2022 Report No.: SZCR230600172704
Page: 4 of 60

Heartbeat Response Absent (First WINNF-TS-0122-

Heartbeat) V1.02 WINNF.FT.C.HBT.9 Pass
Heartbeat Response Absent WINNF-TS-0122-

(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Successful Grant Renewal in Heartbeat WINNF-TS-0122-

Test Case V102 WINNF.FT.C.HBT.11 Pass
Registration Response contains WINNF-TS-0122- WINNE.ET.C.MES.1 Pass
measReportConfig V1.0.2

Grant Response contains WINNF-TS-0122-

measReportConfig V1.0.9 WINNF.FT.C.MES.3 Pass
Heartbeat Response contains WINNF-TS-0122-

measReportConfig V1.0.2 WINNF.FT.C.MES.4 Pass
Successful Relinquishment WINN\'/:iTOSéOlZZ' WINNF.FT.C.RLQ.1 Pass
Deregistration responseCode=102 WINN\I/:iTOSé0122- WINNF.FT.C.RLQ.3 Pass
Deregistration responseCode=103 WINN\'/:iTOSéOlZZ' WINNF.FT.C.RLQ.5 Pass
Successful Deregistration WINN\I/:iTOSé0122- WINNF.FT.C.DRG.1 Pass
Deregistration responseCode=102 WINN\'/:iTOSéOlZZ' WINNF.FT.C.DRG.3 Pass
Deregistration responseCode=103 WlNN\'/:iTOS;)lZZ' WINNF.FT.C.DRG.5 Pass
Successful TLS connection between WINNF-TS-0122-

UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WlNN\'/:iTOS;)lZZ' WINNF.FT.C.SCS.2 Pass
TLS fallure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2

TLS failure when SAS Test Harness WINNF-TS-0122-

certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS.4 Pass
TLS failure wh_en certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2

UUT RF Transmit Power Measurement W'NN\'ZTOSéOlZZ' WINNF.PT.C.HBT Pass

SAS Version: 1.0.0.3

Test standards:
CBRSA-TS-9001-v1.2.1

CBRS Alliance Certification Test Plan
WINNF-TS-0122-V1.0.2
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Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)
KDB 940660 D01 Part 96 CBRS Eqpt v03
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Power supply: DC48V

Sample Type: Fixed device
CBSD Class: B

Transmitter Frequency Band: n48

Transmitter Frequency Range: 3550~3700MHz

Hardware Version:

5000D for RRU and 5000DB for BBU

Software Version:

iDAS DRRU_R518 D1.2.B13S 4F1D 20230601.zip for
RRU;

5GNR_ax.tdd.fr1.2.2.3 462 r54139 20230904 141346.pkg
for BBU

Test sample: b23090031p
Antenna Gain: 14dBi
MIMO supported 4*4 UL

Antenna Type:

External Antenna

Note: The UUT is a Distributed base station systems which consist of BBU and RRU.

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed
overleaf, available on request or accessible at http://
subject to Terms and Conditions for Electronic Documents at http:
Attention is drawn to the limitation of liability, indemnification an
advised that information contained hereon reflects the Company's findings at the time of its intervention only and within the limits of
Client's instructions, if any.

www.sgs.com/en/Terms-and-Conditions.aspx and, for electronic format documents,

jurisdiction issues defined therein. Any holder of this document is

The Company’s sole responsibility is to its Client and this document does not exonerate parties to a
transaction from exercising all their rights and obligations under the tr tion documents. This document cannot be reproduced
except in full, without prior written approval of the Company. Any unauthorized alteration, for?ery or falsification of the content or
appearance of this document is unlawful and offenders may be prosecuted to the fullest extent

the law. Unless otherwise stated the

results shown in this test report refer only to the sample(s) tested and such sample(s) are retained for 30 days only.
Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

Id. | No.1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, China 518057  t (86-755)26012053 f (86-755)26710594  www.sgsgroup.com.cn
HE - Ry BEESEM-106—8T 5 HB%i: 518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com
|

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch
Rev. A/0 AugO01,2022 Report No.: SZCR230600172704

SZEMC-TRF-01

Page: 9 of 60

4.2 Description of CBSD/DP Support Features

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
Cc2 Mandatory for UUT which supports single-step registration with no CPI- Y
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

Cc4a Mandatory for UUT which supports Y
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT Y
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the Y
UUT and prior to sending a deregistration.

Y: Supported
N: Not suppo

rted
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4.3 Summary of Test Results
WINNF-TS-0122

Classes Test Case Items Pass Items Pass Rate (%)

FT (CBSD, DP/CBSD) 36 36 100

PT (CBSD, DP/CBSD) 1 1 100

Total 37 37 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WinnForum and supporting
FCC/DoD requirements.

2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various
traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Item Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power +0.75dB
3 Temperature test +1°C
4 Humidity test + 3%
5 Supply voltages +1.5%
6 Time + 3%
4.5 Description of Support Units
Description Manufacturer Model No. Serial No.
Router Ruijie RG-PA1150P-F G1L90YX000911
5GC IPLOOP intel M50CYP /
5G USB Dongle Askey NDQ1300-SA /
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4.6 Test Location
All tests were performed at:
SGS-CSTC Standards Technical Services Co., Ltd., Shenzhen Branch

No. 1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, Guangdong, China.
518057.

Tel: +86 755 2601 2053 Fax: +86 755 2671 0594
No tests were sub-contracted.
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5 Equipment List
Test Equipment Manufacturer Model No. |Inventory No.| Cal Date | Cal Due Date
Lapto
. ptop Lenovo Tl4s / / /
(With SAS Test hamess)

Spectrum Analyzer Keysight N9020A SEMO004-21 | 2023-03-20 | 2024-03-19
Shield Room SAEMC MSR433 SEMO001-11 | 2021-03-13 | 2024-03-12
Coaxial Cable SGS N/A SEMO031-01 | 2023-07-11 | 2024-07-10

Weinschel
Attenuator Associates WA41 SEM021-09 N/A N/A
Splitter MACOM 2090-6214-00 N/A N/A N/A
- Shanghai
Humidity/ Temperature |\t eorological 731-2B SEM002-03 | 2023-09-27 | 2024-09-26
Indicator
Industry Factory
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Test Method and Environment

CBSD/DP Conformance and Performance

Test Requirement:

Test Method:

CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2

WINNF-IN-0156_WInnForum_SAS Test Harness_CBSD UUT_Tutorial_

vl 001

CBSD Test Procedure

Connect the UUT to SAS Test Harness system and RF Test instruments via the DP interface and
RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.
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6.3 Test Environment

Test Harness Version:
Operating System:

TLS Version:

Python Version:
Environmental Conditions:

Input Power:

6.4 Test Setup

1) DP is deployed on the network management, and the registration of DP to SAS is to register with

Vv1.0.0.3

Microsoft Windows 10
1.2

2.7.13

25deg. C, 65%RH
120Vac, 60Hz

SAS according to the granularity of CBSD ID;

2) The DP and the network element communicate messages according to the cell granularity, and
each CBSDID corresponds to a cell of an RRU which belongs to a base station.

o TREME T
/f lnspecnon&Testmg Services &
¢.

Co. Ltd

SAS Test
Harness

SAS-CBSD
interface

CBSD Unit-
Under-Test

CBSD RF
interface

RF Test
Equipment

CBSD as UUT
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Antenna Connect
1o Base Station

through Air
G

SAS Server

PC

)

Splitter  Antenna Connect
to EUD through Air

Test setup diagram for WINNF.PT.C.HBT Test case

Unless o(herwlse agreed in writlng, this document is issued by the Company subject to its General Conditlons of Service printed
overleaf, on or at http://www.sgs.com/en/Terms-and-Conditions.aspx and, for ‘ormat d

subject to Terms and Conditions for Electronlc ocuments at http://www.sgs.com/en/Terms-and-Conditions/Terms-e-Document.aspx.
Attention is drawn to the limitation of liability, indemnification ané jurisdiction issues defined therein. Any holder of this document is
advised that Information contained hereon reflecls the Company s findings at the time of its intervention only and within the limits of
Client’s instr if any. The C 's sole resp bility is to its Client and this document does not exonerate parties to a
transaction from exercising all their nghts and obligations under the transaction documents. This document cannot be reproduced
except in full, wl!houl prior written approval of the Company Any unauthorized alteration, forgery or falsification of the content or
appearance of this is and y be prosecuted to the fullest extent of the law. Unless otherwise stated the
results shown in this test report refer onl¥ to the sample(s) tested and such sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.1 Workshop, M-10, Middle Section, Science & Technology Park, Shenzhen, China 518057  t (86-755) 26012053 f (86-755)26710594  www.sgsgroup.com.cn

: =0

il GRIE
“‘{7 Inspection & Tesnng Services o
! «‘

(&

S
565,05 Sy s Technical gf5a¢(Co. Lid

HE - Rl - BEEFEM-106—2 B HB4R: 518057 t (86-755)26012053 f (86-755)26710504  sgs.china@sgs.com
I
Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev.A/0 Aug01,2022 Report No.: SZCR230600172704
Page: 16 of 60
7 Test Data
7.1 CBSD Registration Process
711 WINNF.FT.C.REG1
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with the - -
SAS Test Harness
® UUT is in the Unregistered state
CBSD sends correct Registration request information, as specified in [n.5], to the SAS
Test Harness:
® The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges. - 0
2 ® Any REG-conditional or optional registration parameters that may be included in | Pass Fail
the message shall be verified that they conform to proper format and are within
acceptable ranges.
Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.
SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=C - -
- measReportConfig shall not be included
- responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response _ _
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u O
. Pass Fail
®  UUT shall not transmit RF
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7.1.2 WINNF.FT.C.REG.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with the - -
SAS Test Harness
® UUT is in the Unregistered state
CBSD sends Registration request to SAS Test Harness: all required and REG-
Conditional parameter included (userld, fccld, cbsdSerialNumber, cbsdCategory,
airlnterface, installationParam, measCapability) for a Category A CBSD.
® The required userld, fccld and cbhsdSerialNumber and REG Conditional ] H
2 cbsdCategory, airlnterface, installationParam, and measCapability registration Pass Fail
parameters shall be sent from the CBSD and conform to proper format and
acceptable ranges.
®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.
SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdid =C - -
- measReportConfig shall not be included
- responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response _ .
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u O
. Pass Fail
®  UUT shall not transmit RF
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7.1.3 WINNF.FT.C.REG.5
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with SAS
1 Test Harness _ _
UUT is in the Unregistered state
All of the required and REG-Conditional parameters shall be configured and CPI
signature provided
CBSD sends Registration request to the SAS Test Harness:
®  The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData registration m 0
2 parameters shall be sent from the CBSD and conform to proper format and Pass Fail
acceptable ranges.
®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.
SAS Test Harness sends a CBSD Registration Response as follows:
3 - cbsdld=C - -
- measReportConfig shall not be included.
- responseCode = 0
4 After completion of step 3, SAS Test Harness will not provide any positive response _ .
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u O
. Pass Fail
®  UUT shall not transmit RF
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7.1.4 WINNF.FT.C.REG.7

Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

2 | UUT has successfully registered with SAS Test Harness -

3 | Change an installation parameters at the UUT (time T) Tester needs to record the
current time at which the parameter change is executed.

Monitor the SAS-CBSD interface.

4 | UUT sends a deregistrationRequest to the SAS Test Harness The deregistration
request shall be sent within (T + 60 seconds) from step 3.

Pass

Fail

=) ) =u
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7.1.5 WINNF.FT.C.REG.8
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1@ UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 102
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: Pass Fail
® UUT shall not transmit RF
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7.1.6 WINNF.FT.C.REG.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1@ UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 200
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=200) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: Pass Fail
[ UUT shall not transmit RF
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7.1.7 WINNF.FT.C.REG.12
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 103
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=103) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: Pass Fail
®  UUT shall not transmit RF
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7.1.8 WINNF.FT.C.REG.14
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 101
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=101) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: Pass Fail
®  UUT shall not transmit RF
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7.1.9 WINNF.FT.C.REG.16
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. -- --
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 100
4 | After completion of step 3, SAS Test Harness will not provide any positive response - -
(responseCode=100) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is - 0
5 | complete. This is the end of the test. Verify: Pass Fail
®  UUT shall not transmit RF
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7.1.10 WINNF.FT.C.REG.18

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
® UUT is in the Unregistered state
2 | CBSD sends a Registration request to SAS Test Harness. - .
SAS Test Harness rejects the request by sending a CBSD Registration Response as
3 follows:
- SAS response does not include cbsdld
- responseCode = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=201) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: n O
5 .
. Pass Fail
®  UUT shall not transmit RF
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7.1.11 WINNF.FT.C.REG.20

During the test, run WINNF.FT.C.REG.7 and successfully register on the SAS server. Change the location
information manually and check that the device sends a deregistration request.
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7.2 CBSD Spectrum Grant Process

7.21 WINNF.FT.C.GRA1
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B _
®  UUT has registered successfully with SAS Test Harness, with cbsdid = C
2 UUT sends valid Grant Request. u D.
Pass Fail
SAS Test Harness sends a Grant Response message, including
3| e cbsdid=C - .
- responseCode = 400
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0
. Pass Fail
®  UUT shall not transmit RF
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7.22 WINNF.FT.C.GRA.2
# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B _
® UUT has registered successfully with SAS Test Harness, with cbsdid = C
2 | UUT sends valid Grant Request. u O
Pass Fail
SAS Test Harness sends a Grant Response message, including
3 - cbsdld=C - -
- responseCode = 401
After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=401) to further request messages from the UUT. - "
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0
) Pass Fail
®  UUT shall not transmit RF
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7.3 CBSD HeartBeat Process
7.3.1  WINNF.FT.C.HBT.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
1 | @ UUT has registered successfully with SAS Test Harness, with chsdid = C - -

UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® |f message is type Grant Request, go to step 5

UUT sends Spectrum Inquiry Request. Validate:

3 ® cbsdid=C | (]
® List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range

SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:

a|® cbsdld =C

® availableChannel is an array of availableChannel objects

® responseCode =0

UUT sends Grant Request message. Validate:
® cbsdid=C

® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
5 :
Part 96 Pass Fail
® operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band

SAS Test Harness sends a Grant Response message, including the parameters:
® cbsdid=C

6 | ® grantld = G = a valid grant ID

® grantExpireTime = UTC time greater than duration of the test

® responseCode =0

UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:

| O
® cbsdid=C :
LIPS grantld = G Pass | Fail
® operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
g | ® cbsdid=C _ _

® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
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For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatinterval, and:
® chsdid=C
® grantld=G
®  operationState = “AUTHORIZED” - 0
9 | and SAS Test Harness responds with a Heartbeat Response message including the Pass Fail
following parameters:
® cbsdid=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:
10 ® UUT does not transmit at any time prior to completion of the first heartbeat | O
response Pass Fail
® UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.
Spectrum Plot
| KeyslghtSpectrum Analyzer Dccup\ed BW ===
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#FGain:Low #Atten: 26 dB Radio Device: BTS
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Ref 10.00dBm -18.947 dBm
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7.3.2 WINNF.FT.C.HBT.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld =C
1 O valid grantld = G B B
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
2 latest Heartbeat Response, and formatted correctly, including: _ _
® chsdld=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C _ _
® grantld=G
® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.3 WINNF.FT.C.HBT.4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validchsdld =C
1 O valid grantld = G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® cbsdid=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O

5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail
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7.3.4 WINNF.FT.C.HBT.5
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O valid cbsdld =C
1 O valid grantld = G -- --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)
UUT sends a Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including: - 0
2 |® cbsdid=C P Fail
® grantld=G ass al
®  operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C _ _
® grantld=G
® transmitExpireTime =T = current UTC time
® ?responseCode = 501 (SUSPENDED_ GRANT)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify either A OR B occurs: [ ] O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail
latest specified heartbeatinterval, and is correctly formatted with parameters:
® chsdld=C
® grantld=G
® operationState = “GRANTED”
> B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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7.3.5 WINNF.FT.C.HBT.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validchsdld =C

O valid grantld = G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G

transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

| O
5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.6 WINNF.FT.C.HBT.7
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validchsdld =C
O valid grantld = G
1 O grantis for frequency range F, power P - -

O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G
transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is

correctly formatted with parameters:
- | O

S O cbsdld=C Pass | Fail

O grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.7 WINNF.FT.C.HBT.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validchsdld =C
O valid grantld = G
1 O grantis for frequency range F, power P - -

O grantExpireTime = UTC time greater than duration of the test

® UUT is in GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further

3le messages from UUT to simulate loss of network connection - -
Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ O

4 | At any time during the test, UUT shall not transmit on RF interface Pass Fai
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7.3.8 WINNF.FT.C.HBT.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validchsdld =C
O valid grantld = G
1 O grantis for frequency range F, power P - -

O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is sent within latest specified heartbeatInterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G
transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: - 0

5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60 Pass Eail

seconds), using the transmitExpireTime sent in Step 3.
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7.3.9 WINNF.FT.C.HBT.11

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validchsdld =C
O valid grantld = G
O grantis for frequency range F, power P
1| ® UUTisin AUTHORIZED state and is transmitting within the grant bandwidth F -- --
on RF interface.
®  Grant has the following parameters at the start of the test:
O grantExpireTime =UTC time equal to time at start of test + 300 seconds =
Tgrant_expire
O transmitExpireTime = UTC time equal to time at start of test + 200 seconds
O heartbeatinterval = 60 seconds

UUT sends a Heartbeat Request message.
2 | If Heartbeat Request message contains grantRenew = TRUE, go to Step 6, else go to -- --
Step 3.

Verify Heartbeat Request message is sent within the latest specified heartbeatinterval,
and is formatted correctly, including:

3|® chsdid=C u m)
® grantld=G Pass Fail
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, with the following
parameters:

cbsdid =C

grantld =G

transmitExpireTime = current UTC + 200 seconds

grantExpireTime = same as Step 1

responseCode = 0

5 | Goto Step 2 - -

Verify Heartbeat Request message is sent within the latest specified heartbeatinterval,
and is formatted correctly, including:

® chsdld=C | O
6| e grantld=G Pass | Fail
® operationState = “AUTHORIZED”
® grantRenew = TRUE

SAS Test Harness sends a Heartbeat Response message, with the following

parameters:
® chsdld=C
7 |® grantld=G -- --
® grantExpireTime = UTC time set far in the future
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0

Continue to respond to any subsquentHeartbeat Request from CBSD with Heartbeat
g | Response with the following parameters: - -
® cbsdid=C
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® grantld=G
® transmitExpireTime = same as Step 7
® responseCode =0

Monitor RF transmission of UUT from start of test until Tgrant_expire + 60 seconds |
9 | and ensure UUT continues to transmit throughout the time period. Pass

Fail

& R 5
‘{7 lnspecnon & Tesnng Services &5

0.,Ltd
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7.4 CBSD Measurement Report
7.41 WINNF.FT.C.MES.1

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS - -
Test Harness
UUT sends a Registration Request message.
Validate the Registration Request message is formatted correctly, including:
® userld is present and correct - O
2 | ® fccldis present and correct .
® cbsdSerialNumber is present and correct Pass | Fail
® measCapability =
“‘RECEIVED_POWER_WITHOUT GRANT”
SAS Test Harness sends a Registration Response message, with the following
parameters:
3 ® cbsdld = C = valid cbsdld for this UUT _ _
® measReportConfig=
“‘RECEIVED_POWER_WITHOUT_GRANT”
® responseCode =0
SAS Test Harness sends a Registration Response message, with the following
parameters:
® cbsdld = C = valid cbsdld for this UUT
4 | ® measReportConfig= -- --
“‘RECEIVED_POWER_WITHOUT_GRANT”
® responseCode =0
UUT sends message type Spectrum Inquiry Request. Verify message contains all
required parameters properly formatted, and specifically: - 0
5| ® cbsdld=C :
® measReport is present, and is a properly formatted Pass | Falil
rcvdPowerMeasReport
SAS Test Harness sends a Spectrum Inquiry Response, with the following
parameters:
6 | ® cbsdid=C _ _
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends message type Grant Request message. Verify message contains all
required parameters properly formatted, and specifically: - 0
;| ® cbsdld=C :
® measReport is present, and is a properly formatted Pass Fail
rcvdPowerMeasReport.
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7.4.2 WINNF.FT.C.MES.3

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

1| e UUThas successfully registered with SAS Test Harness, with cbsdld=C and - -

measCapability =

“‘RECEIVED_POWER_WITH_GRANT”

UUT sends a Grant Request message.

Verify Grant Request message contains all required parameters properly formatted,
2 | and specifically: i
° cbsdld = C Pass Fail
®  operationParam is present and format is valid

SAS Test Harness sends a Grant Response message, with the following parameters:

® cbsdid=C
® grantld = G = valid grant ID
® grantExpireTime = UTC time in the future
3 | ® heartbeatinterval = 60 seconds -- --
® measReportConfig= “RECEIVED _POWER_WITH_GRANT”
® operationParam is set to valid operating parameters
® channelType = “GAA”
® responseCode =0
UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically: [ O
4 ® cbsdid=C
® grantld=G Pass Fail
® operationState = “GRANTED”
If Heartbeat Request message (step 4) contains measReport object, then:
® verify measReport is properly formatted as object
rcvdPowerMeasReport
5 ® end test, with PASS result | O
else, if Heartbeat Request message (step 4) does not contain measReport object, Pass Ealil

then:
® If number of Heartbeat Requests sent by UUT after Step 3 is =5, then stop test
with result of FAIL

SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:
® cbsdid=C
6 ® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Go to Step 4, above
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7.43 WINNF.FT.C.MES.4

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C and

1 measCapability = “RECEIVED_POWER_WITH_GRANT” -

® UUT has received a valid grant with grantld = G

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

®  Grant has heartbeatInterval = 60 seconds

UUT sends a Heartbeat Request message.
Verify Heartbeat Request message contains all required parameters properly

5 formatted, and specifically: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:

3 ® cbsdid=C _ _
® grantld=G
® measReportConfig= “RECEIVED _POWER_WITH_GRANT”
® responseCode =0
UUT sends a Heartbeat Request message. Verify message contains all required
parameters properly formatted, and specifically: [ ] O

a|® chsdld =C
® grantld=G Pass Fail
® operationState = “AUTHORIZED”

If Heartbeat Request message (step 4) contains measReport object, then:
® verify measReport is properly formatted as object
® rcvdPowerMeasReport

5 ® end test, with PASS result | O
else, if Heartbeat Request message (step 4) does not contain measReport object, Pass Fail
then:

® If number of Heartbeat Requests sent by UUT after Step 3 is = 5, then stop test
with result of FAIL

SAS Test Harness sends a Heartbeat Response message, containing all required
parameters properly formatted, and specifically:

® chsdld=C

6 |® grantld=G -- --
® responseCode =0
Go to Step 4, above
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7.5 CBSD Relinquishment Process

7.51

WINNF.FT.C.RLQ.1

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdid=C

® UUT has received a valid grant with grantld = G

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:

® cbsdid=C

® grantld=G

Pass Fail

SAS Test Harness shall approve the request with a Relinquishment Response
message with parameters:

- chsdld =C

- grantld = G
® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
® response (responseCode=0) to further request messages from the UUT

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify:

®  UUT shall stop RF transmission at any time between triggering the
relinquishment and UUT sending the relinquishment request

Pass Fail
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WINNF.FT.C.RLQ.3

Test Execution Steps Results

Ensure the following conditions are met for test entry:

UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

UUT has successfully registered with SAS Test Harness, with cbsdld=C

UUT has received a valid grant with grantld = G - -
UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:

cbsdld=C

grantld = G

SAS Test Harness shall approve the request with a Relinquishment Response
message with parameters:

chsdld =C - -
grantld = G
responseCode = R

After completion of step 3, SAS Test Harness will not provide any additional positive
response (responseCode=0) to further request messages from the UUT -- --

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify: | O

UUT shall stop RF transmission at any time between triggering the Pass Fail
relinquishment and UUT sending the relinquishment request
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7.5.3 WINNF.FT.C.RLQ.5

The same steps provided for WINNF.FT.C.RLQ.3 shall be executed for this test, with the exception that the
Relinquishment response contains responseCode (R) = 103 and responseData = “grantld”.
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7.6 CBSD Deregistration Process
7.6.1  WINNF.FT.C.DRG.1

" Test gté%%utlon Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
® UUT has successfully registered with SAS Test Harness, with cbsdld=C
1| @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
2 UUT sends a Relinquishment request and receives Relinquishment response with _ _
® responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. P:ss FEiI
SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:
4 | @ chsdid=C - -
® responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive _ _
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4
is complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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7.6.2 WINNF.FT.C.DRG.3

" Test gté%%utlon Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
® UUT has successfully registered with SAS Test Harness, with cbsdld=C
1| @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
2 UUT sends a Relinquishment request and receives Relinquishment response with _ _
responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdld = C. -- --
The SAS Test Harness sends the Deregistration Response Message to UUT with:
4 | ® Nocbsdd _ _
® responseCode =102
5 After completion of step 3, SAS Test Harness will not provide any additional positive | _
response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4 is
complete. This is the end of the test. Verify:
® UUT stopped RF transmission at any time between triggering the - O
6 deregistration and either A OR B occurs: ]
A. UUT sending a Registration Request message, as this is not Pass| Fall
mandatory
B. UUT sending a Deregistration Request message
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7.6.3 WINNF.FT.C.DRG.5

The same steps provided for WINNF.FT.C.DRG.3 shall be executed for this test, with the
exception that the Deregistration response contains responseCode (R) = 103 and responseData = “cbsdld”.
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7.7 CBSD Security Validation

7.71 WINNF.FT.C.SCS1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
® The UUT shall establish a TLS handshake with the SAS Test Harness using u ]
1 configured certificate.
® Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected, - 0
2 ® TLS RSA WITH_AES_ 128 GCM_SHA256 .
® TLS_RSA WITH_AES_256_GCM_SHA384 Pass | Fall
® TLS ECDHE ECDSA_WITH_AES 128 GCM_SHA256
® TLS ECDHE_ECDSA WITH_AES_256_GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_ SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 C. UUT sends a registration request to the SAS Test Harness and the :
SAS Test Harness sends a Registration Response with responseCode Pass Fai
= 0 and chsdld.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [ O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.7.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures " =
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass | Falil
SAS Test Harness.
3 D. UUT may retry for the security procedure which shall fail. u D.
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end o_f the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
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7.7.3 WINNF.FT.C.SCS.3

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 E. UUT may retry for the security procedure which shall fail. u D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L ; | O
5 complete. This is the end of the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
7.7.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| [l
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 F. UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L . | O
5 complete. This is the end of the test. Verify: :
®  UUT shall not transmit RF Pass | Falil
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7.7.5 WINNF.FT.C.SCS.5

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 G. UUT may retry for the security procedure which shall fail. » D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is n O
5 | complete. This is the end of the test. Verify: _
®  UUT shall not transmit RF Pass | Falil
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7.8 CBSD RF Power Measurement
7.8.1  WINNF.PT.C.HBT

# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID =C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdid=C
2 O grantld=G -- --
® SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - 0
3 .
H. Note: it may be required for the vendor to provide a method or Pass Fail
configuration to bring the UUT to a mode which is required by the
measurement methodology. Any such mode is vendor-specific and
depends upon UUT behavior and the measurement methodology.
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RF measurement plot for Test Case:

®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.

Channel Granted Conducted PSD | Antenna | Directional | Cable
Fr?&li'ir;cy Bandwidth | maxEIRP (dBm/MHz) Gain Gain Loss | MaxEIRP
(MHz) | (@BmMHZ) | Anto | A1 | (@B) | @) | @) | @B™MH2)

3600 100 37 -8.608 / 14 6.02 20 31.412
3600 100 22 -19.120 / 14 6.02 20 20.900
3600 100 12 -30.699 / 14 6.02 20 9.321

Note:

1.maxEIRP= Conducted PSD+ Antenna Gain+ Directional Gain+ Cable loss

2. Directional Gain=10log(n), n=2 for this test case.

Target Power: 37 dBm/MHz
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Target Power: 22 dBm/MHz
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8 Test Data Log

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

"

ene M ses.peapng
4 = @ B0 RE ] «= # L5 & 8 § T
hlus B -]+
Display fitar a Cancel
[ Time Source Destination Protocol Lengtr Info
791 418.177616  102.168.24.15 192.168.24.183 TLSwl. 571 Client Hello
Tl 3381

&

188168 1514 Certificate

799 416, 188608 TLSvl. 411 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message

800 418198211  192.168.24. m 192.168.24.15 TLSvi. 105 Change Cipher Spec, Encrypted Handshake Message

882 418.198823 192.168.24.15 192.168.24.183 TLSv1. 912 Application Data

803 418210699  192.168.24.103 192,168.24.15 TLSvl. 160 Application Data

805 418214655  192.168.24.103 182.168.24.15 TLSvl. 543 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data
B@7 41B.216359 192.168.24.15 192.168.24.183 TLSW 1. 482 Applicatioen Data

808 418216964  192.168.24.103 192.168.24,15 TLSvi. 168 Application Data

810 418.221581  192.168.24.103 192.168.24.15 TLSvl. 801 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data

Frame 792: 3481 bytes on wire (27848 bits), 3481 bytes captured (27848 bits) on interface \Device\NPF_{AC3A16E7-F178-468A-860A-2420B984A620), id @
Ethernet II, Src: RealtekS_36:84:7d (00:e 6:04:7d), Dst: AdLinkTe 61:24:de (90:30:64:61:24:de)
Internet Protocol Version 4, Src: 192.168.24.183, Dst: 192.168.24.15
Transmission Control Protocel, Src Port: 5888, Dst Port: 42314, Seq: 1, Ack: 518, Len: 3427
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protacol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x@383)
Length: B9
Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: BS
Version: TLS 1.2 (0x@303)
Random: 553bbd771858af15f1418bd bb987b
GMT Unix Time: Apr 26, 2015 80:14:47,008000000 CST
Randon Bytes: 1850af15f14; 3cbb207h
Session 10 Length: 32
Session I0: 4dd262f: f42e fed6 fbc36Rcl 1cc012473794baea2
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (Bxc2f)
Compression Method: null (8)
Extensions Length: 13
Extension: renegotiation_info (len=1)
Type: renegotiation_info (65281)
Length: 1
Renegatiation Info extension
Renegotiation info extension length: &
Extension: ec_point_formats {len=4)
Type: ec_point_formats (11}
Length: 4
EC point formats Length: 3
Elliptic curves paint formats (3)
11838 Fulleteion: 771.49199.A52R1-111
O 7 Lengih of TLS record data (s record lengih), 2 bytes Packets: 1159 - Displayed: 11 (0.8%) Profie: Delault
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- |
[ ] M scs.2.pcapng
Aam @B RB eesEF o5 aaeT
(1 [htp
Time Destination Protocol  Lengtr Info
166 61.609812 102.168.24.15 192.168.24.103 HTTP 151 GET /cbsd®_criserver.crl HTTP/1.1
168 61.621094 192.168.24.103 192.168.24.15 HTTP 1118 HTTP/1.1 280 0K

Frame 168: 1118 bytes on wire (8344 bits), 1118 bytes captured (8944 bits) on interface \Device\NPF_{AC3A16E7-F17B-468A-B60A-24208084A620}, id B
Ethernet IT, Src: RealtekS_36:04:7d (90:e@:4c:36:04:7d), Dst: AdLinkTe 61:24:de (00:30:64:61:24:de)

Internet Protocol Version 4, Src: 192.168.24.183, Dst: 192.168.24.15

Transnission Control Protacol, Src Part: 88, Dst Port: 54122, Seq: 332, Ack: 98, Len: 1864

[2 Reassembled TCP Segments (1395 bytes): #167(331), #165(1064)]

Content-Type: application/octet-streamrin

Content-Length: 1864%r\n

Accept-Ranges: bytes\rin

Server: HES 2.3m\r\n

Set-Cookie: HFS_SID_=0.239960323553532; path=/; HttpOnly\rin
ETag: DBEFFOIALFEDSESGAABI2OTAF2BO6C2T\r\N

Last-Modified: Fri, @1 Dec 2023 81:22:13 GAT\r\n

Content-Disposition: attachment; filename="cbsdd_criserver.erl"i\rin

Arin
[HTTF response 1/1]
[Time since request: 0.811282000 seconds]
[Request in frame: 166]
[Request URT: http://192.168.24.103/cbsd0_criserver.crll
File Data: 1864 bytes
Data (1864 bytes)
Data: 2d.

ILength: 1064]

Fl ls&ssss-sssﬂsss&sss@s&sss&sssesssesssvssl
3

F Hypertet Transfer Protocal: Protocol . Pockets: 479 - Displayed: 2 (0.4%) ~ Profe: Default
ece M sc5.2.pcapng ]
dm o BT IR Ae=2%F [ ]E aaaT
JBILCETS
Source Destination Protocol  Lengtt Info
166 61.609812 192.168.24.15 192.168.24.183 HTTP 151 GET /cbsd®_crlserwver.crl HTTP/1.1
168 51.521094 192.168.24.103 192.168.24.15 HTTP 1118 HTTP/1.1 200 0K

Frame 168: 1118 bytes on wire (8344 bits), 1118 bytes captured (8944 bits) on interface \Device\NPF_{ACIAL6E7-F17B-468A-B60A-24208084A620), id B
Ethernet IT, Src: RealtekS_36:84:7d (98:e@:4c:36:84:7d), Dst: AdLinkTe_61:24:de (00:30:64:61:24:de)

Internet Protocol Version 4, Src: 192.168.24.183, Dst: 192.168.24.15

Transmission Control Protocol, Src Port: 89, Dst Port: 54122, Seq: 332, Ack: 98, Len: 1864

[2 Reassenbled TCP Segments (1395 bytes): #167(331), #166(1064)]

Content-Type: application/octet-streamirin
Content-Length: 1864\r\n
Accept-Ranges: bytes\rin
Server: HFS 2.3m\r\n
Set-Cookie: HFS_SID_=0.23996@323553532; path=/; HttpOnly\rin
ETag: DBBFFO3AIFEDSEIGAABIZD74F 2BOBL2TA AN
Last-Modified: Fri, 81 Dec 2023 01:22:19 GHT\r\n
Content-Disposition: attachment;
A\rin
[HTTP response 1/1]
[Time since request: 0.911282000 seconds]
[Request in frame: 186
[Request URI: http://192.168.24.103/cbsdd_criserver.crl]
File Data: 1064 bytes
Data (1864 bytes)

Data: 2020202d2042454 43524202424

filename="cbsd_crlserver.cri*;\rn

342306748,

[Length: 1064]

F lssss-sssﬂssss-sssﬂsssss&sss&sssvssscssss‘
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Alts

Destination Protocol  Lengtt Info
1 3 TLSvl. 571 Clie

Hello

118, 347204

5 3 Alert (Leve Descriptio

164 110.350929 192.168.24.15 192.168.24.103 TLSv1.. 571 Client Hello

165 118,355942  192.168.24.103 192.168.24.15 TLSwl. 3480 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
169 118.357581 192.168.24.15 192.168.24.183 TLSwl. 61 Alert (Level: Fatal, Description: Certificate Expired)

174 110.370841 192.168.24.15 192.168.24.103 TLSV1.. 571 Client Hello

175 118375713 192.168.24.103 182.168.24.15 TLSul. 3480 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
179 118.377371 192.168.24.15 192.168.24.183 TLSv1. 61 Alert (Level: Fatal, Description: ifi

Frame 155: 3488 bytes on wire (27848 bits)
Ethernet IT, Src: RealtekS_36:04:7d (90:c
Internet Protocol Version 4, Src: 192.168. IQS Dst: 192.168.24.15
Transmission Control Protacol, Src Part: 5080, Dst Port: 42316, Seq: 1, Ack: 518, Len: 3426
Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x2363)
Length: B9
Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: B5
version: TLS 1.2 (@x@3e3)
Randon: d808BcAUB5I2c0ad563ebdB2cABTE781AST7081033160e09731805Cad40C83CE
GMT Unix Time: Apr 14, 2885 15:04:41,000008900 CST

Random Bytes: 854 78185¢7d8: 3
Session ID Length: 32
Session I0: c@cO22758 Th17844a83 faeeboedcd28ca4

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHAZSE (8xco2f)
Compression Method: null (8}
Extensions Length: 13
Extension: renegotiation_info (lens1)
Type: renegotiation_info (65281)
Length: 1
Renegotiation Infa extension
Renegotiation infa extension length: @
Extension: ec_point_farmats {lensd)
Type: ec_point_formats (11)
Length: 4
EC point formats Length: 3
Elliptic curves point formats (3)
[1A35 Fullstring: 771,49199,65281-11)
[JA35: 383951d4c50efb2ens1652225a6102b1]
TLGu1 2 Barard |auars Handchaba Broracals Carsificata

D7 RecontLayes srecor 04 e

overleaf,

3480 bytes captured (27848 bits) on interface \Dewice\NPF_{AC3A16E7—F178-168A-868A-2420B084A620}, id O
:84:7d), Dst: AdlinkTe 61:24:de (90:38:64:61:24:de]

cosssssse

Packets: 184 - Displayed: B (4.8%)
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5
192.168. 24,103
192.168.24.15
192.168.24.15
192.168.24.103
192.168.24.15

33 3.835663

Frame 9: 3482 bytes on wire (27856 bits), 3482 bytes captured (27856 bits) on interface \Device\NPF_{AC3A16E7-F17B-468A-B60A-2420B084A620}, i
:36:04:7d), Dst: AdLinkTe 61:24:de (00:30:64:61:24:de)
Internet Protocol Version 4, Src: 192.168.24.183, Ds

Ethernet IT, Src: RealtekS_36:04:7d (90:e@:dc:3l

Transmission Control Protacol, Src Part: 5008, Dst
Transport Layer Security
~ TLSv1.2 Record Layer: Handshake Protocol: Server
Content Type: Handshake (22)
Version: TLS 1.2 (8x2363)
Length: B9
Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: B5
version: TLS 1.2 (@x@3e3)

192 168.24.15
192.168.24.183
192.168.24.163
192.168.24.15
192.168.24.163

Alert (Level:
Client Hello
Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
Alert (Lewel: Fatal, Bescription: Unknown CA)

Client Hello

Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
Alert (Level: Fatal, Description: Unknown CAl

Description
TLSv1..
TLSW1..
TLSv1. 61
TLSV1..
TLSu1.
TLSv1. 61

92.168.24.15
42328, Seq: 1, Ack: 518, Len:

Poi

3428

Hello

Random: flaea2d8d287

1 45294104642

GNT Unix Time: Jul 21, 2899 17:13: 52 eaamauo CST

Random Bytes: 428

Session 10 Length: 32
Session ID: d141adbf2e9909228b0Cc38201ee 766
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GO
Compression Method: null (8)
Extensions Length: 13
Extension: renegotiation_info {lens1)

Type: renegotiation_info (65281)

Length: 1

Renegotiation Tnfa extension

6a9fa9efIctoal18fde4abalcfe7055a5
M_SHA2S6 [Bxco2f)

Renegetiation info extension length: &

Extension: ec_point_farmats {len=4)
Type: ac_pom formats (11)
Length:
EC pumt formats Length: 3
Elliptic curves paint formats (3)

[1A3S Fullstring: 771,49199,65281-11)
[JA35: 303951d4c50e1b2e9916522250610201]
1612 Barard | aua Vo Drataral: Carsif

D7 RecontLayes srecor 04 e

Packets: 37 - Displayed: 8 (24.3%)

M scs.4.pcapng

192, 16t 5
192.168.24.15

6
192.168.24.183

i
Alert (Level: Fatal, Description

18 3.8@9202 TLSwl. 571 Client Hello

19 3.813675 192.168. 24,103 192.168.24.15 TLSvwl. 3482 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
23 3.814766 192.168.24.15 192.168.24.183 TLSvl. 61 Alert (Level: Fatal, Description: Unknown CA]

28 3.829505 192.168.24.15 192.168.24.183 TLSwl. 571 Client Hello

29 3.834801 192.168.24.1083 192.168.24.15 TLSwl. 3482 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
33 3.835663 192.168.24.15 192.168.24.163 TLSvl. 61 Alert (Level: Fatal, Description: Unknown CA)

Frame 9: 3482 bytes on wire (27856 bits), 3482 bytes captured (27856 bits) on interface \Device\NPF_{ACIAL6E7-F178-468A-B60A-24208084A620),

d e

Ethernet II, Src: RealtekS_36:84:7d (06:e@:4c:36:84:7d), Dst: AdlinkTe 6f:24:de (00:38:64:61:24:de)

Internet Protocol Version 4, Src: 192.168.24.183, Ds

Transmission Control Protocol, Src Part: 5008, Dst
Transport Layer Security
+ TLSv1.2 Record Layer: Handshake Protacol: Server
Content Type: Handshake (22}
versian: TLS 1.2 (0x0303)
Length: B3
Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: B85
Version: TLS 1.2 (0x8303)
Randon: f:

192.168.24.15

Port: 42328, Seq: 1, Ack: 518, Len: 3428

Hello

1 1b46d2

GNT Unix Time: Jul 21, 2099 17:13:52.080808280 CST

Random Bytes: 42B77068df Te3075

1b8bbbe

Session ID Length: 32

Session 10: 4141,
Cipher Suite:
Compression Method: null (@)
Extensions Length: 13
Extension: renegotiation_infe (lens1)
renegotiation_info (65281)

1

Renegotiation Infa extension
Renegotiation infa extension length: @
Extension: ec_point_formats (lensd)
Type: ec_point_formats (11}
Length: 4
EC point formats Length: 3
Elliptic curves paint formats (3)
13A3S Fullstring: 771,49199,65281-11]
[3A35: 303951d4c50e1b269916522253610201)
 Mandchain Cartie
Recerd Layer (1l recora), 84 bytes

Brntacnls

v IR
Yé Inspection & Testing Services ¢
4‘

99 f3cf98118FdB40ba1c 8705505

TLS_ECDHE_RSA_WITH_AES_128_GCN_SHAZS6 (@xc02f)

Packets: 37 - Displayed: 9 (24.3%)
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L ] M scs.5.pcapng
4= L X E ] &= TE = aeeT
Alts B
Time Destination Protocol Lengtt Info
1 TLSwl. 571 Client Hello

Frame

Ethernet IT, Src: RealtekS_36:04:7d (98:
Internet Protocol Version 4, Src: 192.168.
Transnission Control Protacel, Src Part: 5883, Dst Ports

Descriptior ecrypt Error)

Certificate, Server Key Exchange, Certificate Request, Server Hello Done
Fatal, Description: Decrypt Error)

Certificate, Server Key Exchange, Certificate Request, Server Hello Done

16.079320 5 152,16 3 TLSW1. 61 Alert (Leve

16.101411 192.168.24.15 192.168.24.163 TLSvl. 571 Client Hello
16.106464 192.168.24.103 192.168.24.15 TLSwl. 3481 Server Hello,
16.108181 192.168.24.15 192.168.24.183 TLSvl. 61 Alert (Level:
16.120928 192.168.24.15 192.168.24.163 TLSvl. 571 Client Hello
16.125343 192.168.24.103 192.168.24.15 TLSwl. 3481 Server Hello,
16.127352 192.168.24.15 192.168.24.163 TLSvl. 61 Alert (Level:

13: 3481 bytes on wire (27848 bits), 3481 hy’tz; captured (27848 bits)

1&3. l! 1 192.168.24.15

Transport Layer Security
TLSv1.2 Record Layer: Handshake Protocol: Server Hello

TIGu1 3 Barard Lauars:

kO')’

Content Type: Handshake (22)
Version: TLS 1.2 (8x2363)
Length: 89
Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: B5
version: TLS 1.2 (@x@3e3)
Randon: 57536a4044bd2e2515e87cd1a40904C77368850c 5283467 Fh6 1beT7Ba0cBASAL
GMT Unix Time: Jun 5, 2816 87:54:49.000008000 CST
Random Bytes: 44bd2e2515e87cd1a49d4c77368850Ch5269467 b6 bef TBagcad5al
Session I0 Length: 32
Session I0: cd802fed4ec289cd@0bob13BaBcd6d73742517a12caT2eca75145a 205 f96Cd6
Cipher Suite: TLS_ECOHE_RSA_WITH_AES_128_GCM_SHAZSE (8xco2f)
Compression Method: null (8}
Extensions Length: 13
Extension: renegotiation_info (lens1)
Type: renegotiation_info (65281)
Length: 1
Renegotiation Infa extension
Renegotiation infa extension length: @
Extension: ec_point_farmats {lensd)
Type: ec_point_formats (11)
Length: 4
EC point formats Length: 3
Elliptic curves point formats (3)
[1A35 Fullstring: 771,49199,65281-11)
[JA35: 383951d4c50efb2ens1652225a6102b1]

Handshaba Brosnrnls farsificass

Length of TLS record data (s record.length), 2 bytes

overleaf,

42334, Seq: 1, Ack: 518, Len:

Fatal, Description: Decrypt Error)

on interface \Dewice\NPF_{AC3A16E7-F178-468A-BEOA-24208084A620}, id &
7d), Dst: AdlinkTe 6f:24:de (0:38:64:61:24:de]

3427
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9 Photographs

9.1 EUT Constructional Details (EUT Photos)
Please Refer to external and internal photos for details.
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