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TEST REPORT

Application No.: SZCR2308002677AT

Applicant: Edgenectar Inc.

Address of Applicant: 111 N, Market St. #300, San Jose, California 95113 United States
Manufacturer: Edgenectar Inc.

Address of Manufacturer: 111 N, Market St. #300, San Jose, California 95113 United States
Equipment Under Test (EUT):

EUT Name: PICO

Model No.: Pinge5000

FCC ID: 2A9Z95GEMUIAO02
Standard(s) : CBRSA-TS-9001-V1.2.1

WINNF-TS-0122-V1.0.2

FCC 47 CFR Part 96
KDB 940660 D01 V03

Date of Receipt: 2023-11-20

Date of Test: 2024-03-14 to 2024-03-27
Date of Issue: 2024-04-02

Test Result: Pass*

* In the configuration tested, the EUT complied with the standards specified above.
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EMC Laboratory Manager
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2 Test Summary

Multi-Step registration W'NN\ZTOSéOlZZ' WINNF.FT.C.REG.1 Pass

Single-Step registration for Category A WINNF-TS-0122-

CBSD V102 WINNF.FT.C.REG.3 Pass

Single-Step registration for CBSD with WINNF-TS-0122-

CPI signed data V1.0.2 WINNF.FT.C.REG.5 Pass

Missing Required parameters WINNF-TS-0122-

(responseCode 102) V102 WINNF.FT.C.REG.8 Pass

Pending registration (responseCode WINNF-TS-0122-

200) V102 WINNF.FT.C.REG.10 Pass

Invalid parameter (responseCode 103) WINN\I/:iTOSé0122- WINNF.FT.C.REG.12 Pass

Blacklisted CBSD (responseCode 101) W'NN\'ZTOSéOlZZ' WINNF.FT.C.REG.14 Pass

Unsupported SAS protocol version WINNF-TS-0122-

(responseCode 100) V1.0.2 WINNF.FT.C.REG.16 Pass

Group Error (responseCode 201) WINN\'ZTOSéOlZZ' WINNF.FT.C.REG.18 Pass

Category A CBSD location update WlNN\'/:iTOSéOQZ' WINNF.FT.C.REG.20 Pass

Unsuccessful Grant WINNF-TS-0122-

responseCode=400 (INTERFERENCE) V1.0.2 WINNF.FT.D.GRA.1 Pass

Unsuccessful Grant

responseCode=401 WlNN\'/:iTOS;)lZZ' WINNF.FT.C.GRA.2 Pass

(GRANT_CONFLICT) o

Heartbeat Success Case (first WINNF-TS-0122-

Heartbeat Response) V1.0.2 WINNF.FT.C.HBT.1 Pass

Heartbeat responseCode=105 WINNF-TS-0122-

(DEREGISTER) V102 WINNF.FT.C.HBT.3 Pass

Heartbeat responseCode=500 WINNF-TS-0122-

(TERMINATED_GRANT) V1.0.2 WINNF.FT.C.HBT.4 Pass

Heartbeat responseCode=501

(SUSPENDED_GRANT) in First WINNP-TS-0122- WINNF.FT.C.HBT.5 Pass
V1.0.2

Heartbeat Response

Heartbeat responseCode=501

(SUSPENDED_GRANT) in WINNP-TS-0122- WINNF.FT.C.HBT.6 Pass
V1.0.2

Subsequent Heartbeat Response

Heartbeat responseCode=502 WINNF-TS-0122-

(UNSYNC_OP_PARAM) V102 WINNF.FT.C.HBT.7 Pass

Heartbeat Response Absent (First WINNF-TS-0122-

Heartbeat) V1.0.2 WINNF.FT.C.HBT.9 Pass
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Heartbeat Response Absent

WINNF-TS-0122-

(Subsequent Heartbeat) V1.0.2 WINNF.FT.C.HBT.10 Pass
Successful Relinquishment WINN\'/:iTOSéOIZZ' WINNF.FT.C.RLQ.1 Pass
Successful Deregistration WINN\'ZTOS;HZZ' WINNF.FT.C.DRG.1 Pass
Successful TLS connection between WINNF-TS-0122-

UUT and SAS Test Harness V1.0.2 WINNF.FT.C.SCS.1 Pass
TLS failure due to revoked certificate WINN\'ZTOSéOlZZ' WINNF.FT.C.SCS.2 Pass
TLS fallure due to expired server WINNF-TS-0122- WINNE.ET.C.SCS.3 Pass
certificate V1.0.2

TLS failure when SAS Test Harness WINNF-TS-0122-

certificate is issue by unknown CA V1.0.2 WINNF.FT.C.SCS.4 Pass
TLS failure wh_en certificate at the SAS WINNF-TS-0122- WINNE.ET.C.SCS.5 Pass
Test Harness is corrupted V1.0.2

UUT RF Transmit Power Measurement W'NN\'ZTOSéOlZZ' WINNF.PT.C.HBT Pass

SAS Version: 1.0.0.3

Test standards:
CBRSA-TS-9001-v1.2.1

CBRS Alliance Certification Test Plan
WINNF-TS-0122-V1.0.2

Test and Certification for Citizens Broadband Radio Service (CBRS); Conformance and Performance
Test Technical Specification; CBSD/DP as Unit Under Test (UUT)
KDB 940660 D01 Part 96 CBRS Eqpt v03

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,
available on request or accessible at

Attention is drawn to the limitation of liability,

indemnification and jurisdiction issues defined therein. Any holder of thls documem is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted

o« to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
( 5 sample(s) are retained for 30 days only.
U lnspecnon&TestmgSerwces 3 Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-
or email: CN.Doccheck@sgs.com

t | No. Workshop,H-10, iddie Secion, Sience & Technolgy Ptk Nanshan Disict, Shenzhen, Guangdong, China 518057t (86~755) 26012053  f (86-755) 26710594  www.sgsgroup.com.cn
s RIH LR NEERREN-108512 % #54%:518057 t (86-755)26012053 f (86-755)26710594 sgs.china@sgs.com

55) 8307 1443,

Member of the SGS Group (SGS SA)



SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch
SZEMC-TRF-01 Rev. A/l Report No.: SZCR230800267704

Page: 5 of 50

3 Contents

Page

1 L oY= g - Ve - PSRN 1
2 JLIC=2S3 S 10T 01001 /2 3
3 L0 ) =T o1 6 5
4 LT o= o= LI ) {0 2 = Lo 1 o 7
4.1 D@l Of ELU.T . .o s 7
4.2 Description of CBSD/DP SUPPOIt FEALUIES .........uuuuueuiiiiiiiiii s 8
4.3 Summary Of TESERESUIS ... 9
4.4 MeasUreMENt UNCEITAINTY .........uuueiiieiii s 9
4.5 Description Of SUPPOIT UNILS .....uuieiiieii s 9
4.6 B2 53 S I 1= 11T PP PPPPPPRS 10

5 EQUIPMENT LiST .uuuiiiiisissssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssnsssnssssssnsnnnnnnns 1
6 Test Method and ENVIFONMENT .uiviiiiiiieeeeeesesessssssssssssssssssssssssssssssssssssssssssssssssssssssssssssssesessssssssssennensennenes 12
6.1 CBSD/DP Conformance and Performance..........ccccooee i 12
6.2 CBSD TSt PrOCEAUI... ..o, 12
6.3 BLIE=ES B = 17T ] 1= | S PPPPPPPPRS 13
6.4 LIS AR (U] o I TP SPPPPPPPTNN 13

7 =53 0. L 15
7.1 CBSD ReQIStration PrOCESS ......cccoe e 15
711 WINNFE.FT.CLREG.L ..ottt e ettt e e e e e st bbb e e e e e e e e e s nbarreeeaee e s 15
T7.1.2  WINNFE.FT.CLREG.3 ... ittt e e ettt e e e e e st bt e e e e e e e e e e anbarbeeeaeeeeas 16
7.1.3  WINNF.FT.CLREG.S ...ttt e e e e e e bbb e e e e e e e e e s nbarbeeaaee e s 17
714 WINNF.FT.C.LREG.8 ... ittt e e e ettt e e e e e s e bbbt e e e e e e e e e e nnatreeeaaaaeas 18
715 WINNF.FT.C.LREG.LO ..ttt ettt e e e ettt e e e e e e s s bbb e e e e e e e e e e nnnnreeaaaaaeas 19
716 WINNF.FT.C.LREG.LZ ...ttt e ettt e e e e e e ettt e e e e e e e e s e nnarreeeaaeaeas 20

T 1.7 WINNFE.FT.C.LREG.LA ...ttt e e ettt e e e e e e s bbb e e e e e e e e e s nnatreeeaaaaeas 21
7.1.8  WINNF.FT.C.LREG.LB ...ttt ettt e e e ettt e e e e e s e bbb e e e e e e e e e e e nnanreeaaaaaeas 22
7.1.9  WINNF.FT.C.LREG.LS ...ttt ettt e e ettt e e e e e s s bbb e e e e e e e e e e nbabreeaaaaeeas 23

7.2 CBSD SPecCtrum Grant PrOCESS.......ccooiiiiiee e 24
T.2.1  WINNE T . C.GRA L.ttt e e e e e b bttt e e e e e e st bbb e e e e e e e e e e nnaraeeeaaaaeas 24
T.2.2  WINNFE . FT . C.GRA 2. ittt e e e ettt e e e e e e s bbb e e e e e e e e e e e nnaereeaaaaaeas 25

7.3 CBSD HeEAIBEAL PrOCESS ... .ciiiiiiiiiie ittt e e ettt e e e e et e e e et e e e e e e easta s e e et eeaaatn s 26
S B YV LN | e B O [ = O PR 26
7.3.2  WINNE . T C HB T . 3 .ottt ettt e e e e e o bbb ettt e e e e e e s nbb b b e e e e e e e e e e nbarneeaaaaaeas 28
7.3.3  WINNE . FT . C HBT 4 ettt e e e ettt e e e e e e s bbb e e e e e e e e e e e nnaereeaaaaaeas 29
T7.3.4  WINNE . T G HB T S ettt e e e e bbbttt e e e e e s e nb bbb e e e e e e e e e e nnaereeaaaaaeas 30
7.3.5  WINNE . FT . C HBT B ..ttt e e e e et e et e e e e e e e e ab bbb e e e e e e e e e annbbbeeaaaaaeas 31

Unless otherwise agreed in writing, this documant is issued by the Company subjecl to its General Conditions of Service printed overleaf,
available on request or accessible at Attention is drawn to the limitation of liability,
indemnification and jurisdiction issues defined therein. Any holder of thls document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted

R £ ) 25 _‘ to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
%, Inspection & Testing Services > sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

td No.1thshop‘Mvm,MiddleSeﬁion.Su’enéekTédnmlogyPart,NanshanDisMctShemhen,Guangdang.Cbina 518057 t (86-755)26012053 f (86-755) 26710594 www.sgsgroup.com.cn
FE K FUITEURNEERRN-1051SE #45:518057 t (86-755)26012053 f (86-755)26710594  sgs.china@sgs.com
I

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/l Report No.: SZCR230800267704
Page: 6 of 50

T7.3.6  WINNF. T . C HBT .7 ottt ettt sttt e e sttt e e sttt e e s bbb e e e s nbe e e s annteeesnnnneee s 32
T.3.7  WINNF. FT.CLHBT .9 ittt ettt e e s bt e e sttt e e s st b e e e s nb e e e e s snneeeesnnnneee s 33
7.3.8  WINNF.FT.C.HBT. L0 . eeiiiiiiiiii ettt sttt ettt e st e e st e e s st e e e s nbae e e s annneaesannneee s 34
7.4 CBSD ReliNQUISNMENT PrOCESS ...vviiiieiiiiiiiiiie ettt e e e e e e st e e e e e s s st ae e e e e e e s e snnnrennees 35
741 WINNF.FT.C.RLQ. L. ittt ettt e sttt e e sttt e e s bttt e e s sbe e e e sste e e e s anneeeesannneeenn 35
7.5 CBSD DeregiStration PrOCESS ... uuuuiiieeiiiiiiiieieeteeesisiiete e e e e s s s sststaereeaeesssstaraeereaeassantrreeeeeeessannnrnneees 36
751 WINNF.FT.C.DRG.L ...ttt ettt ettt ettt e e sttt e e sttt e e s st e e s st e e e s snnteeesnnnreee s 36
7.6 CBSD Security Validation ...........uueeiieeiiiiiiiiiie e e e e s s s e e e e e s s st e e e e e e s s sanntraeeeeeeesssnnnnenneees 37
T.8.1  WINNF.FT.C.SCS. L. ittt ittt ettt e et e e sttt e e ettt e e sttt e e s sbe e e e s sbs e e e s nseeeeesannbeeeeannreeenn 37
T.8.2  WINNF. FT.C.SCS. 2. ittt ettt ettt e sttt e sttt e e ettt e e sttt e e s sbe e e e s sbb e e e aanbeeeesannaeeeennneeeens 37
ST T T LN o I O 025 T PRSPPI 38
T.8.4  WINNF.FT.C.SCS 4. ittt ettt ettt et e e ettt e e st b et e e s tbb e e e s nbb e e e s anbeeeesannbeeeeanneeeens 38
T.8.5  WINNF. FT.C.SCS 5. .ttt ettt st e ettt e e ettt e e sttt e e s bbb e e e s nbb e e e s nnbeeeesannaeeeennnreeens 39
1.7 CBSD RF POWETN MEASUIEIMENT ...t e e e e e e e e e e e e e e e e e e e e e e e e e e e e aaaaaaeeas 40
A % R NN T B O = PSPPSR 40

8 L= Q5. L= 0 0 o 43
8.1 LT T e I O 2 T8 RSP SRPPRR 43
8.2 LY T e I O 2 0TSSR 44
8.3 LY T e I O 025 TR SRS 46
8.4 LY T e I O 2 T USRS 47
8.5 LY T o e I O 2 T TSRS 49
9 L T )0 T 7= T N 50
9.1 EUT Constructional Details (EUT PROTOS) ......ooouuiiiiiiiieeii et 50

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,

available on request or accessible at Attention is drawn to the limitation of liability,

indemnification and jurisdiction issues defined therein. Any holder of thls document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the mthentxclty of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

1| No.t Workshop,N-10,Midde Secion,Seience & TechnologyPark, Nanshan Distit, Shenzhen, Guangdong, China 518057 t (86-755) 26012053  f (86-755)26710594  www.sgsgroup.com.cn
fE K RHEURMEERRN-1061SE #B4%: 518057  t (86-755)26012083 f (86-755)26710594  sgs.china@sgs.com
|

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/l

Report No.: SZCR230800267704
Page: 7 of 50

General Information

Details of E.U.T.

Power supply: DC48V

Sample Type: Fixed device
CBSD Class: A

Transmitter Frequency Band: n48

Transmitter Frequency Range: | 3550~3700MHz

Hardware Version:

BBU: 5000DB
RRU: R50418350D

Software Version:

BBU: 5GNR_ax. tdd. frl. 2. 2. 3_462_r54139_20230904_141346.pkg
RRU: RRU_PRU. bin

Test sample: D823956047
Antenna Gain: 2.5dBi
MIMO supported 4*4 UL

Antenna Type:

Integral Antenna

Note: The UUT is a Distributed base station systems which consist of BBU and RRU.

KR R 1

2 Inspection & Testing Serv«ces

A

&
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4.2 Description of CBSD/DP Support Features

Condition Feature Description Supported
C1 Mandatory for UUT which supports multi-step registration message. Y
Cc2 Mandatory for UUT which supports single-step registration with no CPI- Y
signed data in the registration message. By definition, this is a subset of
Category A devices which determine all registration information, including
location, without CPI intervention.

C3 Mandatory for UUT which supports single-step registration containing CPI- Y
signed data in the registration message.

Cca Mandatory for UUT which supports N
RECEIVED_POWER_WITHOUT_GRANT measurement report type.

C5 Mandatory for UUT which supports RECEIVED_POWER_WITH_GRANT N
measurement report type.

C6 Mandatory for UUT which supports parameter change being made at the N
UUT and prior to sending a deregistration.

Y: Supported
N: Not suppo

rted
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4.3 Summary of Test Results
WINNF-TS-0122
Classes Test Case Items Pass Items Pass Rate (%)
FT (CBSD, DP/CBSD) 27 27 100
PT (CBSD, DP/CBSD) 1 1 100
Total 28 28 100

Note:

1. Functional Test (FT): Test to validate the conformance of the Protocols and functionalities
implemented in the CBSD/DP UUT to the requirements developed by WinnForum and supporting
FCC/DoD requirements.

2. Field/Performance Test (PT): Test to check the capability of the CBSD/DP UUT to support various
traffic models and actual operations in the field.

4.4 Measurement Uncertainty

No. Iltem Measurement Uncertainty
1 Radio Frequency +7.25x 108
2 RF conducted power +0.75dB
3 Temperature test +1°C
4 Humidity test + 3%
5 Supply voltages +1.5%
6 Time + 3%
4.5 Description of Support Units
Description Manufacturer Model No. Serial No.
Router Dell 2724 /
5GC IPLOOP intel M50CYP /
5G USB Dongle Askey NDQ1300-SA /
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4.6 Test Location
All tests were performed at:
SGS-CSTC Standards Technical Services Co., Ltd., Shenzhen Branch

No. 1 Workshop, M-10, Middle Section, Science & Technology Park, Nanshan District, Shenzhen,
Guangdong, China. 518057.

Tel: +86 755 2601 2053 Fax: +86 755 2671 0594
No tests were sub-contracted.
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5 Equipment List
Test Equipment Manufacturer Model No. |Inventory No.| Cal Date | Cal Due Date
Lapto
) ptop Lenovo Tl4s / / /
(With SAS Test hamess)
Spectrum Anal Keysight N9020B SEM004-24 | 2023°03-21 | 2024-03-20
pectrim Analyzer eyeld "% | 2024-03-20 | 2025-03-19
Shield Room SAEMC MSR433 SEMO001-11 | 2024-03-13 | 2027-03-12
Coaxial Cable SGS N/A SEMO031-01 | 2023-07-11 | 2024-07-10
Weinschel
Attenuator Associates WA41 SEMO021-09 N/A N/A
Splitter MACOM 2090-6214-00 N/A N/A N/A
- Shanghai
Humidity/ Temperature Meteorological 7J1-2B SEM002-03 | 2023-09-27 | 2024-09-26
Indicator
Industry Factory

RBRMENE o
;} Inspection & Testing Services &5

&

HC\S N o

FITHURNEEFRN-10518 % #%4:518057
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6 Test Method and Environment

6.1 CBSD/DP Conformance and Performance
Test Requirement: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2

Test Method: CBRS CBSD Test Specification WINNF-TS-0122-V1.0.2
WINNF-IN-0156_WInnForum_SAS Test Harness_CBSD_UUT_Tutorial_
vli 001

6.2 CBSD Test Procedure

a. Connect the UUT to SAS Test Harness system and RF Test instruments via the DP interface and
RF components. The highest level is set to test configuration.

UUT shall be UTC time synchronized

The frequency band is granted and set as UUT supported Modulation and Channels, transmitted
power of the UUT according to it granted parameters from the SAS TestHarness.

d. Each test case results were recorded and validated by SAS Test Harness system and RF
instruments test cases was recorded test results from SAS Test Harness system.
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6.3 Test Environment

Test Harness Version: V1.0.0.3

Operating System: Microsoft Windows 11
TLS Version: 1.2

Python Version: 2.7.13

Environmental Conditions: 25deg. C, 65%RH

Input Power:

6.4 Test Setup

120Vac, 60Hz

1) DP is deployed on the network management, and the registration of DP to SAS is to register with
SAS according to the granularity of CBSD ID;

2) The DP and the network element communicate messages according to the cell granularity, and
each CBSDID corresponds to a cell of an RRU which belongs to a base station.

D T ek
‘Z}, Inspection & Testing Semces

SAS Test

Harness

SAS-CBSD
interface

CBSD Unit-
Under-Test

CBSD RF
interface

RF Test
Equipment

CBSD as UUT
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Base Station

Antenna Connect
to Base Station

through Air
G

) Pc

Splitter  Antenna Connect 3:>ii.‘iiiiiii_‘“_‘—‘

to EUD through Air EESSSSSS ST

SAS Server

EUD

EPC

Test setup diagram for WINNF.PT.C.HBT Test case
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[/ Test Data

7.1 CBSD Registration Process
711  WINNF.FT.C.REG.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness

® UUT is in the Unregistered state

CBSD sends correct Registration request information, as specified in [n.5], to the SAS
Test Harness:

®  The required userld, fccld and cbsdSerialNumber registration parameters shall
be sent from the CBSD and conform to proper format and acceptable ranges.

® Any REG-conditional or optional registration parameters that may be included in | Pass Fail
the message shall be verified that they conform to proper format and are within
acceptable ranges.

Note: It is outside the scope of this document to test the Registration information that
is supplied via another means.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - Chsdld=C

- measReportConfig shall not be included

- responseCode =0

4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u 0
Pass Fail

[ UUT shall not transmit RF
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7.1.2 WINNF.FT.C.REG.3

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness

® UUT is in the Unregistered state

CBSD sends Registration request to SAS Test Harness: all required and REG-
Conditional parameter included (userld, fccld, cbsdSerialNumber, cbsdCategory,
airlnterface, installationParam, measCapability) for a Category A CBSD.

® The required userld, fccld and cbsdSerialNumber and REG Conditional ] H
cbsdCategory, airlnterface, installationParam, and measCapability registration
parameters shall be sent from the CBSD and conform to proper format and
acceptable ranges.

Pass Fail

®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - chsdld=C

- measReportConfig shall not be included

- responseCode = 0

4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u O

. Pass Fail
® UUT shall not transmit RF
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7.1.3 WINNF.FT.C.REG.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

®  UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

UUT is in the Unregistered state

®  All of the required and REG-Conditional parameters shall be configured and CPI
signature provided

CBSD sends Registration request to the SAS Test Harness:

®  The required userld, fccld and cbsdSerialNumber and REG-Conditional
cbsdCategory, airlnterface, measCapability and cpiSignatureData registration m 0
2 parameters shall be sent from the CBSD and conform to proper format and

Pass Fail
acceptable ranges.

®  Any optional registration parameters that may be included in the message shall
be verified that they conform to proper format and are within acceptable ranges.

SAS Test Harness sends a CBSD Registration Response as follows:
3 - Cbsdld=C

- measReportConfig shall not be included.

- responseCode = 0

After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u O

. Pass Fail
® UUT shall not transmit RF
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7.1.4 WINNF.FT.C.REG.8

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. - --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 102

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

® UUT shall not transmit RF

Pass Fail
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7.1.5 WINNF.FT.C.REG.10

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. - --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 200

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=200) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify:

[ UUT shall not transmit RF

Pass Fail
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7.1.6  WINNF.FT.C.REG.12

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. - --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 103

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=103) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify: i
S P fy Pass Fail

® UUT shall not transmit RF
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7.1.7 WINNF.FT.C.REG.14

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. - --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 101

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=101) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify: i
S P fy Pass Fail

® UUT shall not transmit RF
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7.1.8 WINNF.FT.C.REG.16

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness. - --

SAS Test Harness rejects the request by sending a CBSD Registration Response as
follows:

- SAS response does not include cbsdld

- responseCode = 100

4 | After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=100) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify: i
S P fy Pass Fail

® UUT shall not transmit RF
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7.1.9 WINNF.FT.C.REG.18

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

1 | ® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

® UUT is in the Unregistered state

2 | CBSD sends a Registration request to SAS Test Harness.

SAS Test Harness rejects the request by sending a CBSD Registration Response as

3 follows:
- SAS response does not include cbsdld
- responseCode = 201
4 After completion of step 3, SAS Test Harness will not provide any positive response
(responseCode=201) to further request messages from the UUT. - -
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
complete. This is the end of the test. Verify: n O
S Pass Fail

[ UUT shall not transmit RF
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7.2 CBSD Spectrum Grant Process
7.21  WINNF.FT.C.GRA.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:

® UUT has registered successfully with SAS Test Harness, with cbsdld = C

2 | UUT sends valid Grant Request. Pass Fail

SAS Test Harness sends a Grant Response message, including

® chsdld=C
- responseCode = 400

After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=0) to further request messages from the UUT.

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u [

. Pass Fail
® UUT shall not transmit RF
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7.2.2 WINNF.FT.C.GRA.2

# Test Execution Steps Results
1 Ensure the following conditions are met for test entry: B _
®  UUT has registered successfully with SAS Test Harness, with cbsdld = C
2 | UUT sends valid Grant Request. u O
Pass Fail

SAS Test Harness sends a Grant Response message, including
3 - chbsdld=C - -
- responseCode = 401

After completion of step 3, SAS Test Harness will not provide any positive response
4 (responseCode=401) to further request messages from the UUT. =" -

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
5 | complete. This is the end of the test. Verify: u [

. Pass Fail
o UUT shall not transmit RF
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7.3 CBSD HeartBeat Process
7.3.1  WINNF.FT.C.HBT.1

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
1 | @ UUT has registered successfully with SAS Test Harness, with chsdid = C - -

UUT sends a message:
2 | ® If message is type Spectrum Inquiry Request, go to step 3, or -- --
® |f message is type Grant Request, go to step 5

UUT sends Spectrum Inquiry Request. Validate:

3 ® cbsdid=C [ | O
® List of frequencyRange objects sent by UUT are within the CBRS frequency Pass Fail
range
SAS Test Harness sends a Spectrum Inquiry Response message, including the
following parameters:
a|® cbsdld=C . .
® availableChannel is an array of availableChannel objects
® responseCode =0
UUT sends Grant Request message. Validate:
® cbsdid=C
® maxEIRP is at or below the limit appropriate for CBSD category as defined by [ | O
5 :
Part 96 Pass Fail
® operationFrequencyRange, F, sent by UUT is a valid range within the CBRS
band
SAS Test Harness sends a Grant Response message, including the parameters:
® cbsdid=C

6 | ® grantld = G = a valid grant ID
® grantExpireTime = UTC time greater than duration of the test
® responseCode =0

UUT sends a first Heartbeat Request message.
Verify Heartbeat Request message is formatted correctly, including:

7|8 cbsdld=C P:ss FEiI
® grantld=G
® operationState = “GRANTED”
SAS Test Harness sends a Heartbeat Response message, with the following
parameters:
8 ® chsdld=C _ _

® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
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For further Heartbeat Request messages sent from UUT after completion of step 8,
validate message is sent within latest specified heartbeatinterval, and:

® chsdld=C

® grantld=G

®  operationState = “AUTHORIZED”

9 | and SAS Test Harness responds with a Heartbeat Response message including the P:ss FEiI
following parameters:
® cbsdid=C
® grantld=G
® transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Monitor the RF output of the UUT from start of test until UUT transmission
commences. Verify:
10 ® UUT does not transmit at any time prior to completion of the first heartbeat | O
response Pass Fail

® UUT transmits after step 8 is complete, and its transmission is limited to within
the bandwidth range F.
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7.3.2 WINNF.FT.C.HBT.3
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validchsdld=C
1 O valid grantld = G B _
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within Heartbeat Interval specified in the
2 latest Heartbeat Response, and formatted correctly, including: _ _
® chsdld=C
® grantld=G
®  operationState = “AUTHORIZED”
SAS Test Harness sends a Heartbeat Response message, including the following
parameters:
3 ® cbsdid=C _ _
® grantld=G
® transmitExpireTime = T = Current UTC time
® responseCode = 105 (DEREGISTER)
4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O
5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail

i

2
‘[ 7\ Inspec

RRRMEME

tion & Testing Services &5
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7.3.3 WINNF.FT.C.HBT .4
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
®  UUT has a valid single grant as follows:
O validchsdld=C
1 O valid grantld = G B _

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdid=C Pass Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 ® cbsdid=C _ _
® grantld=G
® transmitExpireTime = T = current UTC time
® responseCode = 500 (TERMINATED GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: | O

5 | @  UUT shall stop transmission within (T + 60 seconds) of completion of step 3 Pass Fail

i
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7.3.4 WINNF.FT.C.HBT.5

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld =C
1 O valid grantld = G - --
O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test
® UUT isin GRANTED, but not AUTHORIZED state (i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is formatted correctly, including: - 0
2 |® cbsdid=C P Fail
® grantld=G ass al
® operationState = “GRANTED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

® cbsdid=C

® grantld=G

® transmitExpireTime = T = current UTC time

® ?responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs: [} O
A. UUT sends a Heartbeat Request message. Ensure message is sent within Pass Fail
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C

® grantld=G
® operationState = “GRANTED”

B. UUT sends a Relinquishment request message. Ensure message is correctly
formatted with parameters:
® chdsld=C
® grantld=G
Monitor the RF output of the UUT. Verify:
® UUT does not transmit at any time
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7.3.5 WINNF.FT.C.HBT.6

# Test Execution Steps Results

Ensure the following conditions are met for test entry:
® UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:

O validchsdld =C

O valid grantld = G

1 O grantis for frequency range F, power P - -
O grantExpireTime = UTC time greater than duration of the test
® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface
UUT sends a Heartbeat Request message.
Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
® operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G

transmitExpireTime = T = current UTC time
® responseCode = 501 (SUSPENDED_ GRANT)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -

Monitor the SAS-CBSD interface. Verify either A OR B occurs:

A. UUT sends a Heartbeat Request message. Ensure message is sent within
latest specified heartbeatinterval, and is correctly formatted with parameters:
® cbsdld=C
® grantld=G
® operationState = “GRANTED”

| O
5 | B. UUT sends a Relinquishment request message. Ensure message is correctly Pass Fail
formatted with parameters:
® chdsld=C

® grantld=G

Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.6 WINNF.FT.C.HBT.7
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld =C
1 O valid grantld = G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G
transmitExpireTime = T = current UTC time
® responseCode = 502 (UNSYNC_OP_PARAM)

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the SAS-CBSD interface. Verify:
® UUT sends a Grant Relinquishment Request message. Verify message is

correctly formatted with parameters:
- | O

S O cbsdld=C Pass | Fail

O grantld=G
Monitor the RF output of the UUT. Verify:
®  UUT shall stop transmission within (T+60) seconds of completion of step 3
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7.3.7 WINNF.FT.C.HBT.9
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld =C
1 O valid grantld = G B _

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT isin GRANTED, but not AUTHORIZED state(i.e. has not performed its
first Heartbeat Request)

UUT sends a Heartbeat Request message.

Ensure Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “GRANTED”

After completion of step 2, SAS Test Harness does not respond to any further

3le messages from UUT to simulate loss of network connection - -
Monitor the RF output of the UUT from start of test to 60 seconds after step 3. Verify: [ O

4 | Atany time during the test, UUT shall not transmit on RF interface Pass Fai

RRRMEME

‘[ 7\ Inspecllon & Testing Services &5

Unless otherwise agreed in writing, this document is issued by the Company subject to its General Conditions of Service printed overleaf,

available on request or accessible at m&wﬂmmmﬂemmmm Attention is drawn to the limitation of liability,

indemnification and jurisdiction issues defined therein. Any holder of this document is advised that information contained hereon reflects
the Company’s findings at the time of its intervention only and within the limits of Client's instructions, if any. The Company’s sole
responsibility is to its Client and this document does not exonerate parties to a transaction from exercising all their rights and obligations
under the transaction documents. This document cannot be reproduced except in full, without prior written approval of the Company. Any
unauthorized alteration, forgery or falsification of the content or appearance of this document is unlawful and offenders may be prosecuted
to the fullest extent of the law. Unless otherwise stated the results shown in this test report refer only to the sample(s) tested and such
sample(s) are retained for 30 days only.

Attention: To check the authenticity of testing /inspection report & certificate, please contact us at telephone: (86-755) 8307 1443,
or email: CN.Doccheck@sgs.com

No.1 Workshop, N-10, iddie Section, Science & Technology Park, Nanshan Distit,Shenzhen, Guangdong, China 518057  t (86~755) 26012053  f (86-755) 26710594 ~ www.sgsgroup.com.cn
FE K - RYITELRAEERRN- 10815 B #4%:518057  t (86-755)26012053 f (86-755) 26710594  sgs.china@sgs.com
I

Member of the SGS Group (SGS SA)




SGS-CSTC Standards Technical Services Co., Ltd. Shenzhen Branch

SZEMC-TRF-01 Rev. A/l

Report No.: SZCR230800267704

Page: 34 of 50
7.3.8 WINNF.FT.C.HBT.10
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has registered successfully with SAS Test Harness
® UUT has a valid single grant as follows:
O validchsdld =C
1 O valid grantld = G B B

O grantis for frequency range F, power P
O grantExpireTime = UTC time greater than duration of the test

® UUT is in AUTHORIZED state and is transmitting within the grant bandwidth F
on RF interface

UUT sends a Heartbeat Request message.

Verify Heartbeat Request message is sent within latest specified heartbeatinterval,

5 and is formatted correctly, including: | O
® cbsdld=C Pass | Fail
® grantld=G
®  operationState = “AUTHORIZED”

SAS Test Harness sends a Heartbeat Response message, including the following
parameters:

3 cbsdid =C _ _

grantld =G
transmitExpireTime = T = current UTC time + 200 seconds
® responseCode =0

4 After completion of step 3, SAS Test Harness shall not allow any further grants to the
UUT. - -
Monitor the RF output of the UUT. Verify: - 0

5 | ® UUT shall stop all transmission on RF interface within (transmitExpireTime + 60 Pass Eail

seconds), using the transmitExpireTime sent in Step 3.
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7.4 CBSD Relinquishment Process

7.41

WINNF.FT.C.RLQ.1

#

Test Execution Steps

Results

Ensure the following conditions are met for test entry:

® UUT has successfully completed SAS Discovery and Authentication with SAS
Test Harness

®  UUT has successfully registered with SAS Test Harness, with cbsdld=C

® UUT has received a valid grant with grantld = G

® UUT is in Grant State AUTHORIZED and is actively transmitting within the
bounds of its grant.

Invoke trigger to relinquish UUT Grant from the SAS Test Harness

UUT sends a Relinquishment Request message. Verify message contains all
required parameters properly formatted, and specifically:

® cbsdid=C

® grantld=G

Pass

Fail

SAS Test Harness shall approve the request with a Relinquishment Response
message with parameters:

- cbsdld =C

- grantld = G
® responseCode =0

After completion of step 3, SAS Test Harness will not provide any additional positive
®  response (responseCode=0) to further request messages from the UUT

Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is

complete. This is the end of the test. Verify:

®  UUT shall stop RF transmission at any time between triggering the
relinquishment and UUT sending the relinquishment request

Pass

Fail
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7.5 CBSD Deregistration Process

7.51 WINNF.FT.C.DRG.1
Test Execution
# Steps Results
Ensure the following conditions are met for test entry:
® UUT has successfully completed SAS Discovery and Authentication with
SAS Test Harness
® UUT has successfully registered with SAS Test Harness, with cbsdld=C
1| @ UUT has received a valid grant with grantld = G - -
® UUT is in Grant State AUTHORIZED and is actively transmitting within
the bounds of its grant.
Invoke trigger to deregister UUT from the SAS Test Harness
2 UUT sends a Relinquishment request and receives Relinquishment response with _ _
® responseCode=0
3 | ® UUT sends Deregistration Request to SAS Test Harness with cbsdid = C. P:ss FEiI
SAS Test Harness shall approve the request with a Deregistration
Response message with parameters:
4 | ® cbsdid=C -- --
® responseCode =0
5 After completion of step 3, SAS Test Harness will not provide any additional positive _ _
® response (responseCode=0) to further request messages from the UUT.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 4
is complete. This is the end of the test. Verify:
6 ® UUT stopped RF transmission at any time between triggering the | O
deregistration and either A OR B occurs: Pass Fail
A. UUT sending a Registration Request message, as this is not mandatory
B. UUT sending a Deregistration Request message
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7.6 CBSD Security Validation

7.6.1  WINNF.FT.C.SCS.1
# Test Execution Steps Results
®  UUT shall start CBSD-SAS communication with the security procedure
®  The UUT shall establish a TLS handshake with the SAS Test Harness using u n
1 configured certificate.
® Configure the SAS Test Harness to accept the security procedure and establish | Pass Fail
the connection
®  Make sure that Mutual authentication happens between UUT and the SAS Test
Harness.
®  Make sure that UUT uses TLS v1.2
®  Make sure that cipher suites from one of the following is selected, - 0
2 ® TLS RSA WITH_AES_ 128 GCM_SHA256 .
® TLS_RSA WITH_AES_256_GCM_SHA384 Pass | Fall
® TLS ECDHE_ECDSA WITH_AES_128 GCM_SHA256
® TLS ECDHE_ECDSA_ WITH_AES_256_GCM_SHA384
® TLS ECDHE RSA WITH AES 128 GCM_SHA256
A successful registration is accomplished using one of the test cases described in
section 6.1.4.1, depending on CBSD capability. - 0
3 A. UUT sends a registration request to the SAS Test Harness and the :
SAS Test Harness sends a Registration Response with responseCode Pass Fai
= 0 and chsdld.
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is [ ] O
4 complete. This is the end of the test. Verify:
®  UUT shall not transmit RF Pass Fail
7.6.2 WINNF.FT.C.SCS.2
# Test Execution Steps Results
1 | ® UUT shall start CBSD-SAS communication with the security procedures " -
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. .
®  Make sure that Mutual authentication does not happen between UUT and the Pass Fail
SAS Test Harness.
3 B. UUT may retry for the security procedure which shall fail. u D.
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is m 0
5 complete. This is the end o_f the test. Verify: .
®  UUT shall not transmit RF Pass | Falil
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7.6.3 WINNF.FT.C.SCS.3

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate. P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 C. UUT may retry for the security procedure which shall fail. P:ss FEH
® SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L ; | O
5 | complete. This is the end of the test. Verify: P Fail
®  UUT shall not transmit RF ass al
7.6.4 WINNF.FT.C.SCS.4
# Test Execution Steps Results
| [l
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
® Make sure that UUT uses TLS v1.2 for security establishment.
® Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate P Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
. . . [ | O
D. T for th hich shall fail.
3 UUT may retry for the security procedure which shall fai Pass Fail
® SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is
L . | O
5 complete. This is the end of the test. Verify: :
®  UUT shall not transmit RF Pass | Falil
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7.6.5 WINNF.FT.C.SCS.5

# Test Execution Steps Results
| O
1 | ® UUT shall start CBSD-SAS communication with the security procedures
Pass Fail
®  Make sure that UUT uses TLS v1.2 for security establishment.
®  Make sure UUT selects the correct cipher suite. - O
2 | ® UUT shall use CRL or OCSP to verify the validity of the server certificate p Fail
®  Make sure that Mutual authentication does not happen between UUT and the ass al
SAS Test Harness.
3 E. UUT may retry for the security procedure which shall fail. u D_
Pass Fail
®  SAS Test-Harness shall not receive any Registration request or any application
4 data. -- --
Monitor the RF output of the UUT from start of test until 60 seconds after Step 3 is n O
5 | complete. This is the end of the test. Verify: _
®  UUT shall not transmit RF Pass | Falil
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7.7 CBSD RF Power Measurement

7.71  WINNF.PT.C.HBT
# Test Execution Steps Results
Ensure the following conditions are met for test entry:
®  UUT has successfully completed SAS Discovery and Authentication with the
SAS Test Harness
® UUT has registered with the SAS, with CBSD ID = C
® UUT has a single valid grant G with parameters {lowFrequency = FL,
highFrequency = FH, maxEirp = Pi}, with grant in AUTHORIZED state, and
grantExpireTime set to a value far past the duration of this test case
1 - -
® Note: in order for the UUT to request a grant with the parameters {lowFrequency,
highFrequency, maxEirp), the SAS Test Harness may need to provide
appropriate guidance in the availableChannel object of the spectruminquiry
response message, and the operationParam object of the grant response
message. Alternately, the UUT vendor may provide the ability to set those
parameters on the UUT so that the UUT will request a grant with those
parameters
UUT and SAS Test Harness perform a series of Heartbeat Request/Response cycles,
which continues until the other test steps are complete. Messaging for each cycle is
as follows:
® UUT sends Heartbeat Request, including:
O cbsdid=C
2 O grantld=G -- --
®  SAS Test Harness responds with Heartbeat Response, including: o cbsdld = C
O grantld=G
O transmitExpireTime = current UTC time + 200 seconds
® responseCode =0
Tester performs power measurement on RF interface(s) of UUT, and verifies it
complies with the maxEirp setting, Pi. The RF measurement method is out of scope of
this document, but may include additional configuration of the UUT, as required, to
fulfill the requirements of the power measurement method. - O
3 :
F. Note: it may be required for the vendor to provide a method or Pass Falil
configuration to bring the UUT to a mode which is required by the
measurement methodology. Any such mode is vendor-specific and
depends upon UUT behavior and the measurement methodology.
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RF measurement plot for Test Case:

®  Tester performs power measurement on RF interface(s) of UUT, and verifies it complies with
the maxEirp setting, Pi. The RF measurement method is out of scope of this document, but may
include additional configuration of the UUT, as required, to fulfill the requirements of the power
measurement method.

Channel Granted Conducted PSD | Antenna | Directional | Cable
Frt(a&li'ezr;cy Bandwidth | maxEIRP (dBm/MHz) Gain Gain Loss | MaxXEIRP
(MHz) | @BmMHZ) | Anto | A1 | (@B) | @) | @ | @B™MH2)
3645 100 16 0.345 / 25 6.02 6.5 15.365
3645 100 3 -13.237 / 25 6.02 6.5 1.783
Note:
1.maxEIRP= Conducted PSD+ Antenna Gain+ Directional Gain+ Cable loss
2. Directional Gain=10log(n), n=2 for this test case.

Target Power: 16 dBm/MHz
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8 Test Data Log

Test data log refer to log files (Log files appendix) except for securitytest cases which shows below.

8.1 WINNF.FT.C.SCS.1

sce M 5C5.peapng |
4 m O RE ] «= ELIE R & & 1
B -]+
Source Destination Protocol  Lengtr Info
102.168.24.15 192.168.24.103 TLSv1. 347 Client Hello
192.168.24.103 182, .24.15 TLS¥1l.. 3475 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
131 10! 983495 192.168.24.15 192.168.24.1083 TLSwl. 1491 Certificate
134 101.033540 192.168.24.15 192.168.24.103 TLSv1. 449 Client Key Exchange, Certificate Verify, Change Cipher Spec, Encrypted Handshake Message
135 101.034667  192.168.24.203 192.168.24.15 TLSwi. 1608 Mew Session Ticket, Change Cipher Spec, Encrypted Handshake Message
138 181.036364 192.168.24.15 192.168.24.103 TLSv1. 76 Application Data
148 101.070040 192.168.24.103 192.168.24.15 TLSW1. 100 Application Data
142 101.074538  192.168.24.203 192.168.24.15 TlSwl. 543 Application Data, Application Data, APplication Data, Application Data, Application Data, Application Data, Application Data
144 181.184346 192.168.24.15 192.168.24.183 TLSv1. 413 Application Data
145 181, 185652 192.168.24,103 192.168.24.15 TLSV1.. 100 Application Data
147 101.186347  192.168.24.103 192.168.24.15 TLSvl. 801 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data
149 181.233484 192.168.24.15 1592.168.24.183 TLSV1. 433 Application Data
150 11,234897  192.168.24.203 192,168,24,15 TLSvL. 160 Application Data
152 101.235544  192.168.24.103 182.168.24.15 TLSvl. 538 Application Data, Application Data, Application Data, Application Data, Application Data, Application Data, Application Data

Frame 124: 3475 bytes on wire (27888 bits), 3475 bytes captured (27808 bits) on interface \Device\NPF_{ACE26BB4-CB1A-4EFB-BFFA-309C126AB05F), id @
Ethernet II, Src: RealtekS_33:10:58 (90:e@:4c:33:10:58), Dst: AdLinkTe 61:24:da (00:30:64:61:24:da)
Internet Protocol Version 4, S 192.168.24.103, Dst: 192.168.24.15
Transnission Control Protacol, Src Port: 5808, Dst Port: 39634, Seq: 1, Ack: 204, Len: 3421
Transport Layer Security
TLSv1.2 Record Layer: Handshake Protacol: Server Hello
Content Type: Handshake (22)
Version: TLS 1.2 (8x2363)

Length: 61 5
Handshake Protocol: Server Hello 2
Handshake Type: Server Hello (2) ]
Length: 57 8
versian: TLS 1.2 (0x0303) -
Randon: 20154 20628439 181e9a2 H
Session ID Length: ® ®

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_
Compression Method: null (@)
Extensions Length: 17
Extension: renegotiation_infa {len=1)
Type: renegotiation_info (65281}
Length: 1
Renegotiation Info extension
i

8_GCM_SHA256 (@xco2f)

Type: ec_paint_formats (11}

Length: 4

EC point formats Length: 3

Elliptic curves paint formats (3)
Extension: session_ticket (len=e)

Type: session_ticket (35)

Length: ®

bata (0 bytes)

[3A35 Fullstring: 771,49199,65281-11-35] 2
[JA35: cce514751b175866924439b0bb5bba34] =
TLGu1 2 Barard | auscs Handchaba Broracals Carsificata -
(O F Teatitem fiext) 8 bytes Packets: 191 Displayed: 14 [7.3%)] Profie: Delauit,
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8 2 WINNF.FT.C.SCS.2

M sCS.2.pcapng )
demRp sesEg e lE aqarT
B0 ] +
Time Source Destination Protocol  Lengtt Info
507 286.569973 192.168.24.105 192.168.24.103 HTTP 532 GET /erlserver.crl HTTP/1.1
512 286.583724 192.168.24.103 1592.168.24.185 HTTP 1134 HTTP/1.1 2089 0K
Frame 587: 532 bytes on wire (4256 bits), 532 bytes captured (4256 bits) on interface \Device\MPF_{ACE26B84-CB1A-4EF@-BFFA-399C126ABB5F}, id @ 208
Ethernet II, Src: RealtekS_36:84:7d (00:e@:4c:36:84:7d), Dst: RealtekS_33:10:58 (@0:e@:4c:33:10:58) 325
Internet Protocol Version 4, Src: 192 105, Dst: 192.168.24.103 003
Transmission Control Protacel, Src 592, Dst Port: 88, Seq: 1, Ack: 1, Len: 478 004
205
208
Host: 192.168.24.183\r\n ea7
Connection: keep-alive\rin ;gg
Upgrade-Insecure-Requests: 1vrin 004
User-Agent: Mozilla/5.@ (Windows NT 10.@; Win64; x64) ApplewebKit/537.36 (KHTML, like Gecko) Chrome/122.0.8.@ Safari/S37.36\r\n 200
Accept: text/html,application/xhtml+xml,application/xml;q=8.9, image/avif, by *;0=0.8, signed- =8. T\r\n 200
Accept-Encoding: gzip, deflate\rin @gd
Accept-Language: zh—CN,zh;q=@.9\r\n e
Cookie: HFS_SID_=8.518834138349588\r\n o1d
Arin a11
[Full request URT: http://182.168.24.183/crlserver.crl] 013
[HTTP request 1/1] g:j
IResponse in frame: 5121 e15
o158
017
o18
e19
ola
o1n
@l
e1d
ole
o1
828
@21
-
O 7 Hypertext Tansfer Protocol: Potocol - Packets: 561 - Displayes: 2 (0.4%) - Protae: Detauit
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‘eve M 5CS.2.pcapng
P = K -
Am i BORE QesEF L . = @ Q QT
JEBICET -]+
No. Time Source Destination Protocol Lengtt Info
507 286.569973  192.168.24.105 192.168.24.183 HTTP 532 GET /crlserver.crl HTTR/1.1
512 286.583724  192.168.24.103 192.168.24.105 HITE 1134 HTTP/1.1 200 OK
Frame 587: 532 bytes on wire (4256 bits), 532 bytes captured (4256 bits) on interface \Dewice\NPF_{ACE26BB4-CBIA-AEFG-BFFA-399C126ABDSF), id O 00
Ethernet IT, Src: RealtekS_36:04:7d (90:c@:4c:36:64:7d), Dst: Realteks_33:19:58 (@0:ed:dc:33:10:58) ool
Internet Protacol Version 4, Src: 192.168.24.185, Dst: 192.168.24.103 E)
Transmission Control Protocol, Src Part: 63592, Dst Port: B, Seq: 1, Ack: 1, Len: 478 H7|
(]
o065
Host: 192.168.24.103\r\n eo7
Connection: keep-alive\rin ong
Upgrade-Insecure-Requests: 1vrin 204
User-Agent: Moz{lla/5.0 (Windows NT 10.0; Winbd; x64) ARpleNebKit/337.36 (GHTHL, Like Gecko) Chrome/122.0.0.9 Safari/s37.36\rn oot
Accept: text/htal,application/xhtmlexml, application/xml;q=8.9, inage/avif, *i0=0.8, sig =0, T\r\n 00d
Accept-Encoding: gzip, deflate\rin ”gd
Accept-Language: zh—CN,zh;q=@.9\r\n e
Cookie: HFS_SID_=0.518034138349588\r\n 01d
Arin o1l
[Full request URI: http://192,168.24.103/crlserver.crl] 013
[HTTP request 1/1] o
[Response in frame: 512] 015
015
817
018
019
013
a1y
olg
e1d
o1d
a1f
829
021
-
¥ : - . "
Q Hypertext Transfer Protocol: Protocol Packels: 561 - Displayed: 2 (0.4%) Profie: Detault
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8.3 WINNF.FT.C.SCS.3

ece
A W 2

U Qe EF &

M 5CS.3.pcapng

Q| @ '

N tls

No. Time Source
2 0.243846 192.168.24.15
192.168.24.103
192.168.24.15
192.168.24.15
192.168. 24,103
192.168.24.15

3 9.247424
7 0.249109
13 2.384662
14 2.387447
18 2.388043

Destination
192.168.24.163
182.168.24.15

182.168.24.163
192.168.24.163
182.168.24.15

192.168.24.183

Protocol  Lengtt Info
TLSwl. 347 Client Hello
TLSWl. 3474 Server Hello,
TSvi. 61
TLSvl. 347
TLSWl. 3474
TSl 61

Certificate, Server Key Exchange, Certificate Request, Server Hello Done
Alert (Lewel: Fatal, Description: Certificate Expired)

Client Hello

server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
Alert (Lewel: Fatal, Description: Certificate Expired)

Frame 3: 3474 bytes on wire (27792 bits), 3474 bytes captured (27792 bits) on interface \Device\NPF_{ACE26BB4-CB1A-4EFG-BFFA-300C126AB05F}, id B
Ethernet IT, Src: RealtekS_33:10:58 (98:e@:4c:33:10:58), Dst: AdLinkTe 61:24:da (00:30:64:61:24:da)
Internet Protocol Version 4, Src: 192.168.24.183, Dst: 192.168.24.15

Transnission Control Protacol, Src Port: 5084, Dst Port: 32019, Seq: 1, Ack: 294, Len:

Transport Layer Security

3420

TLSv1.2 Record Layer: Handshake Protacol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (8x2363)

Length: 61

Handshake Protocol: Server Hello
Handshake Type: Server Hello (2)
Length: 57
version: TLS 1.2 (@x@3e3)

Random: 59fedcfd327e6298edaed234ca3c663d8191 1dadd8ab7 1a678342318b7 452568

Session ID Length

Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GOM_SHAZS6 (0xco2f)

Compression Method: null (8)
Extensions Length: 17

Extension: renegotiation_info (len=1)
enegotiation_info (65281)

Renegotiation Tnfo extension
Extension: ec_point_formats {len=4)
Type: ec_point_formats (11)
Length: 4
EC point formats Length: 3
Elliptic curves point formats (3)
Extension: session_ticket (len=p)
Type: session_ticket (35)
Length: ®
Data (9 bytes)
[3A35 Fullstring: 771,49199,65281-11-35]
[1A35: ccc514751b175866924439bdbb5bba3d]

T1GA 3 Barard |auars Handchaba Brasarals

O 7 Tionaport Layer Securty: Pratoce

A o R
Inspection & Testlng Serwces E
&

5 Co.Ltd

farsifirata

Packets: 20 - Displayed: 6 (30.0%)
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8.4 WINNF.FT.C.SCS.4

ece M 5€5.4.pcapng
a4 m RO Re=sEgs[ 2 aaald
LI ] -l *
No. Time Source Destination Protocol Length Info
261 160735243  102.168.24.15 14 TLSwl. 347 Client Hello
262 160.739101  192.168.24.103 TLSl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
266 160748746 192.168.24.15 192.168.24.183 TLSvl. 61 Alert (Level: Fatal, Description: Unknown CA)
272 162.5708648  102.168.24.15 192.168.24.103 TLSWl. 347 Client Hello
273 162.574522  192.168.24.103 192.168.24.15 TLSwl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
277 162.575347  102.168.24.15 192.168.24.103 TLSwl. 61 Alert (Level: Fatal, Description: Unknown CA)
285 167.568928  192.168.24.15 192.168.24.103 TLSWl. 347 Client Hello
286 167.571710  192.168.24.103 192.168.24.15 TLSwl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
200 167.572543  102.168.24.15 192.168.24.183 TLSwl. 61 Alert (Level: Fatal, Description: Unknown CA)
208 173023147  192.168.24.15 192,168.24,103 TLSvl. 347 Client Hello
209 173.026533  192.168.24.103 192.168.2 TLSwl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
317 183.028475  192.168.24.15 192.168.24.103 TLSWl. 347 Client Hello
318 183,031918  192.168.24,103 192,168.24,15 TLSwl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
322 183.032738  192.168.24.15 192.168.24.183 TLSwl. 61 Alert (Level: Fatal, Description: Unknown CA)
354 186.028025  192.168.24.15 192.168.24.163 TLSWl. 347 Client Hello
355 188.031494  192.168.24.103 192.168.24.15 TLSwl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
359 188.032337  102.168.24.15 192.168.24.183 TLSwl. 61 Alert (Level: Fatal, Description: Unknown CA)
Frame 262: 3476 bytes on wire (27808 bits), 3476 bytes captured (27808 bits) on interface \Dewice\NPF_{ACE26BB4-CBLA-EFO-BFFA-399C126ABBSF), id O ‘:l
Ethernet IT, Src: RealtekS_33:18:58 (@0:c@:4c:33:10:58), Dst: AdlinkTe 61:24:da (@0:30:64:61:24:da) 4
Internet Protacol Version 4, Src: 192.168.24.103, Dst: 192.168.24.15 4
Transmission Control Protacol, Src Part: 5000, Dst Port: 35255, Seq: 1, Ack: 204, Len: 3422 H
Transport Layer Security ]
TLSvi.2 Record Layer: Handshake Protacol: Server Hello ]
Content Type: Handshake (22) @
Version: TLS 1.2 (6x0383) 5
Length: 61 o
Handshake Protocol: Server Hello @
Handshake Type: Server Hello (2) @
Length: 57 H
version: TLS 1.2 (0x8303) A
Randon: 601715035070e1afeed512a6ch13870c5047014e568dC559e3147ac Th2ah TB66 4
GMT Unix Time: Dec B, 2826 84:23:47.000008000 CST ]
Random Bytes: 5879elafeed512a6chl3870c5047014e5680c550e3147acTb2abTa66 [
Session ID Length: @ g
Cipher Suite: TLS_ECOHE_RSA_WITH_AES_128_GCM_SHAZ56 (@xco2f] H
Compression Method: null (8) @
Extensions Length: 17 ]
Extension: renegotiation_info (len=1) [
negotiation_info (65281) e
Length: 1 A
Renegotiation Infa extension H
Extension: ec_point_farmats (len=4) @
Type: ec_point_formats (11) ¢
Length: 4 L4
EC point formats Length: 3 H
Elliptic curves point formats (3) &
Extension: session_ticket (len=d) ]
Type: session_ticket (35) []
Length: 8 .
Data (@ bytes) =
11436 Eulletrinn: 771 40100 £E381-11-361 Cl
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M scs.4.peapng
RE R&=EFE Qe e:!
B -] +
Time Source Destination Protocol llﬂﬁll‘ info
261 168.735243 102.168.24.15 192.168.24.103 TLSv1. 347 Client Hello
262 168.738181 192.168.24.103 1592.168.24.15 TLSvl.. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
266 168.740746 192.168.24.15 192.168.24. 106 TLSwl.. 81 Alert (Level: Fatal, Description: Unknown CA)
272 162.570648 192.168.24.15 TLSv1. 347 Client Hello
273 162.574522 192. N TLS¥1.. 3476 Server Hello, Cervificate, Server Key Exchange, Certificate Request, Server Hello Done
277 162.575347 192.168.24.15 TLSv1. 61 Alert (Lewvel: Fatal, Description: Unknown CA)
285 167.568928 192.168.24.15 192.168.24.103 TLSv1. 347 Client Hello
286 167.57171@ 192.168.24.103 192.168.24.15 TLSvl. 3476 Server Hello, Cervificate, Server Key Exchange, Certificate Request, Server Hello Done
298 167.572543 192.168.24.15 192.168.24.183 TLSv1. 61 Alert (Level: Fatal, Description: Unknown CA)
298 173.023147 192.168.24.15 192.168.24.103 TLSV1.. 347 Client Hello
209 173.026533 192.168.24.103 192.168.24.15 TLSwl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
317 183.028B475 192.168.24.15 1592.168.24.183 TLSV1. 347 Client Hello
318 183.031918 192.168.24.103 192.168.24.15 TLSwl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
322 183.032738 192.168.24.15 192.168.24.183 TLSv1. 61 Alert (Level: Fatal, Description: Unknown CA)
354 18B.028025 192.168.24.15 192.168.24.163 TLSv1. 347 Client Hello
355 186.031494 192.168.24.103 192.168.24.15 TLSwl. 3476 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
359 188.032337 192.168.24.15 1592.168.24.183 TLSv1. 61 Alert (Level: Fatal, Description: Unknown CA)
Frame 266: 61 bytes on wire (488 bits), 61 bytes captured (488 bits) on interface \Device\NPF_{ACE26B84-C81A-4EF@-BFFA-399C126A8B5F}, id @ 208
Ethernet II, Src: AdlinkTe _6f:24:da (00:3 f:24:da), Dst: RealtekS_33:10:58 (@0:e@:4c:33:10:58) ‘f“l
Internet Protocol Version 4, Src: 192.168.24.15, Dst: 192.168.24.103 :,g;
Transmission Control Protocol, Src Port: 35255, Dst Port: 5008, Seq: 294, Ack: 3423, Len: 7
Transport Layer Security
TLSv1.2 Record Layer: Alert (Level: Fatal, Description: Unknown CA)
Content Type: Alert (21)
Version: TLS 1.2 (@x@383)
Length: 2
Alert Message
Level: Fatal (2)
Description: Unknown CA (48)
-
Pachets 176 - Disgayed: 56 (4.8%) protie Dataut
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8.5 WINNF.FT.C.SCS.5

’. '] M 5CS 5.pcapng ]
am EORGO R«e=sEFo[F aaarT
Wts B -l *
[ Time Source Destination Protocol  Lengtt Info

24.103 ie1lo

TLSvl. 347

99 78,1569 5 G atal, Descripi
123 88.101176 192.168.24.15 192.168.24.103 347 Client Hello

124 88.103822  192.168.24.103 192.168.24.15 3475 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
128 88.105483 192.168.24.15 192.168.24.103 61 Alert (Lewvel: Fatal, Description: Decrypt Error)

155 93.100805 192.168.24.15 192.168.24.103 347 Client Hello

156 93.103610  192.168.24.103 182.168.24.15 3475 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
166 93.105169 192.168.24.15 192.168.24.183 61 Alert (Level: Fatal, Description: Decrypt Error)

179 183.146048 192.168.24.15 192.168.24.103 347 Client Hello

1@e 1e3.148826 192.168.24.103 192.168.24.15 3475 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
184 183.158352 192.168.24.15 1592.168.24.183 61 Alert (Level: Fatal, Description: Decrypt Error)

198 169,050786  192.168.24.15 192.168.24,103 347 Client Hello

199 109.062833 192.168.24.103 192.168.24.15 3475 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done
203 109.064404 192.168.24.15 192.168.24.103 61 Alert (Level: Fatal, Description: Decrypt Error)

214 113.420200 192.168.24.15 192.168.24.103 347 Client Hello

215 113.422667 192.168.24.103 1592.168.24.15 3475 Server Hello, Certificate, Server Key Exchange, Certificate Request, Server Hello Done

Frame 185: 3475 bytes on wire (27808 bits), 3475 bytes captured (27800 bits) on interface \Dewice\NPF_{ACE26BB4-CBLA-EFO-BFFA-399C126ABBSF), id O
Ethernet IT, Src: RealtekS_33:18:58 (90:c@:4c:33:10:58), Dst: AdlinkTe 61:24:da (00:30:64:61:24:
Internet Protocol Version 4, 192.168.24.103, Dst: 192.168.24.15
Transmission Control Protacol, Src Part: 5000, Dst Port: 36787, Seq: 1, Ack: 204, Len: 3421
Transport Layer Security
TLSvi.2 Record Layer: Handshake Protacol: Server Hello

Content Type: Handshake (22)

Version: TLS 1.2 (8x2363)

Length: 61

Handshake Protocol: Server Hello

Handshake Type: Server Hello (2)

w

Length: 57

versian: TLS 1.2 (0x0303)

Randon: b7dcc f9bb22a 22818dalec3e767bf clafcBAAde 20
GMT Unix Time: Dct 1, 2867 21:33:15.000000000 CST
Random Bytes: b22alb 2818dalec3eT6TbTclafcabddeTf

Session ID Length: ®
Cipher Suite: TLS_ECDHE_RSA_WITH_AES_128_GCM_SHA256 (@xce2f)
Compression Method: null (8)
Extensions Length: 17
Extension: renegotiation_info (len=1)
Type: renegotiation_info (65281)
Length: 1
Renegotiation Infa extension
Extension: ec_point_farnats (len=4)
Type: ec_point_formats (11)
Length: 4
EC point formats Length: 3
Elliptic curves point formats (3)
Extension: session_ticket (len=8)
Type: session_ticket (35)
Length: B
Data (8 bytes)
11436 Eulletrinns 771 40100 6638111361
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9 Photographs

9.1 EUT Constructional Details (EUT Photos)
Please Refer to external and internal photos for details.

- End of the Report -
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