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FCC COMPLIANCE STATEMENT

CAUTION: Changes or modifications not expressly approved could void your authority to use this
equipment

This device complies with Part 15 of the FCC Rules. Operation to the following two conditions: (1) This
device may not cause harmful interference, and (2) this device must accept any interference received,
including interference that may cause undesired operation.

FCC §15.105 Information to the user.

NoTe: This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant
to part 15 of the FCC Rules. These limits are designed to provide reasonable protection against harmful
interference in a residential installation. This equipment generates, uses and can radiate radio frequency energy
and, if not installed and used in accordance with the instructions, may cause harmful interference to radio
communications. However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be determined by turning
the equipment off and on, the user is encouraged to try to correct the interference by one or more of the
following measures:

—Reorient or relocate the receiving antenna.

—Increase the separation between the equipment and receiver.

—Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
—Consult the dealer or an experienced radio/TV technician for help.

FCC §15.706 Information to the user.

This equipment has been tested and found to comply with the rules for white space devices, pursuant to part 15
of the FCC rules. These rules are designed to provide reasonable protection against harmful interference. This
equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. If this equipment does cause
harmful interference to radio or television reception, which can be determined by turning the equipment off and
on, the user is encouraged to try to correct the interference by one or more of the following measures:

(1) Reorient or relocate the receiving antenna.

(2) Increase the separation between the equipment and receiver.

(3) Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.

(4) Consult the manufacturer, dealer or an experienced radio/TV technician for help.

FCC RF Radiation Exposure Statement

This equipment complies with FCC radiation exposure limits set forth for an uncontrolled environment.
Caution: Exposure to Radio Frequency Radiation

To comply with FCC RF exposure compliance requirements, for fixed configurations, a separation
distance of at least 30cm must be maintained between the antenna of this device and all persons.
This device must not be co-located or operating in conjunction with any other antenna or transmitter.
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1. System Introduction
1.1 Service Configure
The service composition using backpack Wi-Fi is shown below.
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1) Advantages of TVWS Internet of Things

With the rapid activation of the Internet of Things recently, services that require
high-speed data communication such as video, Wi-Fi, and IP camera services are rapidly
increasing.

Although LTE, which is a wireless communication, is used in rural households, islands,
livestock farms, and fish farms, which are difficult to establish wired communication, there
is a burden of communication charges.

TVWS eliminates the burden of telecommunications charges in unlicensed bands and saves
time and money over wired communication.

2) TVWS configuration and utilization

It consists of master equipment and slave equipment for TVWS communication.

Where the master equipment needs to be wired to the TCP/IP network, the slave
equipment is installed in an area to supply Internet of Things services, and each device
communicates with a wireless TVWS signal.

Using backpack Wi-Fi, you can provide public Wi-Fi services and live streaming services to
the venue.

In addition, if your network collapses due to disasters such as earthquakes and fires, and
power is difficult, you can use your battery to provide emergency Wi-Fi services.

Precaution

Do not use outdoor, In door use only
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1.2 Network Configure

The TVWS Gateway consists of 1:1 connections between one master equipment and one
slave equipment. Depending on the service area, 1:N can be configured to connect up to
9 slave equipment to 1 master equipment.

Multiple cameras can be connected to each slave device, and equipment from other
companies can be connected using the following ports.
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This is the network configuration diagram of the backpack Wi-Fi master equipment.

Please refer to the example below and check the network configuration as needed.

(Each port can be changed.)
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This is the network configuration diagram of the backpack Wi-Fi Slave equipment.

Please refer to the example below and check the network configuration as needed.

To connect equipment other than the equipment provided, refer to the NVR IP and port
in the figure below to change the settings of the equipment you want to connect to and
connect to the configuration of the slave equipment. (Each port can be changed.)
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1.3 TVWS Backpack Wi-Fi
1.3.1 Wi-Fi equipment and support backpack.

Introduction and function.

IEEE 802.11af modem support

Access to the TV White Space database

WEB Ul support

LOS distance communication greater than 10 km

Support for bonding of neighboring two channels (6+6MHz)
Transmit power control function

Long-range Point-to-Multi Point (PtMP) support

Wi-Fi(IEEE 802.11n) support.

remote firmware update for the support.

Supports battery operation when power is difficult to use, such as a power outage

Precautions

This equipment must be installed by professionals and must comply with the regulations

of their country and region. In addition, depending on the surrounding wireless

environment, communication between equipment may not be possible without a TVWS

available channel.
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Technical Standards
Duplex

Channel bandwidth
Operating Frequency
Modulation Method
Maximum Data Rate (TCP)

Maximum Output Power

TX/RX Carrier

Output Spectrum Mask
Out of band launch.
Receipt Sensitivity

Maximum Access Devices
GPS

Operating Temperature
IP Rating

Electrostatic Discharge
Battery

AC Power

Power Consumption
Size

Weight

HOUSING

Antenna Port

Ethernet Ports
Standard / BW (Wi-Fi)

Operating Frequency
Switch

IEEE 802.11af

TDD

6MHz / 12MHZ (Support for bonding of neighboring two channels (6+6MHz))
470 — 698MHz

BPSK, QPSK, 16-QAM, 64-QAM, 256-QAM
19Mbps @6MHz BW

26Mbps @12MHz BW

27dBm+2dB @6MHz BW

17dB Gain Control @1dB step

1x1 SISO

55dBr @C.F£3.0MHz, 6MHz BW

< -42.8dBm @RBW 100kHz

-77dBm @MCS8(256-QAM 3/4)

-84dBm @MCS5(64-QAM 2/3)

-91dBm @MCS3(16-QAM 1/2)

-96dBm @MCS1(QPSK 1/2)

-98dBm @MCSO(BPSK 1/2)

9

built-in type

-20°C to 50°C @elevation 0 m

IP65

8kV air, 4kV contact

144V / 19.8Ah / 294Wh

AC 110 ~ 230 V / 50-60Hz

35W

500 mm x 500 mm x 300 mm (including backrest)
12 kg or less

sheet metal aluminum

TVWS ANT port Tea (N Type(F) / 50 ohm)
Wi-Fi ANT port 2ea (RP-SMA Type(F) / 50 ohm)
RJ45 Connectors 2ea (10/100Base-T)

(WAN Port, LAN Port)

802.11n / 20 MHz

2 412 ~ 2 462 MHz (Varies by region/country)
2 (power switch, battery switch)
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1.3.2 TVWS Backpack Wi-Fi Component

TVWS
Backpack Wi-FI

AC Cable

Patch Anntena

Wi-Fi omni Antenna  ——
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1.3.3 TVWS Backpack Wi-Fi component description.

1) TVWS Backpack Wi-Fi Top

1 : Extension pole (GND) 4 . GPS

2 : Ethernet port (WAN/LAN) 5 : TVWS Antenna Port
3 : Wi-Fi Antenna Port 6 : Power

2) TVWS Backpack Wi-Fi Inner

1 : Battery 3 : Power Switch / Battery Switch
2 : TVWS Module 4 : PSU
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4) TVWS Patch Antenna

 a

Electrical Specification

Frequency Range(MHz) 470-698 MHz
Gain( dBi) 8+0.5 dBi
Polarization Dual Slant V/H
Horizontal Beam width 80+12°
Vertical Beam width 75+12°
Isolation >25 dB
Front to Back Ratio >13 dB
VSWR <2
Maximum Power Per Port 50 W
Impedance 50 Q
Lighting protection DC Ground
Mechanical Specification
Connector 2 x N Female
Height/width/depth 310x310x150 mm
Antenna Weight 2 kg
Radome color white
Radome material UV Protection ABS
Operational Temperature -40°C to +50°C (-32°F to +122°F)
Humidit ETS 300 019-1-4, EN 302 085
y (ANNEX A.1.1)
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5) Wi-Fi Omni Antenna

e

Electrical Specification

Frequency Range(MHz) 2400 ~ 2483.5 MHz
Band width 83.5 MHz

VSWR vertical9 : 1

Gain 5+ 1dBi
Impedance 50 Q

Polarization Linear

Mechanical Specification

Antenna Size (Length x Height) 194 x 13 mm
Connector RP-SMA Male
Radiator Material Copper
Operation Temperature -30°C to +70°C
Operation Humidity 10 ~ 90 (%)

1.4 Safety Precautions

1.4.1 General precautions

1) Do not use outdoor, In door use only

2) Do not use or store in an environment with vibration

3) Do not allow foreign objects such as water, liquids, or metal poweders to enter the
product. This may cause breakage or electric shock

4) Do not charge or use the battery in explosibe environments with flammabel liquids,
gased, or dust

5) Users cannot replace the internal battery, If there is any problem of battery, replacing
or maintenance should be done by manufacturer

6) Do not use out of position, such as upside down or sideways

INNONET Co., Ltd.



2. TVWS WEB UI

2.1 PC Setting

This procedure changes the TCP/IP settings in Windows to allow access to equipment in
its initial state.

1) Click the Start Windows button and select Windows System > Control Panel.

2) Double-click the Network and Sharing Center icon in the Control Panel window.
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4) Right-click Ethernet, then select Properties.
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6) Set 'Get IP address automatically’ and 'Get DNS server address automatically' as follows,
then click the OK button.
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7) In the Ethernet Properties window, also click the OK button.

8) Press the Windows Launcher button, then click the command

prompt for the Assistant
in all programs to execute it (press the window button and R on the keyboard, enter cmd,
and click the OK button).
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9) When the PC and master equipment are connected, type 'ping 192.168.100.1', press
Enter and check the response message. (Master Equipment LAN Port to Ethernet Cable PC)

10) When the PC and slave equipment are connected, type 'ping 192.168.1.1', press Enter
and check the response message. (LAN port of slave equipment or PoE LAN port to
Ethernet cable PQ)

INNONET Co., Ltd.



2.2 TVWS WEB Ul
2.2.1 Connection Method

1) After confirming that there is no problem with the ping test, enter '192.168.100.1:8800'
in the Internet address window to access the WEB page of the master device.

2) After confirming that there is no problem with the ping test, enter '192.168.1.1:8800" in
the Internet address window to access the WEB page of the slave device.

G @) hito7192 166.100.1 /ogi-binlucl T =

B TS - LuC
Innonet TVWS

Authorization Required

Flease aner your usemame and password

Usermarme

‘oviered by LuCl Trumk [150401_1413) Open'Wrt Bairier Braaker 14.0 7

2.2.2 VWS WEB Ul Tab
The WEB Ul of the TVWS equipment consists of Status, System, Network, Logout.

Innonet TVWS Status ~ System ~ Network ~  Logout
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2.2.3. Status
- Status consists of four tabs.

1) Overview
- The Status Overview of the Equipment is divided into System, Memory, Network, and

DHCP Leases.
Status : Displays information about the name of the equipment, model, firmware version,

Linux kernel version, synchronized time, equipment running time, and average load amount

of equipment.

Status

* Memory : Information about the total available memory, free memory, cache, and buffer

of the equipment is displayed.
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Network : Network information of the equipment is displayed.

Network

[Pwd WAN Siatus 2 Type: stanc
wianD Address: 192 168 100100
Metmask: 255 255 255.0
Gateway: 192 168 1001
DHNS1: 8888
Connected: 3d 10h 38m 145

IPwE WAN Status 2
 Not connecled

Active Connections 104 16384 (0%)

DHCP Leases : The DHCP information assigned by the equipment is displayed.

DHCP Leases
Hostname IPwd-Address MAC-Addreas
? 192.168.1.127 be 01 2b:00.00.8b

DHCPvE Leases

Hostname IPvE-Address DuiD

There are no active leases

Leasetime remalning

Th 20m 19s

Leassatime remaining
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2) System Log
- You can monitor system logs, which disappear when you reboot the equipment with
volatile logs.

System Log
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Wisd Py 10 17 §2 25 J070 e woen bawval [PREREE ASI000] TWWSRLIMK GATTERYT READ | SuFFFE §
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Wed Falb 19 17 82 55 JR20 wmer e Nl [ 28006 £1700G7 TVWELDG HPWE) G Gl Guea Gl Dedl 000 a0 0wkl 2030 Dud Gt T Sl aed

e ot 13 12 42 50 Y onme winem bt (350647 TRI00G] TVWELIN WWLANG TX POWER | Ote C1 1 Tumwp § § Chamged | Ta 1)
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Wl Pt 1 17 57 51 JO00 wuer wen o [ PREST JEA00G) TVWELBGL STA PROCESS MAN [PATH-9)

Wieed P 88 11 42 30 M1 wnen waen bosvad [296657 M0A000] TWIWARLIMK STA MROCESE COMNMECTED
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3) Kernel Log
- The logs distributed to the console allow you to monitor the debugging logs in the
kernel, which disappear when you reboot the equipment with a volatile log.

Kernel Log

P07 AB000] TVWSLIMK  WLAND TX POWER | Offsst T 1, Temp @ ) Changed | Ta 16)

RO 520000 Set_TaPower Proc Ki Barchaddth = 0 Wbz § Charnsd = 31 Tx powsr = 16 i | CH Offaat « 240 = 2
300267 S48000] TVWSLINK STA PROCESS MAIN (PATH=I)

R0 S00000) TVWSLIMK - STA PROCESS - CONMECTED

R0 S16060] TVWSLINK  GPS Erart in Opasing ByLISB0

(R85 BEBOGO] TVWSLINK MPA) St Feauest THSI [17)

[S007 S20000) TVAVSLINK  WLAND TX POWES! | Offest CH. 1. Tamp 0 ) Changsd | Ts 6]

F00:30) DEL000] Set_TuPowesr_Proc KH Bandwiith = 8 Mz | Chasned » 31/ Tx powss = 16 @ | CH Offsal = 248) = 2

RO 268000
(300704 924000 TVAWSHLINK  HPWD) RO Ouft Dewa DuSd) 0x00 0wd0 Gt (M Bwdt Sudl Gutd dufl Danl

(300305 166000] TVWSLINK WLAND TX POWER | Offsat CH 1. Tamp 8 ) Changed { Ta 16)

(300005 ADODUD| St TuFweenr Proc KF Pandsidth = 0 Mz | Chamnel = 31 1 Tx poses = 1 diin | CH Ofal = 2 40) = 2

[HO305 4Z0000] TVWSLINK  STA PROCESS MAIN (PATH:0)

{0005 4E8080] TVWSLIMK STA PROCESS | CONMNECTED

[IO0T 10D0BO] TVWELINE LIOP | M tn S - 1P 152 168 100 | {450%0] Fuspanse receivad (54 da 56 O O

[T A0B00O] TVWSLINK  WLAND TX FOWER | Offuet CH 1 Temp 0 ) Changed | Ts 46)

RO0MT AS2000) Sut_TuPawenr Pros: KH Bariduwiith = 0 Mz | Charsl = 31/ T powwsr = 16 s | CH Offast = 2 /) =

[O0I07 A80000) TVAWSLINK - STA PROCESS MAIN (PATH-)

00307 520000} TVWSLINK.  TA PROCESS - CONMECTED

D08 DOEIB0] TVASLIGC 1PWQ) FD Owid ekl BB uh1 0u0 Gudd Sun? Oulle GeB0 Gu1) Dud Gl Gull Gufl Sulf a4 G Gaid) Dudd G Fe Gala
(00300 TII000] GPS Uiplowd ut 71021014 26 58

[R00308 SX2000) TVWESLINK - WLAND TX POWER | Ofal CH 1, Temp 8 ) Changsd { Ta 46}

[H00:I08 ST 2000 Sut_Talows_Proc K Bacicidth = 0 MMz | Channed = 31/ Ta powsr = 16 @B | CH Offwat = 240) = 2

R0 O0O00) TYWSLINK  MPRD) Sed Reqguest 558 [17)

000110 JSE000| TVWSHLIMK  WLAND TX POWER { Offest CH 1, Temp @ ) Changed | Ta 46}

(00310 WO000] Sa_TePownr_Proc KFH Bandwidth = 0 Mtz | Channsl » 31 1 Tx povss = 16 dim | CH Ofsat = 370 = 7
(00310 S08000) TVIWSLINKE  5TA PROCESS MAIN PATH-S)

00310 448000 TVWSLIG  STA PROCESS  CONMECTED

0110 92000 TVWSLINK  RSCHECK Ermst in Opening ByLESE1

P01 TI2000] TVWSLIMK HPAD) R Bal Duea OuSd Gn0 Ge08 Gu31 Sx30 0u39 0236 Badt Sul Gunf
[POEI11 FTE00H TVWSLINE  WLAND TX POWER | Offsel CH 1, Tanpll | Changed | Ta 16}

ORI BP0000] Set_ToPwwss Proc KR Bandwidih = B MHz | Chanred = 311 Ta powsr = 18 i | CH Offsat = 3 (8} = 7
[O0311 BAS0O0] TVANSLIM  STA PROCESS MAIN (FATH-0)

o011 BES000] TVWELINK STA FROCESS CONMNECTED

(300317 S4000) TWWSLINK _ FS Ervort In Opaning oyUSB0

0013 212000] TVAWSLINK  WLANG TX POWER | Offsat CH 1, Temp 8 ) Changad | Ta 96)

{00313 252000| San_TuPowsr_Proc KR Bandwidth = 0 Mz | Channed = 31 1 Tx powes = 16 dfim | CH Ofiast = 3 48) = 3
(00313 200000 TVWSLIMK  STA PROCESS MM [PATH=E)

00313 320000] TVWSLINK.  STA PROCESS CONMECTED

[HO0IT4 J40000] TVAWSLINE HPRD) FID Owli) Deft? Gell) Dwlk) 0a20 0e00 Oua ) Oalle 0wd0 Gn17 Sel0 Lulf Dull Ouf ol Ox 77 OuB0 On Y Ou00 Dui) Dut)
FR0714 ZG000) TVWSLINKE DLE Errorl in Oparing myUSH2

[AO014 BLL000] TVIWVSLINK  WLAND TX POWER | Offawt CH 1, Tamp 8 ) Changeal | Ta 46}

00114 BBL000| Sei_TaFows Proc KR Bendwidth = 0 Mz | Chamned = 11 1 Tx powsr = 16 dBm | CH Ot = 3 48) = 7
[RO014 F2000) TVAWSLEGC  STA PROCESS MAIN (PATH=0)

0514 FE2000] TVWSLEIGE STA PROCESS COMMECTED

[ER016 004000] TYWSLINK  WLAND TX POWER | Ofsst CH 1, Tarmp @ ) Chasgesd [ Ta 1)

[O0I1E 129000 Set_ToPwass_Pros KH Barahobth = 0 Mz ) Chased = 310 Tx powss = 56 8im / CH Offael = 718 = 2
RO 156000 TVWSLINK  STA FROCESS MAIN [PATH=0)

[300714 196000] TVWSLIK STA PROCESS CONMECTED
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4) Realtime Graphs

- Realtime Graphs displays real-time graphs such as equipment load and traffic. You can
select each tab to see the corresponding graph.

Realtime Load

1) Mt wrcow, ) Second reral)

1 Mlimie Load: 1 16 Average: 1B Peak: 145
5 Mimwte Load: 087 Average: 08T Peak: 0&3
15 Mimste Load: 075 Average: 075 Peak: 075

Realtime Connections
Thil piss Ml 3 SiEfide Sl OTEEy B RAFeEi CEAABIIRREL

Active Connections

une- T A B Peabc 17
E n Ay wpE n Peak- 17
Onhemz £ Lvernge | [T S
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2.24. System
- Divided into System, Administration, Backup/Flash Firmware, Reboot

1) System

- System Properties: You can change the time information and log settings of the

equipment.

* Local Time : Check the current equipment setting time. The Sync with browser button
allows synchronization with the browser you are connected to.

* Hostname : You can set the name of the equipment.

* Timezone : You can set the time zone for the equipment. The initial value is Asia/Seoul.

]
]
e

|
LY

|
- |
]

3
1]
]
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Time Synchronization
Enable NTP Client : Activate the NTP client of the equipment.
Provide NTP server : Activates the NTP server through the current equipment vision.

e NTP server candidates : Set the list of NTP servers to connect to.

2) Administration

- change the password and remote SSH settings of the Router Password device.
* Password : Enter the password you want to change.

* Confirmation : Enter the password you want to change once more.

Router Password

Changes the administrator password for accessing the device

Passwaord

Confirmation =

- SSH Access

* Interface : Set up an interface to allow SSH connections.

* Port : Set the port to use for SSH connections.

* Password authentication : Use the password when accessing SSH.

* Allow root logins with password : Allow root account access when SSH is accessed.
* Gateway ports : Set a port that allows SSH access on the external network.

* SSH-Keys : Set the public key to use for SSH.
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55H Access

DOropbaar shars 55H novwork shal access and an istagrased SCP senes

Dropbear Instance

Liukta

Imterin=

@ Listen only on the given imerlace or, # unspaciied. on all

@ Spedfies the lstening port of this Dropcaear instance
Fassword suthanlication B @@ Sbow 55H password sulhanticaton

Al resl lofins it & Abdw thia ool usar b g with passwind
passsnnd

Gatsway ports @ Abow remole hasls So connect 1o focal 554 larwerded paris

i Add

SSH-Kays

Here you can pasts public 5564 -Keys (one per line) tor 55H public-ley suthentication

3) Backup / Flash Firmware

- Backup/ Restore You can back up, restore, or update new firmware settings for the
equipment.

* Download backup : Download the current settings as a backup file.

* Reset to defaults : Change all settings to preferences.

* Restore backup : Restore settings using the backup file you downloaded.

Backup / Restore
ek Gansrale archive” ba dowrload 3 far archiva of e cerent configuration Ries To resel e femeeane to e Initia! siass ok "Perionm resel (only possibila
with squashls images

Diwrilead backup [@ Genorale archive

Heset to defaulis @ Parlom rsaat

To restore comfiguration flas, you can wpioad a previously ganerated backup archive hara

Besione hacikup O S | M E : @ Upload srchive
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- Flash new firmware image

* Keep settings : Maintain existing settings after firmware update.

* Image : Select the firmware update file, then click the Flash image button to proceed
with the firmware update. Be careful not to lose power during firmware updates. After

the firmware update is complete, the equipment will reboot.

Flash new firmware image

Upload a sysupgrada-compatible imags hare to replacs the nanning firmware. Check "Keep settings™ to ratain the current configuration (requires an OpaniVin
compatible firmwars imaga)
Keep sattings
Image Bl 49 Bl Flash image

- You can reboot the

equipment remotely. Pressing Perform reboot will reboot the

equipment immediately, and will take you to the login page after the operation is

complete.

MediaTek TVWS jom = Net .

System

Raboot
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2.2.5. Network

- Interfaces, Firewall, Diagnostics, Wireless/DB, Status/Settings, DDNS, Offset, IoTZ LIS
UAS L L

A H

1) Interfaces

- You can set up a network of equipment and assign IPs. The default network is divided
into WAN and LAN. The WAN assigns the interface from which the equipment supplies
the Internet, and the LAN assigns the interface from which the equipment supplies the
Internet. You can set Protocol, IPv4 address, etc. through the LAN and WAN Edit, and you
can add any user interface by clicking the Add new interface button.

Interface Overviaw

Hetwark Slnles ctions

LAN Uptime: 3d 120 3dm 17 - . "
MALC -Address: ne L) = Eddt %] Diekei

la RX: 1053

o ™1
Pk i Il

R MAC. Achilvess: 00 50 0000 DO 0O Connact 9 S f  Edi B Dot
BX: D08 B 0 Phia

EFT0_sln netmstk TX: 000 3 (15 Plas

Global natwork options

A Prefic
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Common Configuration — General Setup

Status : You can check the interface status of the WAN network.

Protocol : You can apply the protocol to the WAN interface. Use DHCP client for
flexible IP assignments and Static address for static IPs.

When setting the protocol to Static address, you can enter the setting value below.
IPv4 address : Set the static IP.

IPv4 netmask : Set up Netmask.

IPv4 gateway : Set the Gateway IP.

Common Configuration

ydvanced Satlings Physical Satlings Firewall Sattings

Status & Uptime: 3d 12h 43m 27=
br-lan MAC-Address: 00 13000498
RX: 1004 MB (67076
TX: 11.19 MB (68787 Pkis
Pwd: 192 168.1.1/24

Plis. )

Protocol tatic & T “w
IPvd address
Pwd netmask

[Pv4 gateway

IPv4 broadcast : Set the Broadcast IP.

Use custom DNS servers : Set up a DNS server.

IPv6 assignment length : Sets the length of Prefix for IPvé.
IPv6 address : Set an IPv6 address.

IPv6 gateway : Set the IPv6 gateway address.

IPv6 routed prefix : Set the IPv6 routed prefix address.
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IPvd broadcasi

Use custom DNS servers 1888 et

IPvE assignment length {mablad x

& Assign a part of given length of avery public IPvG-prefix to this interface

IPvE address
IPvE gateway

IPvE routed prefix

i) Public prefix routed io this device for disiribution to clenis

Common Configuration — Advanced Settings

Bring up on boot : Set the network to turn on at boot time.

Use builtin IPv6-management : Enables built-in IPv6 management.
Override MAC address : Overwrite the MAC address of the network.
Override MTU : Use the User Settings MTU.

Use gateway metric : Establish metrics gateway.

Common Configuration

General Setup Advanced Seftings Physical Settings Firewall Settings

Bring up on boot

Use builtin |PvE-management
Owverride MAC address
Owerride MTU

Use gateway metric
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- Common Configuration — Physical Settings
* Bridge Interface : Set the network to a bridge.

* Interface : Assign an interface to the network. For bridge networks, you can select

multiple interfaces.

Common Configuration

General Setup Advanced Seltings I Firewall Setings

Bridge interfaces i@ oeales a bridge over spacified intarfaca(s)

Enabloe STP | i@ Enables the Spanning Tree Protocol on this bridgs
Imarfa
Z an
-3 wn

- Common Configuration — Firewall Settings
* Create/Assign firewall-zone : Select firewall rules to apply to your network.

Commaon Configuration

g

Genoral Saluf Advmnced Salfing Physical Sottng

Creals [ Assi gn firewall-zons

L} lan: |lanm: 3* i 8

R v

& Choose the firewall zone you want 1o assign to this inlerface Saled ungpeched bo remove the inlorface bom the associalec

zone of il out the create fleld to define 8 new zone and attach the interface lo

-DHCP Server — General Setup

* Ignore interface : Disable DHCP for the network.

» Start : Sets the starting range of floating IPs allocated by the DHCP server.
* Limit : Set the end range of floating IPs allocated by the DHCP server.

* Leasetime : Set the expiration date of the floating allocation IP.

INNONET Co., Ltd.



DHCP Server

seneral Setuy Advanced Settings Pvb Sattings
lgnore interface @ Disable DHCP for this interface
Start

@ Lowest leased address as offsel from the network address

Lirmit

@& Maximum number of leased addresses

Leasetimea

@ Expiry time of leased addresses, minimum is 2 minutes ( 2= )

DHCP Server — Advanced Settings

The menu is displayed only when DHCP Server is enabled.

Dynamic DHCP : Ensure that unregistered clients are also assigned flexible IP.
Force : Service persists even if another DHCP server is found on the network.
IPv4-Netmask : Overwrite the Netmask passed to the client.

DHCP-Option : Sets DHCP-related options.

DHCP Server

Ganeral Sefup dwanced Self P Sattings

Dymamic DHCP @ Dynamically allocate DHCP addresses for clients. f disablad, only clients having static leases will be servad

Force @ Force DHCP on this network even if another server is detectad
_F'-.'-I Matmask
i@ Owerrlde the netmask sent to chents. Normally it ks calculated from the subnet that |s served
DHCP-Options i
& Define additional DHCP apBans. lor examphs ™ &, 152.188.2.1, 152, 168, 2.2 " which advertises differant DNS sarvers 1o
clients

DHCP Server — IPv6 Settings

Router Advertisement-Service : Set RA Service related options.

DHCPv6-Service : Set DHCPv6-Service related options.

NDP-Proxy : Sets NDP-Proxy related options.

DHCPv6-Mode : Sets DHCPv6-Mode related options.

Always default router : This setting always notifies you that it is the default router.
Announced DNS servers : Set up a DNS server.

Announced DNS domains : Set the DNS domain.
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DHCP Server

General Setup Advanced Seftings IPvE Settings

Router Advertisement-Service

DHCPvE-Service

NDP-Proxy

DHCPve-Mode

Always announce default
routar

Announced DNS servers

Announced DNS domainz

server mode

server mode

dizabled

stateless + stateful

O @& Announce as default router even if no public prefix is available.
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2) Firewall
o Watd A 3 xE Y A 2E2 € = USUCh

General Settings

* Enable SYN-flood protection : Enable the firewall against SYN-Flood attacks.
* Drop invalid packets : No invalid packets are received.

* Input : Set the rules for packets that have the equipment as the destination.
e OQutput : Set rules for packets sent from the equipment.

* Forward : Set rules for packets passing through the equipment.

e Zones : Set the rules for the preset zone.

Firewall - Zone Settings

The firewall crestes rones over your network interfaces 1o control network raflle low
General Settings

Enable SYN-llood protectian

Drop imvalid packsts

Irpiat
Owitpun
Farward
Zones
Zone = Forwardings Input Output Forward Masquerading MSS clamping
BN lan: 1 2 @ | = (SR | | : . £ Edit n]| Delate
W wan I accepl v JCCEpt SCOBOL v [+] £] Edit ]| Dalata
5] Add
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Port Forwards

Allows the user to set up port forwarding for the desired port.
Name : Rule name

Protocol : The protocol type to be applied.

External zone : Zone to be set to the outside (typically wan)
External port : External Port

Internal zone : Zone to be set inside (typically lan)

Internal IP address : Internal IP Address

Internal port : Internal Port

Firewall - Port Forwards

Port forwarding allows remole computers on the Inbernet o connect io a specific computer or service ithin the private LAN

Part Forwards

Mama  Maich Forward o Enabla  Sor

Hew poet Foiwand

Hams Protoco Extama Extemal par Inteenal Intesmal IP address  Intemal port
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3) Diagnostics

- Option to self-diagnose network health.

* Ping : Ping can be sent to the entered address to check the network connection with
the equipment.

* Traceroute : You can check the path to the entered address and the transfer delay.

* Nslookup : You can check the Name Server information associated with the entered

domain.

Diagnostics

Metwork Utilities

1§ Ping @l Traceroute [ Mshookup

nstall pulis-traceroulab fod [Pyl racerous
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4) Wireless/DB

Set information necessary for operation such as Mode, MCS, Bandwidth of TVWS.
General Setup

Mode : You can set the master and slave modes.

MCS : You can set a configuration that combines spatial streams, modulation methods,
coding rates, etc.

Bandwidth : You can set the bandwidth.

Channel Manual Select : You can set the way in which available channels are assigned.
SSID : You can set the SSID of the equipment.

TxPower : You can set the output strength of fixed TW equipment.

Portable 100mW TxPower : You can set the output strength of mobile 100mW
equipment.

Portable 40mW TxPower : You can set the output strength of mobile 40mW equipment.
Channel : Channel Manual Select is activated and the channel can be set.

General Setup

Hardware Type  HIGH_POWER_UHF

Mode SLAVE e
MCS AUTO "
Bandwidth GMHz w
Channel Manual Select O w
331D TVWS
TxPower 25 dBm b
Portable 100mW TxPower 14 dBm b
Fortable 40mWW TxPower 14 dBm b
Channel 31 (575 MHZ) "
— 37 —
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NMS Server : You can set the address of the NMS server to which you want to send
information about the equipment.

NMS Report Interval : You can set how often to report to the NMS server.

Channel Server : You can set whether to use the available channel optimization channel
optimization server.

Channel Server Domain : You can set the domain of the available channel optimization
server.

Channel Server Polling Period : You can set the available channel optimization server
registration message transmission frequency.

Channel Reallocation Polling Period : You can set the available channel optimization
server channel reallocation check message sending frequency.

Slave Location Report Period : (BIS) You can set the slave location information
transmission frequency.

Roaming Table Polling Period : (BIS) You can set how often roaming table request messages
are sent.

Roaming Table Clear : (BIS) You can set roaming table initialization.

Roaming ID (Bus Line) : (BIS) You can set roaming table route information.

MMS Server hit 18.0
NMS Report Interval
Channel Server Disabie 4

Channel Server Domain

s}

Channel Server Polling
Period[min]

Channel Reallocation Folling
Period[min]

ave Location Report
Period[sec]

(W]
&

a2

caming Table Polling
Period[min]

Roaming Table Clear

-

Roaming 1D (Bus Line)
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Database stores information to identify users in the RRA prior to
available channels, which should not be modified by users should not

users.

Database

VWS DB

Damain

Mobile Slave

Flxed Slave Numbar

DB Access Time

I'x Power [ype

Device Typa

Device Schame

Use Device Type Ext

(rwnier - Full MName

Owner - Kind

Operator - Full Name

Opearator - Streat

Operatos - Locality

Operator - Region

Operator - Post Code

Operator - Country

Operator - Tel

Operator - Email

hws Kr

Present

Nono

Lt
Ln
o

P

Fizxed

Manial

MNOT USE

Innonet

Inmonel

02-406

bt
3-8849

cs@mnonet net

being assigned
be modified by
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5) Status/Settings
TVWS Status
* View the available channels, reception, and output strength of the TVWS.

e TVWS Status : You can check the available channels assigned to the current equipment

and the sensitivity of the equipment.

e RSSI Alarm Threshold(Min, Max) : You can set the lowest and highest values of the

sensitivity of the alarm (T.D.B.).
* TVWS TSSI : You can check the output value of the equipment.

e TSSI Alarm Threshold(Min, Max) : You can set the lowest and highest values of the

output to be alarmed (T.D.B.).
*  WIiFi#1,2 TSSI : The Wi-Fi output of the machine can be checked (T.D.B.).
e |IP Address : You can set the internal IP of the equipment.
* WAN Network Config : Check whether WAN IP has been changed and set.
* TVWS Sleep Mode : You can set the slip mode of the equipment (T.D.B.).

TVWS STATUS/SETTINGS

Status/Settings

Sleep Mode Control

TVWS Sleep Mode

INNONET Co., Ltd.



TVWS Settings

TVWS TX : You can control the output of the equipment.

WIFI : You can control the WIFI output of the equipment.

LNA Bypass Control : Depending on TVWS reception, you can control the amplifier that
amplifies the signal.

LNA Bypass Mode : Control the amplifier that amplifies the TVWS signal.

Slave Location Recheck : Check the location of the cruise ship can be set (T.B.D.).

Slave Notification Interval : Set the positioning cycle for cruise ships (T.B.D.).

Ext USB Port : You can control whether or not to use the USB output.

TVWS STATUS/SETTINGS

Status/Settings

S Stalus T gtting HPA Update

TVIWS TX

LMA Bypass Control flamua 4
LMA Bypass Mode
Stave Localion Rechack
Slave Nolification inlerval IEF W
Ext 12V Enabie

Ext USB Por IFF W
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HPA Update

* Download File Path : You can set the file path for the HPA firmware.
HPA1 Status : View firmware information for the HPA.

TVWS STATUS/SETTINGS

Status/Settings

HPA1 F/W : firmware updates can be made by setting it up.

TVWS Status TVWS Settings

Donwload file path

HPA1 Status

HFAT FAN

6) DDNS

- You can set up a domain to access the equipment.

TVWS DDNS
DDNS
BBl
DDMS Domain
Updsate Enabia
DDNS Server

Cumeni WAN IP Address

DONS Command Stafus

Conneclion Status

hitpcifsenerhpamcu303_booo: bin

Ver_1.3.00

NORMAL

HFA Update
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7) Offset

- Adjust the output value by channel by changing the offset of the equipment.

Offset

Odfsat for Channel & Temperature

chlx - 6MHz

choz chol}

chix - 6MHz

chih chil

ch2x - 6MHz

chl chi

chdx - 6MHz

ch3d chi

chdx - GMHz

chad chd1

i]

cha2

chi2

cha2

chb4

ch1l}

ch23

chi}

chdl

ch4

chM

chig

chis

chas

chis

chd5

chi1g

chi

ch3ib

chib

= FJ)

cha?

chig

chag

chid

chdB

chio2

chid

chad

ch3d

ch4d
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8) loT

- You can set the server to monitor the status of loT equipment and the frequency to

upload.
loT
oT
loT
Sansof Stalus
Server
1T Upload Perod
2.2.6. Logout

- Log out the WEB page of the equipment.

Innonet TVWS  Status~  System ~

MNetwork ~

Logout
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2.3 Wi-Fi Setting

You can access the Wi-Fi WEB page to change your password settings. The Wi-Fi WEB
setting screen requires wireless connection with the Wi-Fi, laptop, and mobile phone of the
TVWS equipment to use the WEB page.

1) Use your laptop or mobile phone to find and connect Wi-Fi of your backpack Wi-Fi.

2) Open the WEB browser, type the IP (192.168.25.1) of the Wi-Fi WEB page in the
address bar, type Password, and press Enter to access the WEB page.
(ID= root / Password= fts)

Authorization Required
i anil

INNONET Co., Ltd.



3) On the Network tab at the top of the Wi-Fi WEB Ul, select Wifi.

Status

4) In the Wireless Overview, view the SSID, verify that the Wi-Fi signal you connected to is
correct, and click the edit you marked.

I:":!'H..r'.'ﬂr', -
Wireless Overview

oy Ganeric MACBOZ1Y 807 V1 bgn [radied)

5 i/ [T e

AR | | ma gl mer

Assoclated Stations

& [ © LT . Wigd A elebrwan Ligraap [T N B K Flwis
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5) Select the Wireless Security tab in the Interface Configuration at the bottom to select
the WPA2-PSK and set the desired password for the key. Click the green arrow on the
right side of the key to see the password you are typing. Click the Save & Apply button

to apply the settings.

Dipaanir

Wireless Network: Master " TVWS-WIFI-TEST™ (wlan0)
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6) If you try to connect the Wi-Fi of your backpack Wi-Fi using your laptop or mobile
phone again, and you are prompted for a password, enter the password you set to
connect.

WS- WiIF- T
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3. Maintenance
3.1 Maintenance System
Maintenance is carried out with the following system.

4) 3 L2 4

e e e

N
L f’
A"
Mo FNEAHZ
AN
NN
1) Y FHEE, M) I
2) 2H

T T
WY T T T

1) A service user reports a complaint due to an inconvenience while using the service.
2) When a complaint is received, it notifies the occurrence of a complaint and identifies

the problem.

3) If it can be resolved remotely, support it remotely to resolve complaints.
4) If you need to visit the site, ask the facility team to visit the site.

5) The facility team visits the site to resolve the complaint.
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3.2 Failure Check and Action

If you experience any inconvenience while using the service, please check the following
situations first.

If you are not aware of any inconvenience after checking the following clarification and
confirmation, please contact A/S at 070-7734-9970.

1) In case the master equipment does not have Wi-Fi

- Verify that your Internet modem is functioning normally.

- Ensure that the Power and WAN LEDs of the master equipment are illuminated.

- Under Master Equipment, check for Wi-Fi signals. (The Wi-Fi signal may be weak or not
catchable indoors.)

2) In the case that the Wi-Fi of the slave equipment

- Ensure that the power and link LEDs of the slave equipment are illuminated.

- Under Slave Equipment, check for Wi-Fi signals. (The Wi-Fi signal may be weak or not
catchable indoors.)

3) If the camera connected to the slave equipment does not come out

- Ensure that the camera power (12V or 24V) is supplied to the power box.

- Ensure that the LAN port of the slave equipment and the LAN port of the camera are
connected.

- Make sure that the camera's connection ports are intact.

- Connect to the slave equipment and ping test with the camera to check for
abnormalities.
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3.3 How to Verify Equipment Operation
Before installing the Equipment, you should check and follow the instructions below.

(1) Height above average terrain (HAAT). Below 602 MHz, antenna shall not exceed 250
meters or 500 meters in less congested areas.

All other bands not to exceeds 250 meters.

The HAAT is calculated by the White Space database (§73.684(d) ).

For HAAT greater than 250 meters the following A-F procedures below are required:

(2) The installing party must contact a White Space database, identify all TV broadcast
station contours that would be potentially affected by operation at the planned HAAT and
EIRP.

(3) Notification -The installing party must notify each of these licensees and provide
geographic coordinates, relevant technical parameters and contact information.

(4) Start operations, No earlier than four calendar days after the notification in paragraph
(@)(1)(i))(B) above

(5) Upon request, the installing party must
provide affected licensee the time periods of operations.

(6) Conduct a new notification if increasing its power level, moving more than 100 meters
horizontally from its location, or making an increase in the HAAT or EIRP that results in an
increase in the minimum required separation distances from co-channel or adjacent
channel TV station contours.

(7) All notifications required by this section must be in written form (including email).
To be kept by the White Space device operator for its records and supplied to the

Commission upon request.
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You can check the operation of the equipment using the Terra Term program.

From the menu bar at the top, select Menu, and select New Link.
The master enters IP 192.168.100.1, service SSH, TCP port 2249.
The Slave enters IP 192.168.1.1, service SSH, TCP port 2249.

INNONET Co., Ltd.



If you select OK, a security warning window appears, and select Continue.
Then enter your username and password (user name root, password: innonet160905)

INNONET Co., Ltd.
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3.3.1 IP Verification of Equipment

Type 'ifconfig’

The master displays 192.168.100.1 in br-lan, and the slave displays 192.168.1.1. When DHCP
is assigned to the WAN port of the master, eth1 displays the IP. (ex: 192.168.1.155)

il
N T ook
L ok st Hladde B0 DC 4306 1N 88
i | 02 TGH 10 1 Deasl TR LG
- Pl - Mic -0 1 wlids : L all
LI BHONDCAS T HUNNTRG WL T TGS
RH gkl 2L srrors 1l drappa
i kel e P10 ereors B degppe:
15 0 |wgusisslon il
ML (1.5 Ml TH b

ikl wncng ] Wil Heodde 000 0C 43 06 10 BA
i MOCAST HUNNTREL MIN TTCRST W70 1500
I+ T, 1l deapmad: F1 i
il ilr o

aivciijn || Uhariva b HWaddide 00C0C 47 006 1089
nal adelr: 19, 168, 1 155 beost: 190 068, 1. 755 Mok 755 3505 255
fin | addr I'nEll e kI el 1alDr 68 Seape | ik

LY RIS T HUNN D RG BOL | ST W 1A Ml |
KN T i 1 diapisnd B ganrriEy 0 Frass: B

¥ W il npaned B cudeEriins B earr e
sy 1 HSHD
IH Digfos: DOBIIEES (10 0 Wilid

HMask: 755 0.0.0
B S Hosl
B ELSG Maleae: ]
o0 aroppad B paardiy 0 NPages B
W n oM drapied B aaareieny 0 carr e W
v i | a0
o (G I bl gy 8, F Wil

i ocns L Vel Hbsdde 000 0C &2 [N CH B
i 1 s el Falll: e R0 el eblE1SGA  Senp
VORINCHIDCES T HUNN] R i sl M - i B |
| pisckala i o i iy i I ¥rama 6
LH N i Wy [ rin N carrdee 1
§imiic A | g |
whos:B (8.0 ) 1M bptes:0 (0.0 0]

INNONET Co., Ltd.



rai Pl YRS

u
|
TN 1"
i) O ke
LI BT |

TILHR!

TAE

[T T
| HOlNIRE T
wokmln: ]

I

I 2 LBes 104

il |
i

i |l
[[]IKIREEY|
ksl

kmin

T
KN Biulos B |

Vel M
FoI6E. 1.1 Beaswt e ]9
ol Wi L el
HUMN LR BT [
(N H LT e
1 A F N |
vimn | i 1

Vhamepwn b Mol G000 0C & 00 DG D00

UMK RE IR T LE T |
T [k B T om0l
M i [ WY Fimi Cll CarE parF 1

{herim |t Hladde B0 0E &2 1H:HP
HUNNLNE LT TS WL
” roru il dr il &

1 il

MMM [ M HIII-
TRl i H ITrams W
FiEi W o B

IH Db SOEOE2E (2.0 Mal)

il f  FIH OO kT ol 9T
T ksl e ki 2
HUMNT R Ml T

orrars (B difng

| i i

o0l LT A BN

INNONET Co., Ltd.



3.3.2 Checking the mode of the equipment and TVWS SSID
Type ‘iwconfig’
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3.3.3 Verify and Modify Port Forwarding Table (Master Equipment)
In the WEB Ul of the master appliance,
Port Forward.

Innonet TVIWS

Status

System
Hasiname
Madel
Firmeare Version
Kemal Version 3
Local Time
Liptima 3d Bh 57m 13s

Load Average 0.98. 0.76. 075

i 14 07 / LuCl Trunk

210108 _1025)

Wad Feb 10 055848 202

select from the Parent Network tab -> Firewall ->

Write the information you want to add sequentially in the Newport forward column, add

it, and reboot the equipment.

Firewall - Port Forwards

Port Forwards

Nema Maich Forward 0 Enatile St
e 7, 3 3 5 6 )
iy
B
wals SLAVE J
g
S o { S | s |

@ Name of device and settings to be port
forward

@ Protocol method

® External network

@ External Port Settings

® Internal network

® Address of Internal IP
@ Internal Port Settings
Added

© Save & Apply
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3.3.4 Verify and modify port forwarding tables (slave equipment)

Because TVWS G/W does not support NAT features, slave equipment also requires port
forwarding.

On the slave appliance, type 'Is' to verify that portconfig exists and enter 'vi
/etc/config/portconfig’

You can see that 80 ports of Camera 1 IP 192.168.1.108 are port-forwarded to 10001. 554
port is 20001 port and you can see that it is port forwarding.

To modify port forwarding, press the 'i' key to convert to the input state of the vi editor,
press the 'esc' key to release the input state, and type "wq' to save and exit the editor. If
you have nothing to modify or want to leave the editor, type 'q!" and it will leave without

saving it.
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3.3.5 Check equipment rssi — iwpriv wlan. entering zero British stat
To check the RSSI and MCS of the equipment, enter 'iwpriv wlan0 stat'.
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3.3.6 Verify Equipment Throughput

iperf requires a server and a client. Entering ‘iperf —s —i1'" means that the equipment
entered will become the iperf server and display the value every second. By typing 'iperf —
c 192.168.100.1 —i1', it means that the equipment entered will become an iperf client and
display what was sent to the server IP 192.168.100.1 every second. By default, the
appliance is supposed to run the iperf server process, so you only need to enter the

client. You can enter 'ps' to verify that the 'iperf —s' process is working.
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