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1 Introduction

Purpose

The main purpose of this manual is to provide
information for installation and configuration of
Aperio Online/Offline based products using the
Aperio Programming Application.

The manual is intended for installation
personnel, project managers and people with
similar responsibilities.

Scope

This manual includes a complete description of
all functionality and possible settings in the
Aperio Programming Application.

For quick installation instructions of a standard
Aperio online system including communication
hubs and locks/sensors, refer to ref[2] Aperio

Abbreviations and Definitions

Online Quick Installation Guide. For a standard
Offline system, refer to ref[3] Aperio Offline
Quick Installation Guide.

This manual is applicable to version 27.0 of the
Aperio Programming Application.

Applicable Products

The Aperio Program Application can be used for
all versions of communication hubs, locks and
Sensors.

Aperio Support in the EAC system
Note that the Aperio support may vary
depending on the Aperio communication hub
used and the level of integration. Please contact
your OEM for details.

EAC Electronic Access Control. The system controlling the access rules which is then conveyed to
user cards through the Offline Updater.

DIP switch Dual in-line Package. A manual electric switch used for settings on the communication hub.

RFID Radio Frequency Identification. The credential technology used.

ACU Access antrpl Unit. The device within the EAC system that communicates with the
communication hub.

LS Transport Layef Security. Cryptographic protocol that provides secure communication over
TCP/IP connections.

0SS Open Security Standard. Credential standard for offline locks.

V2 Generation 2 of the Aperio platform.

V2SE Generation 2 of the Aperio platform using HID SE.

V3 Generation 3 of the Aperio platform.

References

Ref[1] D000732079-Aperio Online Mechanical Installation Guide

Ref[2] D000732078-Aperio Online Quick Installation Guide

Ref[3] ST-001802-Aperio Offline Quick Installation Guide
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Figure 1: Aperio
technology overview
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Fehernet

R T EAC system
RJ [Hectronic Access
Cantrol}
with Bluetooth LE
Aperio® OFFLINE Aperio® ONLINE
The Aperio System normally installed on a laptop and is used with
The Aperio system is used in the followingway: ~ an Aperio USB radio dongle connected to one of
The user holds an RFID credential in front of an the USB ports. The Aperio programming
online or offline lock. application uses the USB radio dongle to

connect to a communication hub and an online
lock (via the communication hub) or directly to
an offline lock. V3 locks also supports a USB
cable connection.

- Aperio Online System: An online lock sends
card credentials wirelessly to the
communication hub which in turn
communicates with an EAC (Electronic Access
Control) system (wired through RS-485, Communication Hub Versions and
Wiegand or TCP/IP). The EAC system makes the .
access decision. The decision is sent via the EACinterface o
communication hub to the lock and accessis ~ 'here are four communication hub types:

granted or denied. Version |Interface Maximum number of locks/
- Aperio Offline System: Access decision is made sensors

locally by the lock. Result of decision depends AH15  Wiegand/RS 4851 1
on access rights stored on the card and also on

> > AH20 Wiegand (Adv., 1
lock configuration transferred from the EAC std.)
through offline updaters with setup- or user AH30  RS-485 8/163
cards. AH40 P (Ethernet) 8/162/643

The Aperio programming application
The Aperio programming application is used for
the configuration of a door installation. It is

T The firmware type loaded into the communication hub controls what interface is enabled.
2 Applicable for release 3.0.0 and onwards.
3 Applicable for GEN5 communication hubs.
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About the Aperio Programming Application

- Software running under 32-bit or 64-bit versions of Windows 8, Windows 8.1, or Windows 10.
- Multi-language installation management tool.

- Encrypted installation database.

All testing is done on desktop and laptop PC:s, no validation is made on mobile phones, tablets etc.

Regular Offline Classic or Offine Desfire products follows the layout of user card that is specified by
ASSA ABLOY where as OSS Classic, OSS Desfire and OSS Legic products are based on OSS standard.

Refer to section Installation of Aperio Programming Application and USB Radio Dongle Firmware on page
148 for installation and upgrade from earlier versions.

Encryption Key

To obtain secure communication for an Aperio system (communication hubs, locks/sensors and
Aperio Programming Application) an encryption key is used. This encryption key should be handled
with the same care as the Master Key in a traditional Master Key System. A person with access to the
encryption key can gain unauthorized access to any Aperio door in the system. Once loaded into the
Aperio Programming Application, it will be stored encrypted in a local database and any copy should
be erased from the hard drive or e-mail. It is however recommended that a copy of the encryption
key is stored in a safe.

The encryption key file is delivered from your local ASSA ABLOY company and should be requested
on a customer/site basis.

Proper handling of encryption keys is essential to lock/sensor security!

Itis absolutely necessary to use the customer encryption key by setting all communication
hubs and locks/sensors in Customer mode to ensure a secure and encrypted communication
with the lock/sensor.

Main View
The main view of the Aperio Programming Application consists of three areas:

- Menu bar: The buttons are used to connect to either Aperio Online communication hubs or Offline
locks.

- Installation view: Displays the Aperio devices in the installation.

- Status bar: Information of USB radio dongle connection.
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Online Installation Settings
The Online Installation Settings contains settings that are applicable to the current installation. In the

menu bar, select Installation — Online — Settings...:

Oniing instalisbion Sngs (=5

SEIFARE Clarcehl LI foreast

Sabet o the MIFARE i LD sheaid bes Tormatiod in the
skl bl ard whan ronfigurrey cvercie madsnbsn.

& Pecadacnal ot 19, T5470FA4)
Decerad formust e 83171276}
Hescade g Formu, reverss Bybe order dhe, SAFATZS)

Dmorral Forrast, reveres bybs order (L. TRDETTGE )

Dondiger atinn Wirsrd Seltings
o Aleurpr update devion B during configuestion

1] ¢ = ]

- MIFARE Classic UID format: Selected format will be used for displaying MIFARE Classic Credentials

(for example in the Audit trail and Override credential dialogs).
- Configuration wizard settings: Select if the communication hub/lock/sensor should be updated

with correct time during configuration.

Offline Installation Settings
The Offline Installation Settings contains settings that are applicable to the currentinstallation. In the

menu bar, select Installation — Offline — Settings...:
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- USB radio dongle channels: The radio channels that will be used when connecting to the lock.
- MIFARE Classic UID format: Selected format will be used for displaying MIFARE Classic Credentials

(for example in the Audit trail).

Change Password
To change password for the current installation, select Installation — Change Password... in the menu

bar:
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<2 Change Password @

Change Password

A minimum of 8 characters with uppercase,
lowereage, and numbers is required. The installation
name can not he used as password.

Old Password CLITTIT T

New Password

Confirm Hew Password |eesssses

The password must contain at least 8 characters of which at least one upper and lower case
character and a number. The installation name can not be used as password.

Preferences

The preferences dialog contains settings that are applicable to all the installations. In the menu bar,
select File — Preferences...:

Z Preferences X
Language

Select the appiication language.
You wil have to restart the application for the changes to take effect.

Language [Engish } +

USB Radio Dongle Port
Select how the USB radio dongle should be detected.

Automatically detect USB radio dongle at startup

UsB Radio Dongle Port | Communication port 5

Advanced Settings

If advanced settings s enabled its possible to perform Reset to default in Aperio Offine locks,
perform Online/Offine switching in lacks and restart locks.

Show advanced settings

Device Aware Wizard

Enable device aware configuration in the configuration wizard,
Orly what is appicable to the selected deviee wil be shown, with the actual values in the device.

Use device aware wizard

Advanced Test Mode
Enables advanced test features,

[ Advanced test mode

- Language: Select the language used by the Aperio Programming Application. For the language
changes to take effect, restart the Aperio Programming Application.

- USB Radio Dongle Port: The Aperio Programming Application automatically detects USB radio at
start up: Unselect this option to manually specify the port used by the USB radio dongle, in case of a
hardware conflict.

- Advanced Settings: Activate the advanced menu functions, factory reset for offline locks, and

switching between online and offline operating mode for Aperio locks.

- Device Aware Wizard: Detects the applicable features for the connected device and their current

settings.

The Device Aware Wizard function is enabled by default after installing the application.

- Advanced test mode: Activates special test functions such as the test function Set Energy Counter. See

Set Energy Counter on page 79. Advanced test mode is indicated by a red frame in the main
application window.
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Software Version
To check the version of installed software, in the menu bar select Help — About Aperio Programming
Application:

This is a legal agreement between you, the end user, and ASSA ABLOY. |z
Ifyou do not agree to the terms of this agreement, please returm the

aperio iz
P\_

package and the accompanying items gincluding written material and

W I re I ess hinders of ather cantainers) 1o the place you aktzined them far a full
refund.
|0ck 1. GRANT OF LICENCE
ASSA ABLOY permits you to use one copy of the software on one single

t h I computer or, on a single hard disk far use by you in a local network
g y Yiew open source licenses

To view the open source licenses used by the Aperio Programming Application, click View open source
licenses.

USB Radio Indication

USB radio together with a green check mark indicates that the serial port used is working correctly
and the USB radio dongle is ready to transmit data.

L
‘ (4 USB radio dongle connected (COM 3}

USB radio together with a red dot indicates that the serial port or the USB radio dongle is not
connected or not working correctly. (Refer to section Preferences on page 8 to verify that correct
settings are used.)

G T R R 0 LRSI
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Installation View Overview for Aperio Online
The installation view is the main window when working with door installations. This window is
automatically displayed after logging in to an installation and after the scanning process.
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The following information is shown:

- Lock/sensor: Indicates if there is a lock/sensor paired with the communication hub. If there is a
paired lock/sensor the MAC address of the lock/sensor is shown.

- Communication hub: The MAC address of the communication hub.

- EAC Address: Shows the EAC address for the lock paired with this communication hub.

- UHF Link: Indicates the strength of the UHF wireless link (through the USB Radio device) between
the communication hub and the Aperio Programming Application.
- Green: Good
- Yellow: OK
- Red: Not OK (firmware upgrade not allowed)

- Security Mode: Indicates the security mode of the communication hub. During final installation all
locks and hubs must be changed from Manufacturer mode to Customer mode.

Customer mode Lock is using secure radio communication with the customer encryption key.

& Manufacturer mode  Lock is using insecure radio communication with the default encryption key.

- Warning indications: The following warning levels are given. Hoover with the mouse to see more
information.

o For example: Security mode for communication hub is undefined.

For example: The communication hub/lock/sensor firmware version (Aperio radio protocol version) is older

v than Aperio Programming Application.
For example: The Aperio Programming Application is older than communication hub firmware version (Aperio
radio protocol version).

o For example: The security modes in communication hub and lock are not equal and should be changed, see

section Change EAC Address on page 75.

- Detailed information about the selected hub and lock/sensor is shown on the right side of the
window.

Right-clicking a communication hub or lock/sensor will give access to the functions available in the
Aperio Programming Application. See section Aperio Programming Application Online Functions on
page 13 for an overview of all functions.
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Installation View Overview for Aperio Offline
The installation view is the main window when working with installations. This window is displayed
after logging in to an installation and after connecting to a lock.
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The following information is shown:

- Lock: The MAC address of the lock.
- Lock Id: The lock id is a unique identification number assigned to the lock.

- Lock Group: Lock group is a number used for managing access rights for the lock. Several locks can

have the same lock group number.

- Security Mode: Indicates the security mode of the lock. During final installation all locks must be

changed from Manufacturer mode to Customer mode.

Customer mode

Lock is using secure radio communication with the customer encryption key.

= Manufacturer mode

Lock is using insecure radio communication with the default encryption key.

- Detailed information about selected lock is shown on the right side of the window.

Right-clicking a lock will give access to the functions available in the Aperio Programming
Application. See section Aperio Programming Application Offline Functions on page 95 for an

overview of all functions.
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4 Aperio Programming Application Online Functions

Creating Installations

An installation is a password protected set of settings you need when you want to communicate with
a hub and/or a lock. An installation is linked to an encryption file that is needed in order for the
communication to work. (The encryption key file is provided by your local ASSA ABLOY company via
encrypted e-mail or on a USB memory stick.)

1. Insert the USB Radio dongle and start the Aperio programming application.
2. Select File — New Installation in the Aperio programming application menu.

Epeeraill Fragrimmung Applcation - |Nes imtalshon|
[Fie] Instaitubion Help
hirw Irutalivhon., [ ) OFRLBE
Oges Iistalivgan_.  Cudeds - .\
Iwport naslabonk. Culsed @* Cr )
Carrat
Peelereaces.
o EAC Ackdrei
» Cudafd
i - [urrsven]

3. Enter a name for the installation, a password containing at least 8 characters of which at least one
upper and lower case character and a number. Finally click the browse button in the Key file field
to add the encryption key (site_name-xxxxx.xml).

= Mew Installation @

Installation

Aninstallation represents a complete Aperio™ systern.

The passwaord is used {0 securely encrypt all seftings and
configurations for the installation. A minirurm of & characters with
uppercase, lowercase, and numbers is required. it also can't be the
same as the installation name

The keyfile cortaing unigue keys that are used to secure the radio
communication and prevent unauthorized reconfiguration of the systern.
Do notuse the same key file for different installations

Installation Name  new installation

Password LITEITEETY

Repeat Password eessssese

Key File Assa ablov\Aperio\Mjukvarallicence file, xml E

Proper handling of encryption keys is essential to lock/sensor security! It is absolutely

necessary to use the customer encryption key by setting all communication hubs and

locks/sensors in Customer mode to ensure a secure and encrypted communication.
4. Click Create.

Opening Installations
The login window is automatically opened at start up if stored installations exist.

1. To open a stored installation select File — Open Installation...

Epavall Frogrimmeng Spplestmn - [Hew_mrllstan|
[Fia] inrtuilyian Hap
K Iratalivtian.. Chish SFFLIRE
Ogin IictaBain.. Crd=id) =
Treipioet Dnemalataeed.. Cirlal
Cenmvact
Prele reried.
- —— I

2. Select the Installation and enter the password. Click Open to proceed.
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Import Existing Installations

1. Toimport an existing Aperio installation including security keys and configurations, select File —
Import Installations....

 kpamo® Pragramming Aepbc vin
|Ft_l-' Iratadiyticn. Heip
Hrwr brcrtadlivban. CidsH
Daer Rsmlaon . Cirle
impoot Inptailabiona.., Cirlel

Preferenicer.

bt Ctrl=Fd

2. Click the button and select the location for the old installation of the Aperio Programming
Application. Your current installations will not be deleted. If you want to import installations from
another computer, see section Managing Existing Installations on page 14.

Impert Baibing Initallshana @
Import exdsting AperieD Progr Applic.stion b
Tip g irgladl alions fim an guigling Apeesalinssalalin, §416c Fa Sinaciany

winane thie old applcabon was installed Imporing installabons wil alios vou o
URE SECiLy Rl S0d A aved SORNGUTANOSE Frarm W 008 AZS ol ISl sllsben

Fiating inetallation  an FissbAus Abbvyifparin Progrsnming Spgicsfon (15 wermoni |

1] Cancsl

3. Finish by clicking Import.
Managing Existing Installations

Taking backup of existing installation

1. Locate the application directory of the Aperio Programming Application,
C:\Program Files\Assa Abloy\Aperio Programming Application\ (orcC:
\Program Files (x86)\Assa Abloy\Aperio Programming Application\ fora
64-bit computer)

2. Allinstallations are located in the aperioinstallations folder for backup. Encryption key
including configurations are included in each installation.

Move installations to a new computer

1. Take a backup of the desired installation, according to Taking backup of existing installation on
page 14, or backup the complete aperioinstallations folder.

2. Transfer the backup to the corresponding folder in the Aperio Programming Application folder on
the new computer. If the aperioinstallations folder does not exists, it needs to be created.

Remove installation

1. Locatethe aperioinstallations folderin the application folder for the Aperio Programming
Application, according to above and delete the entire folder for the desired installation.
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Import Lock Body Type Data

The Import Lock Body Type Data is used to simplify the configuration of the locks of a certain type in an
installation. The XML-file that is imported contains a complete set of parameters applicable for each
of the locks that are supported.

1. Inthe menu bar, select Installation — Import Lock Body Type Data.

“Z: Aperio® Programming Application - [Instal

File | Installation | Help

o Online >
Offline >
Manage Configurations.

Impert Lock Body Type Data...
Loc Import Application Feature Data..
01y Change Password...

2. Click Select to open the file browser dialog and choose the XML-file.

Z Impart Lack Body Type Data ===
Import Lock Body Type Data
Impart lock bady type data to be applied from the wizard
St a fils containing lock body typs data
Lock Body Type Data
@ oK Cancel

3. Enter the password for the lock body type file to add it to Aperio Programming Application.

[y -

Fwser Pwanwocd
PR W ST 1 T S04 B0 e

ik G

The settings for the locks supported are displayed in the dialog.

= Impart Lack Body Type Data [

Impert Lock Body Type Data
Import lock body type data to be applied from the wizard.

Select a file containing lack bady Eype data Select

Lock Bady Type Data

Valid for E100, IN100
SARGENT

Bored 10677
RX

DPS

Enable escape and return
Enable privacy mode
Battery threshold loy 7000
Battery threshold flat 6700

Mortise 82276
RX

LY

DPS

ok Cancel

®

The PCB id of the lock used in the installation must match one of the products listed in the XML-file.
The PCB id of the lock can be determined by using Retrieve System Information.

To apply the lock body type settings on a lock, use the Configure function and browse to the Lock
Body Type Configuration page.
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Device Aware Wizard must also be activated.

Import Application Feature Data

The Import Application Feature Data is used to add application dependent features to the Aperio
Programming Application configuration wizard, in which they can be activated and configured for
the lock. The XML-file that is imported contains a complete set of parameters applicable for each of
the locks that are supported.

1. Inthe menu bar, select Installation — Import Application Feature Data.

2 Aperio® Programming Application - [Instal

File Installation  Help
ou  Online >

Offline >

Menage Configurations..
Impart Lock Body Type Data...
Loc| Import Application Eeature Data...

Change Password...

2. Click Select to open the file browser dialog and choose the XML-file.

“Z Import Application Festure Data X

Import Application Feature Data
Import application feature data will provide an option to add and then-after enable
following features in the device.

Select a fle containing applcation feature data

Application feature data

2] ok Cancel

3. Enter the password for the lock application feature data file to add it to Aperio Programming
Application.

Frsr Prnws1

The settings for the locks supported are displayed in the dialog.

2 Import Application Feature Data x

Import Application Feature Data
Import application feature data will provide an option to add and then-after enable
following features in the device.

Select a file contsining application feature data

Appiication feature data Version: 1.0

The following application features can be managed:

Zpplication Featurs: Enabled ignore rex
Valid for: AUL00

a 3 Cancel
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Add application feature to the device

Before an imported application feature can be used, it must be added to the device using the

configuring wizard.

1. Right-click on the device and select Configure.
2. Go through the wizard to the Application Features Configuration page.
3. Click Change and select the checkbox to add the feature to the device.

Apphratos Frateres Cosfguratns
Checiangiinchicking boass will sdatemove ilosing feahorss n e desics Mot You Bave bo men Brougs e
WIZAIT] 380 I-Drder o snable e Sepbors b Sevice

LB Features Cosluy

K HEL 16a0are Femmimved [ incichn Charge:

= Apphcation Feshret Conhiquratos

Apepdc ation Fiafuies

CRpoinAINCEaHng touks wil BOGTRT
Totiowing FEaLEES i T Da0e. Hols: You hive
12 P e T AT B4R 08T 10
PERTITE TN

LY fgore BEW e

0 ] o

4 Ba% B Bl Cirned

4. Click OK and then Next repeatedly to finish the wizard.

Enable application feature in the device
1. Right-click on the device and select Configure.

Lock

Configure..
Set Time and Date

Retrieve System Information
Retrieve Event Log

Retrieve Audit Trail

Retrieve Debug Log
Retrieve All Logs

Change Lock Identification Details...
Change Radio Channels.
Switch to Customer Mode

Upgrade Firmware...

Switch to Online..
Reset to Default

Restart

2. Go through the wizard to the Lock/Sensor Settings page.
3. Click Change and select the checkbox to enable the feature in the device.
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Configune Lok Senser |S10E4T »

Lock'Senpor Safings
Thexe 1#E8npe e e o e Seace. Changs B selings Fregursd

kg Parsmmeten

Ty b unkos s DEmaspa [Ssvosasl 5.8

Lock open e [seconde) 5.0

|0k i Tuie S THTeeCrd | | RECOfedn | 0
Lock prrwmed 1oty per

Linck & ignoes REX LT =2 -
+REX =
Card Raad Cond ey Fred  Copgiguen of ignene RES Shouid be anabies or
LED s bairrar — ¥ gt .
[l st tgrare EFY
‘ermor lveni [7] = || cees
Dunabsied Suring urdock GFFTGEE OFREET TR § Rbiats S
M manates :
] ekt drria] [P g
Igrare REX
igrarm RUE Snabad ] techache . Change. .
ik [t ] Cacel

4. Click OKand then Next repeatedly to finish the wizard.

Scanning and Adding Communication Hubs

1.

To scan for communication hubs, click Quick scan (F7). (If your communication hub is not found
on the default channels, retry and click Scan (Ctrl+F7), which searches on all channels.)

i B i e e st
[T e ——
|

|[®] - &

D e .

Result: The Aperio Programming Application starts scanning. All communication hubs within
reach of the USB radio dongle of your computer are displayed in the scan result table.

<= Sean for communication hubis) @

Select the communication hub(s) to retrieve information from B
Checkthe boxes for each Communication Hub and press "Show details” to retrieve
information.
To gelect all, selectthe checkbox in the title row, or press Cirl + "A" or Crl +"+",
UHF Link is the signal quality between the USB radio dongle and the L 4
communication hub -

[T Communication Hub Radio Channels UHF Link

W LFL )19, atll = -

[]|asz1 11, 16, 25 ol = ]

[]/25E8 12, 16, 24 il

[[]jzAzs 15,23 ol =

[[ensz 11, 16, 26 o0l =

[]jza73 14, 19 il 3 3

[ 5805 12 ol =

[]}a367 15, 20 o0l =

[ ] Ee6c 15, 20 il 3

[7]EseD 12, 16, 24 ol =

[l|esca 13, 18, 23 o0l = ]

[]|1204 16, 24 ] 3

[[zact 17,22 il = o

2. Locate a communication hub by the last four characters of the communication hub MAC address

(ex. 16F1)in the scan result table. The same characters should be on a label on the cover of the
communication hub. Click Rescan if the communication hubs that you want to configure are not
shown in the list.
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3. Select the communication hub(s) to be included in your installation. Click Show Details to view

detailed information.
Result: Selected communication hub(s) are displayed in the installation view.

t :! The communcstion bub B not In culome: mode. e redo comrunoston B Nt o

Communication Heh [021881]

WAL Ssdrem LR LR L ERE RS ]
Frrraire Flare REARE [Apanio profoco]
Frmame Verson EOLTERS

Boncader Vergon 118

Eaclo Protocal Yer o 21

Eadhe tharvels 4, 18, 25

hoiree Chaneel 7 (2445 GHE]

Security mode Manstaziurer Moda
EAL ankdr camryg rmode Rl adcke sy offesc
[P S Wkt 1

AL Asidreps. 2

Bt unlock: Erazied

Defeult uniodk duraten f Wegand 0 meconds

Dewe Staas Wabibedog fesel

A USE raghn dorgle connecsed (DOU 1)

= Aol Frogrimmang Ay ~Mem_ | =R
Fiée jratslghon Help
ORLE OFFLINE LS CARE
Dok poany Scan Patwar [Coansct Dmcannms Duinct
Lo ermen Eomrurmaton Hut AL Addhei LHF L N
e | - .l e £\ M
BEER BR4STE i | ." & 'u i ': Coamwmsnastann b JLESL] raf paned sih sy devce

Pairing Locks/Sensors with Communication Hub

AH30 version of the communication hub can be paired with a combination of up to 8 locks/sensors.

AH40 can manage 16 locks/sensors. AH15/AH20 can manage one lock/sensor.

1. Right-click and select Communication Hub — Pair with lock or sensor.

= Aperio® Frogramming Application - [New._installation] =0 Eoh =
File Installation Help
ONLINE OFFLINE USB CABLE .
£
® 4d & = [
Quick sean Sean Refrech Connect t Disconnect t Detect -

Lock/Sensor Commurication Hub EAC Address UHF Link

il

‘ The eommunication hub is not in customer mode

Lock/Sensor [064620] »

The rprmmurication hub is not in customer mode, the radio commuricatior
Communication Hub [02936F] »  Apply Configuration »
Configure.. n Hub [02936F]
Upgrade Firmware...
Pair with lock or sensor 00:17:7A:01:02:02:93:6F
RS485, Multiple Lock [Aperio protocol]
Retrieve System Information
6.6.32266
Retrieve Event Log
jon 0.0.32089
Retrieve All Logs .
‘ersion 26
Change Radio Channels... : 12,19,25 £
Change EAC Address... 25 (2.475 GHz)
Change Physical Location Name. Manufacturer Mode
Switch to Custemer Mode Mode Hormal address offset
Switch mode to Aperio Hub AH20 (gen 5) 1
Reset to Default L
Remote Unlock Enabled
Remote Unlock Time to Live 2 minutes

Number of Paired Locks and Sensors 4

Lock/Sensor [064620]

MAC Address 00:17:7A:01:02:06:46:20

0l w v

(4 USB radio dongle connected (COM 4)
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2. The pairing process starts. Hold the credential at the lock, or engage the magnet for the sensor.

———————

Pair wath lock or pennar

Lok

Shiow & chrd B0 the Apericl 1k Snd vl e the hols LED
B g o i ety yedlow io seenabing groes and yalioe
Chgk “Disne” afdreind 10 s68 T gaking ridull

Bensm
Can M doar 0 Sl T sanser. Click "Tane” atereaes
% e e pering resull

Show cardlengage sensor
Tife resmaining udl imeout 20 seconds

Lo j

3. When the communication hub's LED indicates successful pairing with alternating green and
yellow light, you can click Done to see the pairing result.

<= Pairwith lock ar sensor @

Pairing result
The result ofthe pairing request is presented below.

Communication hub paired successully to:
013542

Close

Result: The result is displayed. If the pairing result could not be retrieved from the
communication hub, close dialog and press F5 to see if pairing was successful.

Connecting to V3 Locks with USB Cable

For V3 locks equipped with USB cable connection, configuration can be made without performing
the pairing process.

Before using this function, perform the installation of drivers according to section Recommended
Procedure when Using the V3 Lock USB Cable on page 148.

1. Connectthe cable to the lock.
2. Click Detect to connect to the lock.

LS CANE

-

Catarl

The lock indicates correct connection with 5 yellow flashes and the lock is listed in the main view.
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Configure Function - Wizard
Open the configure function by right-clicking a communication hub/lock/sensor and selecting either
Lock/Sensor or Communication Hub, and then Configure... on the sub-menu.

“Z: Aperio® Programming Application - [PAP] - o x

File Installation Help

ONLINE OFFLINE USB CABLE
. 7
1 /
® & 3 4 4 # i
Quickscan  Scan Refresn Connect  Disconnect | Datect -
Lock/Sensor Communication Hub EAC Address UHF Link J
g = L&le VAN
Communication Hub [A67ESS] Configure. mmunication Hub [AG7E59] not paired with any device
Upgrade Firmware... Pair with lock or sensor

AC is offline

Retrieve System Information .
mmunication Hub [A67ES9] isn't connected to an EAC

Retrieve Event Log
Retrieve All Logs

Change Radio Channels. 1& communication hub & not in customer mode, the radio communication is not secure.
Change EAC Address..

Change Physical Location Name... ~‘ation Hub [A67E59]

Switch ta Customer Made

s 00:12:4B:00:18:A6:TE:59
Firmware Flavor RS485, Multiple Lock [Aperio protacol]
Firmware Version 015
Bootloader Version 286.255.65535
Radio Chamels 20,21,22
Active Channel 20 (2.450 GHz)
Security Mode Manufacturer Mode
EAC Addressing Mode Normal address offset
DIP Switch Value 1
EAC Address 1
Remote Unlock Enabled

Remote Unlock Time toLive 0 seconds
Device Status EAC offline

(4 USB radio dongle connected (COM 5)

Depending on the hardware, different windows appears in the wizard.
The following sections describe each window in the wizard.

Device Aware Configuration Wizard
When enabled, the Device Aware Configuration Wizard will detect the applicable features for the
connected device and their current settings.

To enable the Device Aware Configuration Wizard: select File >Preferences... and check the option
Device Aware Wizard.

Device Aware Wizard is enabled by default after installing the application.

About the Include option

When the Device Aware Wizard function is enabled, the Include checkbox is available for all settings in
the configuration wizard.

This checkbox must be selected in order to transfer the setting to the device on the last page in the
wizard. Changed settings during the configuration process will be automatically selected.
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“Z Configure Lock/Sensor [0144ED] 53

LockiSensor Settings
These settings are read from the LockiSensor. Change the seftings if required

Locking Parameters

Tryto unlock timeout (seconds): 2.0
Lock open time (seconds): 5.0

Lock jammed alarm timeout (seconds): 30 fndidd | Revert Changes
Lock jammed retry period (seconde): 60
Lock jammed indication mode: LED

The Save Configuration function on the last page also depends on the Include status. Only the selected
settings will also be available for saving.

“Z Configure Lock/Sensor [0144ED] 53

Device Update
The canfiguration is ready to be ransmitted. You might need to show a card ta the lock or engage the sensor. Click
"Next"to transmit the configuration

The following cenfiguration wil be transmitted:

Locking Parameters
- Try £ unlock timeaut (secondsk: 2.0
- Lotk open time (seconds): 5.0
- Lotk jammed alarm tmeout (seconds): 30
- Lack jammed retry period (seconds): 60
- Lock jammed indication macle: LED

card Read (and Key Press) Indication
-LED

Status Report Interval
- Lhaur and 10 mirutes
Battery Check Interval

- 60 minutes
Time and Date

- Current system time
Radio Channels

Save Configuration.

[ deack | [Fhex | [ caneal |

RFID Configuration (Lock/sensor)
A corresponding firmware for the given RFID type must be installed on the locks/sensors.

Select the RFID type in the list and click Add... to enter the settings for each credential type. It is
possible to add one configuration per RFID type, except for MIFARE DESFire and MIFARE Classic, for
which 3 configurations each can be added.

“Z Configure Lock/Sensor [0BC139] X

RFID Configuration
Note that current RFID configurations in the Aperio® lock are not displayed. Selectthe RFID type you wantto
configure from the dropdown below and click the “Add” button to proceed.

ICLASSPicoPass Add.

icLASs PicoPass |2

150144438 Description Details
lLegic

lLow frequency
[MIFARE Classic
[MIFARE DESFire
IMIFARE Plus
[MIFARE Uttralight v

4 Back b Next Cancel

Seos RFID format is also supported by the hardware. However, no settings are necessary.

Once a credential format has been added, use the buttons to the right to edit or delete each RFID
setting. Click Clear to remove all added credential formats.
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iCLASS/PicoPass
iCLASS

HATL B il

Lwcw

No settings are made to iCLASS.

PicoPass Serial Number

AT Fuilra -

e Funfums o B

Lcm

No settings are made to PicoPass Serial Number.

PicoPass Serial No. and Data
(5=

RFID Card Type | PicoPass Serial Mo, and Data ~

“Z ICLASS/PicoPass

Bock No,
Page Mo,

Block No.

b 1]
br ]
ez ]

Skart Address

Read Key Configuration
Key Type |Credit -
Key 44444444444

Ok

@ Cancel

- Book No.: The book number used for the credentials. 0 or 1.

- Page No.: The page number used for the credentials. 0 - 7.

- Block No.: The block number used for the credentials. 0 - 255.
- Start address: The start address for the credential data.0 - 7.

- Data length The data length for the credential data.

Read Key Configuration:

- Key Type: Select the cryptographic algorithm used to read/write data from/to the card, Credit, Debit
or disable Read key configuration with the option None.

- Key: The picopass key that applies for the user cards in the installation in HEX format.
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1SO14443B
1SO14443B UID
@ =

No settings are made to ISO14443B UID.
1SO14443B UID and Data

2150144438 Configuration X
RFID Card Type [FSGT43 Ui and Batal

Appiication identifier

a oK Cancel

- Application identifier: To configure the lock for file credential reading, you need to set first the
Application Identifier of the application which contains the file. Application Ids range from 3 byte
hex to 16 byte hex.

- File identifier: You need to type the File Identifier of the file you want to read. File Ids range is 0 to
65535

- Data offset: You need to indicate the byte index where you want to start to read the file. If you type
0 it will start from the beginning of the file.

- Data length: Type the length of the data you want to read. The length is specified in byte. Minimum
length is 1 and the maximum length supported is 45 byte.

“Z Legic Configuration ==
Allowed card types
At least one card type must be selected,
B
ISOfTEC 15693
ISOfIEC 14443 A
Use legacy mads Far Prime UID
Configuration type | LID =
@) oK Cancel

In the list, select the card type to use:
- Prime
- 150 15693 (Advant)
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- 1SO 14443 A (Advant)

Check the check box Use legacy mode for Prime UID if applicable. This mode is used for older types of
EACs, where the 2nd and 4th bytes of the UID are swapped. For example, if the original Prime UID is
"AAT1BB22", selecting this option will result in that "AA22BB11" is sent to the EAC instead.

No other settings are made to Legic UID.
Legic UID and Data

ypes
ard type must be selected.

fIEC 15693
ISOfIEC 14443 A

("] uUse legacy mode for Prime UID

Configuration typs | UID and data -
Segment search
Search string (hex) |30030008
Seqment type fiter | Access -

Start segment 0

Data
[] Use the first byt of the search string as address 0 for Advant
Start address |0

Humber of bytes |8

Checksum

Type CRC 16-bit v
Datastart address |0

Data length 6

Checksum address |6

In the list, select the card type to use:

- Prime
- 1SO 15693 (Advant)
- 1SO 14443 A (Advant)

Check the check box Use legacy mode for Prime UID if applicable. This mode is used for older types of
EACs, where the 2nd and 4th bytes of the UID are swapped. For example, if the original Prime UID is
"AA11BB22", selecting this option will result in that "AA22BB11" is sent to the EAC instead.

Select UID and Data in the drop down list Configuration type.
Segment search:

- Search string (hex): Max 24 characters hexadecimal, even number och characters. For example:
30030009.

- Segment type filter: The type of segment, None, Access or Data.

- Start segment: Specifies the segment from which to start the search. It is useful in cases where more
than one similar search string exists. Integer in the range of 0-255.

0123456789aabbc Mustbeaneven
cdd number of

characters.

Search string No Hexadecimal Max 24 characters

Select any value
Y Only one value

from the onivene

Segment type filter No dropdown list Data o X
(None, Data or ropdown can be
Access’) selected.
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Number (positive

Specifies the
segment from
which to start the
search. It is useful

Start segment Yes . 0to 255 1 ;
integer) in cases where
more than one
similar search
string exists.
Data:

- Use the first byte of the search string as address 0 for Advant: Only for Advant card types, in order to
change the data addressing of Advant. The first data byte will be the first search string/stamp byte.

- Start address: Specifies the start address of the data. Integer in the range of 0-255.

- Number of byte: Specifies the number of byte of data to be read. Integer in the range of 1-45.

Number (positive Specifies the start
Data: Start address  Yes integer) 0to 255 address of the data.
. . Specifies the
Data: Numberof Number (positive | = 32 number of byte of

byte

integer)

data to be read.

Checksum:

- Type: "None" does not require any of the checksum related fields to be specified, but CRC 8-bit and

16-bit does.

- Data start address: Specifies the address where the data which checksum is to be calculated starts.

Integer in the range of 0-255.

- Data length: Specifies the length of the data in number of byte to be read. Integer in the range of

0-255.

- Checksum address: Specifies the address where the checksum is located. Integer in the range of

0-255.

- For Legic Prime cards the first data byte starts with the first search string/stamp byte.

ﬁ The credential data start address differs between Legic Prime and Legic Advant:

- For Legic Advant cards the first data byte starts with the first byte in the data area.

Select any value
from the

"None" does not
require any of the
checksum related

Checksum: Type No dropdown list CRC 8-bit fields to be
(None, CRC 8-bit, specified, but CRC
CRC 16-bit) 8-bit and 16-bit
does.
Specifies the
. . . address where the
Checksum: Data Yes, if otherthan ~ Number (positive .
. " . 0to 255 0 data which
start address None integer) -
checksumis to be
calculated starts.
Specifies the length
Checksum: Data Yes, if otherthan ~ Number (positive 010255 64 of the datain
length "None" integer) number of byte to
be read.
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Specifies the
Checksum: Address )(es, if :)ther than !\lumber(posmve 0t0 255 3 address where the
None integer) checksum is
located.
Example
Legic Advant Card
Segment 0:

- Search String: 30 03 00 08

- Segment type: Data

- Data length: 8 byte

- Checksum: CRC 16 byte 0-5
- Checksum address: 6

“Z: Legic Configuration

r Allowed card types

At least one card bype must be selected.,
Prime
150 15693
150 14443 &

Configuration type |UID and data

search
Search string (hex) | 30030008
Segment type Filter ‘Mane =

Start segment ]

Data
[] Use the First byke of the search string as address 0 for Advant
Start address i}

Nurnber of bytes |8

Checksum
Type CRC 16-bit =
Data start address |0
Data length 6

Checksum address |6

Segment 1:
Search String: 30 03 00 09

- Segment type: Access

- Data length: 24 byte

- Checksum 1: CRC 16 byte 0-10
- Checksum 1 address: 11

- Checksum 2: CRC 16 byte 13-21
- Checksum 2 address: 22
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- Legic Configuration ===

Allowed card types

At least one card bype must be selected.

| Prime
V| 150 15653
VIS0 14443 A

Configuration type | UID and dats

Segment search
Search string (hex) 30030009
Segment bype filter | Mone

Start segment 0

Data
Use the First byte of the search string as address O for Advant
Start address 0

humber of bytes |24

Checksum

Type CRC 16-hit
Data stark address |13

Data length a
Checksum address |22

a| Cancel

or
7 Legic Configuration ===

Allowed card bypes

At least ane card bype must be selected,

/| Prime
V| IS0 15693
V| I50 14443 A

Canfiguration type | UID and data «

Segment search
Search string (hex) 30030009
Segment bype filker  Access

Start seqgrent a

Data
Use the First byte of the search string as address O for Advant
Start address a

Number of bytes |24

Checksum

Type CRC 16-hit =
Data start address |0

Data length 11

Checksum address | 11]

Cancel

Only one checksum can be selected.

To include the search string in the first data byte, check the Use the first byte of the search string as
address 0 for Advant.

Example
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Legic Prime Card
Segment O: (only segment)

- Search String: 30 03 00 08
- Segment type: Data

- Data length: 8 byte

- Checksum: CRC 8 byte 0-6
- Checksum address: 7

“Z Change Legic configuration

rAllowed card types
At least one card bype must be selected,
Prime
150 15693
IS0 14443 A

Configuration type 'UID and data ¥ |

search
Search skring (hex) | 30030005
Segment type Filter :Nuns v:

Start segment 0

Data
[] Use the First byke of the search string as address 0 for Advant

Start address a

Nurnber of bytes |8

- Checksum

Type CRC BB .
Data start address |0
[Daata length 7
Checksum address |7

How to Include Advant Search String in Credential Data:
The credential data start address differs between Legic Prime and Legic Advant:

- For Legic Prime cards the first data byte starts with the first search string/stamp byte.
- For Legic Advant cards the first data byte starts with the first byte in the data area.

Example of Legic Advant and Prime segment, each with a search string/stamp of 4 byte:

STAMPO nfa 0
STAMP1 nfa 1
STAMP2 nfa 2
STAMP3 nja 3
DATAO 0 4
DATA1 1 5
DATA2 2 6
DATA3 3 7
DATA4 4 8
DATAS 5 9
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DATAR n n+STAMP_LENGTH

Using the check box Use the first byte of the search string as address 0 for Advant, the data addressing of
Advant is changed. The first data byte will then be the first search string/stamp byte as shown in
example bellow.

Legic Advant using STAMPO as address O:

STAMPO
STAMP1
STAMP2
STAMP3
DATAO
DATA1
DATA2
DATA3
DATA4
DATAS

O N O UV A~ WIN| —|O

DATAR n+STAMP_LENGTH

- It's mandatory to select at least one card type for the configuration.
- All selected card types will share the same settings.

9 - Card types which are not selected will lose their configurations and be disabled in the lock.
For example, if you select "Prime" and "ISO 15693" as allowed card types, then "ISO 14443 A"
cards would automatically be considered as not allowed card types and will not be
supported in the lock.

Low Frequency

P v by by S Frum,

ﬂl _a- M
Select the low frequency credential type to use from the list:

- HID/IO Prox

- EM Prox

- All

- None: Low frequency RFID will be disabled in lock. Only visible by Multiclass locks.

0 Not all products are available in Low Frequency.

This credential type cannot be used together with any other credential types. V3 Multiclass
locks are though an exception. Before the lock has been configured with the Aperio
Programming Application, the lock will accept any Low Frequency credential technology.
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The following information is applicable for V2 low frequency locks only:

Once the lock has read any credential technology 3 times the lock will only accept this
technology. If the power is toggled the lock will return to the initial state of accepting any
credential.

The following information is applicable for V2 & V3 low frequency locks as well as V3
Multiclass locks:

Once a specific credential technology has been configured via the Aperio Programming
Application, this will be the only accepted type of credential. The lock will remain in this
condition after the power has been toggled as well.

MIFARE Classic
MIFARE Classic UID (Default)

It is possible to add 3 configurations for MIFARE Classic RFID.

7+ MIFARE Classic Configurstion ==

RFID Card Type MIFARE Classic UID -

No settings are made to MIFARE Classic UID.

If you want to prevent MIFARE Classic from being read at all by the lock, unselect Use MIFARE Classic
RFID.

MIFARE Classic SE

L (==

U S i iy EARE

D AR e v

%] i o

No settings are made to MIFARE Classic SE.
If you want to prevent MIFARE Classic from being read at all by the lock, unselect Use MIFARE Classic
RFID.
MIFARE Classic Sector
Itis possible to add 3 configurations for MIFARE Classic RFID.

Select MIFARE Classic Sector in the RFID Card Type drop down list.
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2 MIFARE Classic Canfiguration [l

Use MIFARE Classic RFID

RFID Card Type | MIFARE Classic Sectar |

Sector 1

Start Address in Sector 5

Length to read in Sector 15

MIFARE Authentication Key 112233445566|

Read Key MIFARE Key &

- Sector: The sector used for the credentials.
- Start Address in Sector: Parts of blocks within a sector can be used for credential data: 0 to 47 for 1K
MIFARE Classic credentials. For 4K MIFARE Classic credential 0-47 (Start sector 0 to 31)and 0-239

(Start sector above 31).

- Length to read in Sector: Length of the credential data: 1 - 48 (Start sector above 31 cannot be used
in the current release of the Aperio Programming Application).

- MIFARE Authentication Key: A 6 byte long hexadecimal key is required to read the credential data. For
example: 112233445566.

- Read Key: Select the read key that the credential is configured to use for sector reading. The lock/
sensor will give access only for this key.

If key B is selected as sector data read key, make sure that the access bits on the credential
prevent reading of key B. If key B is readable on the credential, key B cannot be used to read
the credential data.

Example

To read the user data shown in the figure below, 17 10 19 80, and use the Authentication Key

001122334455 together with MIFARE Key A.

|l-|.: s

The configuration should look like this:
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¥ MIFARE Classic Canfiguration (=50
Use MIFARE Classic RFID

RFID Card Type |MIFARE lassic Sector - I

Sectar 14
Start Address in Seckor 17
Length ta read in Sector 4

MIFARE Authentication Key 001122334455

Read Key MIFARE key A w

©

Cancel

MIFARE DESFire
MIFARE DESFire UID

Itis possible to add 3 configurations for MIFARE DESFire RFID.

= MIFARE DESFire Configuration (=3
Lise THIFARE DESFire RFIC

RFID Card Type DESFite UID

No settings are made to MIFARE DESFire UID.

If you want to prevent MIFARE DESFire from being read by the lock, unselect Use MIFARE DESFire RFID.

MIFARE DESFire SE

B R -

¥ L S (e

Pt T (A |

Aperio® Programming Application Manual, Document No: D000732077 rev 12 Date: 2022-02-04

33



Aperio®

34

No settings are made to MIFARE DESFire SE.

If you want to prevent MIFARE DESFire UID from being read at all by the lock, unselect Use MIFARE
DESFire RFID.

MIFARE DESFire
Select DESFire in the RFID Card Type drop down list.

Itis possible to add 3 configurations for MIFARE DESFire RFID.

“Z MIFARE DESFire Configuration X
Use MIFARE DESFire RFID

RFIDCard Type |DESFre

Appication [d pwemzzzs
. e
File Start Position psoss ]
lengthtoreadinFle o8 |
Fie Data Protection Level | Data authenticated by MAC v
Read Key Configuration
KeyType K30ES <
Diversification Algorithm |None: <
Diversficaton Type | 1KTOES
0011223344558677

Key 8899ARBECCDDEEFH

Key Number 0

a oK Cancel

- Application Id: To configure the lock for file credential reading, you need to set first the Application
Id of the application which contains the file. A credential can have up to 32 applications.
Application Ids range from 0 to 16777215.

- File Identity: You need to type the File Id of the file you want to read. Every application can have up
to 28 files. File Ids range is 1 to 255.

- File Start Position: You need to indicate the byte index where you want to start to read the file. If you
type 0 it will start from the beginning of the file. 8096 is the highest start position.

- Length to read in File: Type the length of the data you want to read. The length is specified in byte.
Minimum length is 1 and the maximum length supported by the Aperio lock is 48 byte.

- File Data Protection Level: Select one of the three options (Plain, Data Authenticity by MAC, Full
Encryption) depending on the data type of the file.

Read Key Configuration:

- Key Type Select one of the options (2K3DES, 3K3DES, AES 128, FREE ACCESS) depending on the
crypto used by your application’s key. Free access will disable the read key and card will be without
encryption.

- Diversification Algorithm: Algorithm used to determine the diversified key used by the credential.
None, NXP or smartMAX. When smartMAX is selected, the application id and file settings are set
automatically.

- Diversification Type: Applicable for the diversification algorithm, select 1KTDES, 2KTDES, 3KTDES,
AES 128 and CMAC (CMAC requires Diversification Algorithm NXP and Key Type AES 128).

- Key: Type the key value in hexadecimal. DES, 2K3DES and AES 128 are 16 byte keys, 3K3DES is a 24
byte key.

- Key Number: Each application can store up to 14 keys. Key 0 is always the application’s master key.
Enter which key number from the application you want to use. Key numbers range from 0 to 13.

Example
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KEV AES 128 mrz 0

AID: 1235 00112233445566778899AABBCCDDEEFF

FID: 1

FID: 2 Encrypted

[17101980

FID: 3

The configuration should look like this:

“Z* MIFARE DESFire Configuration
Use MIFARE DESFire RFID

RFIDCard Type |DESFre

Application Id 1235
Fie Identity 2
Fie Start Position 0
Length toreadinFle |4

Fie Data Protection Level |Ful encryption

Read Key Configuration

Diversification Algorithm | None

Diversification Type 1KTDES

223344556677

Key BREBCCDDEEFF
Key Number o
o cod

Key Type AES 128 v

MIFARE Plus
MIFARE Plus UID

“= MIFARE Plus Configuration
V| Use FIFARE Flls RFTE

RFID Card Type  MIFARE Plus UID  «

No settings are made to MIFARE Plus UID.

If you want to prevent MIFARE Plus UID from being read at all by the lock, unselect Use MIFARE Plus

RFID.
MIFARE Plus Sector

Select MIFARE Plus Sector in the RFID Card Type drop down list.
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2 MIFARE Plus Configuration X
Use MIFARE Plus RFID
RFID Card Type |MIFARE Plus Sector
[] s1s Default diversification
Sector 1
Stort AddressinSector |5
Length toread inSector |15
MIFARE Authentication Key | P0112233445566778899¢
Read Key MIFARE Key A -

Diversification Type None -

- SIS Default diversification: Select to use the default configuration for key diversification for SIS

(SeaWing Integrated Solution).

- Sector: The sector used for the credentials.
- Start Address in Sector: Parts of blocks within a sector can be used for credential data: 0 to 47 for 1K

MIFARE Classic credentials. For 4K MIFARE Classic credentials 0-47 (Start sector 0 to 31) and 0-239
(Start sector above 31).

- Length to read in Sector: Length of the credential data: 1 - 48 (Start sector above 31 cannot be used

in the current release of the Aperio Programming Application).

- MIFARE Authentication Key: A 16 byte long hexadecimal key is required to read the credential data.

For example: 00112233445566778899AABBCCDDEEFF.

- Read Key: Select the read key that the credential is configured to use for sector reading. The lock will

give access only for this key.

If key B is selected as sector data read key, make sure that the access bits on the credential

prevent reading of key B. If key B is readable on the credential, key B cannot be used to read
the credential data.

- Diversification Type: Select SIS in the list to add key diversification from a master key.

<= MIFARE Plus Configuration X
Use MIFARE Plus RFID

RFID Card Type |MIFARE Plus Sector ~
[ s1s Defaut diversification

Sector 1

StrtAddressinSector |5

Length to read in Sector |15

MIFARE Authentication Key |001122334455667788994
Read Key MIFARE Key A ~
Diversfication Type sis
Key Diversification

Sector 1
Start Address inSector |3
Length to read in Sector |15
MIFARE Authentication Key |[112233445566 778399AA8

Read Key MIFARE Key A
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Example

Since MIFARE Plus has the same memory organization as MIFARE Classic, we can use the same
configuration. We will also use Key A but here the length of this key should be 16 byte, in this
particular case: 00112233445566778899AABBCCDDEEFF.

The configuration should look like this:

2 MIFARE Plus Configuration X
Use MIFARE Plus RFID
RFID Card Type |MIFARE Plus Sector
[] s1s Default diversification
Sector 1
Stort AddressinSector |5
Length toread inSector |15
MIFARE Authentication Key |00112233445566778899¢
Read Key MIFARE Key A -

Diversification Type None -

MIFARE Ultralight

|~ MAFARE Uknalight Configuatian =]

¥ [ FIFRET UBrabgd EFID

|} o ] e

No settings are made to MIFARE Ultralight.

If you want to prevent MIFARE Ultralight from being read at all by the lock, unselect Use MIFARE
Ultralight RFID.

PIV Configuration

w [ = ] el

- Configurations: Select the setting associated with the RFID technology to be used with PIV (Personal
Identity Verification).

Mobile Credentials
CBORD

This feature is only available to select customers in the US market.
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Z Mobile Credentials Configuration X

One Card Provider | CBORD ~

Use Apple Wallet Id RFID

TCI (hex) 001122
Terminal Subtype | University space +

Authentication mode | Express HY

(2] oK. Cancel

- Use Apple Wallet Id RFID: Enables the use of Apple Wallet Credentials.

- Tl (hex): Customer specific identifier for Apple Wallet.

- Terminal Subtype: Sets the customer group for the Apple Wallet installation.

- Authentication mode: Sets if 1 factor (Express - without faceid or passcode) or 2 factor (TRA)

authentication should be used.

“Z Mobile Credentials Configuration X
Gne Card Provider |Transact ~
Use Android Use 05
MIFARE 2GO Configuration Apple Wallet Configuration
©#sd OBinary TCI (hex) 001122
TCI (hex) 001122 Terminal Subtype | University space
S S S, Authentication mode |Express -
00112233445566778899 Apple Wallet DESFire Configuration
Key (hex) |ARBBCCDDEEEF
@ 4sci (O Binary
Read Key Configuration
00112233445566778899
Key (hex) |ARBBCCDDEEFF
Apple Wallet Priv Configuration
00112233445566778899
key (hex) | ARBBCCDDEEFE
(2] 3 Cancel

Android configuration

- TCl (hex): Customer specific identifier for MIFARE 2GO Configuration.

- Key (hex): Select the read key that the credential is configured to use for sector reading. The lock
will give access only for this key.

iOS configuration

This feature is only available to select customers in the US market.

- TCl (hex): Customer specific identifier for Apple Wallet.

- Terminal Subtype: Sets the customer group for the Apple Wallet installation.

- Authentication mode: Sets if 1 factor (Express - without faceid or passcode) or 2 factor (TRA)
authentication should be used.

- Apple Wallet DESFire Configuration: Select the valid format.

- Read Key Configuration:
Key (hex): Select the read key that the credential is configured to use for sector reading. The lock
will give access only for this key.

- Apple Wallet Priv Configuration:
Key (hex): Select the apple wallet priv configuration key.
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Other SEOS

This feature is only available to select customers in the US market.

Z Mobile Credentials Configuration X

One Card Provider | Other SEOS ~

Use Apple Wallet Id RFID

TCI (hex) 001123
Terminal Subtype | University space +

Authentication mode |Express -

(2] oK. Cancel

- Use Apple Wallet Id RFID: Enables the use of Apple Wallet Credentials.

- TCl (hex): Customer specific identifier for Apple Wallet.

- Terminal Subtype: Sets the customer group for the Apple Wallet installation.

- Authentication mode: Sets if 1 factor (Express - without faceid or passcode) or 2 factor (TRA)
authentication should be used.

Other MIFARE 2GO DESFire

“Z Mobile Credentials Configuration be
One Cerd Provider | Other MIFARE 260 DESFre +
Use Android Usei0S ~
MIFARE 26O Configuration Apple Wallet Configuration
150 Application 1d (hex) | 1122334455 TCI thex) 112233
Applcation 1d (hex) 112233 Terminal Subtype | University space -
File Identity 1 Authentication mede | Express v
File Start Position 1
Apple Wallet DESFire Configuration
lengthtoreadinfle |12 P =
Application 1d (hex) 112233
File Data Protection Level |Data authenticated by MAC
File Identity 1
ey File Start Position 1
Key Type L= e Length toreadinFle |10
Dhverlication Aloorkom iU 4 File Data Protection Level | Data authenticated by MAC ~
Diversification Type | IKTDES -
Read Key Configuration
CMAC Pad length No padding - FATIIL
KeyType AES 128 v
Iv type DEFALLT_IV v
Diversification Algorithm | NXP v
00112233445566773899
Key (hex) | AABBCCODEEFT Diversificaton Type | IKTDES =
CMAC Pad kength No padding v
Key Number 1 v type DEFALLT_IV P
00112233445566778899
Key (hex) ARBBCCDDEEFF
Key Humber 2
v
(7] oK Cancel

Android configuration
MIFARE 2GO Configuration

- I1SO Application Id (hex): Enter the ISO Application id.

- Application Id: To configure the lock for file credential reading, you need to set first the Application
Id of the application which contains the file. A credential can have up to 32 applications.
Application Ids range from 0 to 16777215.

- File Identity: You need to type the File Id of the file you want to read. Every application can have up
to 28 files. File Ids range is 1 to 255.

- File Start Position: You need to indicate the byte index where you want to start to read the file. If you
type 0 it will start from the beginning of the file. 8096 is the highest start position.

- Length to read in File: Type the length of the data you want to read. The length is specified in byte.
Minimum length is 1 and the maximum length supported by the Aperio lock is 48 byte.
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- File Data Protection Level: Select one of the three options (Plain, Data Authenticity by MAC, Full
Encryption) depending on the data type of the file.

Read Key Configuration

- Key Type Select one of the options (2K3DES, 3K3DES, AES 128, FREE ACCESS) depending on the
crypto used by your application’s key. Free access will disable the read key and card will be without
encryption.

- Diversification Algorithm: Algorithm used to determine the diversified key used by the credential.
None, NXP or smartMAX. When smartMAX is selected, the application id and file settings are set
automatically.

- Diversification Type: Applicable for the diversification algorithm, select 1KTDES, 2KTDES, 3KTDES,
AES 128 and CMAC (CMAC requires Diversification Algorithm NXP and Key Type AES 128).

- CMAC Pad length: Select the applicable paddning, no padding, one block padding (16 bytes) or two
block padding (32 bytes).

- Ivtype: Select the applicable type, DEFAULT_IV, NXP_UID_AID_IV, NXP_MF2GO_IV.

- Key (hex): Type the key value in hexadecimal. DES, 2K3DES and AES 128 are 16 byte keys, 3K3DES is
a 24 byte key.

- Key Number: Each application can store up to 14 keys. Key 0 is always the application’s master key.
Enter which key number from the application you want to use. Key numbers range from 0 to 13.

iOS configuration
This feature is only available to select customers in the US market.

Apple Wallet Configuration

- Use Apple Wallet Id RFID: Enables the use of Apple Wallet Credentials.

- TCl (hex): Customer specific identifier for Apple Wallet.

- Terminal Subtype: Sets the customer group for the Apple Wallet installation.

- Authentication mode: Sets if 1 factor (Express - without faceid or passcode) or 2 factor (TRA)
authentication should be used.

Apple Wallet DESFire Configuration

- Application Id: To configure the lock for file credential reading, you need to set first the Application
Id of the application which contains the file. A credential can have up to 32 applications.
Application Ids range from 0 to 16777215.

- File Identity: You need to type the File Id of the file you want to read. Every application can have up
to 28 files. File Ids range is 1 to 255.

- File Start Position: You need to indicate the byte index where you want to start to read the file. If you
type 0 it will start from the beginning of the file. 8096 is the highest start position.

- Length to read in File: Type the length of the data you want to read. The length is specified in byte.
Minimum length is 1 and the maximum length supported by the Aperio lock is 48 byte.

- File Data Protection Level: Select one of the three options (Plain, Data Authenticity by MAC, Full
Encryption) depending on the data type of the file.

Read Key Configuration

- Key Type Select one of the options (2K3DES, 3K3DES, AES 128, FREE ACCESS) depending on the
crypto used by your application’s key. Free access will disable the read key and card will be without
encryption.

- Diversification Algorithm: Algorithm used to determine the diversified key used by the credential.
None, NXP or smartMAX. When smartMAX is selected, the application id and file settings are set
automatically.
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- Diversification Type: Applicable for the diversification algorithm, select 1KTDES, 2KTDES, 3KTDES,
AES 128 and CMAC (CMAC requires Diversification Algorithm NXP and Key Type AES 128).

- CMAC Pad length: Select the applicable paddning, no padding, one block padding (16 bytes) or two
block padding (32 bytes).

- Ivtype: Select the applicable type, DEFAULT_IV, NXP_UID_AID_IV, NXP_MF2GO_IV.

- Key (hex): Type the key value in hexadecimal. DES, 2K3DES and AES 128 are 16 byte keys, 3K3DES is
a 24 byte key.

- Key Number: Each application can store up to 14 keys. Key 0 is always the application’s master key.
Enter which key number from the application you want to use. Key numbers range from 0 to 13.

Mobile Apple Wallet Priv DESFire

Z Mobile Credentials Configuration be

One Card Provider |Other MIFARE 2GO DESFre ~

Read Key Configuration File Start Positian 1

Key Type AES 128 Length to read in File 10

ErseErmomim | File Data Protection Level |Data authenticated by MAC

Read Key Configuration

Diversification Type IKTDES v
CMAC Pad length No padding v

Key Type AES 128
Iv type DEFAULT IV

Diversification Algerithm | NXP
00112233445566778899

Key (hex) AREECCDDEEFF Diversification Type KTDES

CMAC Pad length No padding

<l e <] ¢

(Sl ! v type DEFALLT_IV
00112233445566778858

Key (hex) ARBBCCDDEEFF

Key Number 2

Apple Wallet Priv Configuration
Application 1d (hex) 112233

2K3DES ~

00112233445566775508
Key (hex) ARBBCCDDEEFF

v

a oK. Cancel

- Key Type Select one of the options (2K3DES, 3K3DES, AES 128, FREE ACCESS) depending on the
crypto used by your application’s key. Free access will disable the read key and card will be without
encryption.

- Diversification Algorithm: Algorithm used to determine the diversified key used by the credential.
None, NXP or smartMAX. When smartMAX is selected, the application id and file settings are set
automatically.

- Key Diversification: Applicable for the diversification algorithm, select TKTDES, 2KTDES, 3KTDES, AES
128 and CMAC (CMAC requires Diversification Algorithm NXP and Key Type AES 128).

- Key (hex): Type the key value in hexadecimal. DES, 2K3DES and AES 128 are 16 byte keys, 3K3DES is
a 24 byte key.

- Key Number: Each application can store up to 14 keys. Key 0 is always the application’s master key.
Enter which key number from the application you want to use. Key numbers range from 0 to 13.

None

2 Mobile Credentials Configuration X

One Card Provider [flane v

This configuration will disable all Mobile Credentials

Select None to disable mobile credentials in the device.

RFID General Settings (Lock)
These settings affect multiple RFID technologies.
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RFID Search Order only applies to V2SE and V3 locks. Credential Data Conversion, Smart Credential
Cache, Card Read Detection Configuration and Bluetooth LE only applies for V3 locks.

“Z Configure Lock/Sensor [07F1B7] X

RFID General Settings
These settings affect multiple RFID technologies
RFID Search Order

ISONIEC 144434, ISO/IEC 144438, ISO/IEC 15693 [Jindude | Revert Changes Change...

Credential Data Conversion

Ho conversion O include Revert Changes change...

Smart Credential Cache
Dynamic cache: Enabled

Valid for: 1 day
Humber of credentials: 100 [Jindude  Revert Changes Change.

«Card Read Detection Configuration

Support for Emulated MIFARE Classic cards disabled [indude | RevertChanges Change.
Bluetooth LE

Bluetooth LE: Enabled

sensitivity: 1

Power level: 4

Lock service code: ASSA ABLOY [Jindude | Revert Changes Change...

4 Back Cancel

RFID Search Order

When using V2 SE or V3 locks the search order of used RFID protocols can be specified. By changing

the search order and/or disabling protocols not used, energy consumption and user waiting time can
be reduced.

V2 locks does not support this setting.

Important about RFID Search Order Configuration

If the RFID Search Configuration is done wrong, the lock may become inoperable. Be careful
before changing these values.

Follow these guidelines:

- Ininstallations where only one credential is used: Only enable corresponding RFID protocol.

- Ininstallations with credentials using different RFID protocols: Change order so the most
frequent RFID protocol is searched first.

- Ininstallations where credential use may change over time: Do not change default
configuration.

1. Select the protocols used and/or use the arrows to set the order the lock will perform a reading of
a credential.

7+ RFID Search Order (5]

RFID Search Order for V2 SE and V3 Locks

Change the default search order by enablinofdisabling
specific protocals. These RFID protocols will be used by
the lock when searching for credentials. By changing the
default configuration you can reduce enetgy consumption
and uger indication time. This configuration is only
supported by Aperio® V2 5E and V3 locks

V| ISO/IEC 144434

1
V| ISOJIEC 15693
] ISOJIEC 144438 l’
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Credential Data Conversion (V3 locks)

This function is only supported by V3 locks, using the Aperio programming application 3.2.0
and onwards.

This function activates conversion of the credential data.

1. Select ASCll to Decimal to activate credential data conversion.

= Configure Credential Data Conversion @

Credential Data Comversion
Configure credential data conversion for 43 locks.

Credential Data Conversion Mo conwetsion -

Smart Credential Cache (V3 locks)

This function is only supported by V3 locks, using the Aperio programming application 3.2.0
and onwards.

This is a function that saves granted credentials locally in the lock memory. If the lock is offline from
the communication hub or the EAC, all credentials stored in the cache will be granted access.

<2 Cenfigure Smart Credential Cache x

Smart Credential Cache
Configure smart credential cache for V3 locks

Enabie
Enable random UID check

Number of credentials | 100

Valid for 24 hoursand |0 minutes

- Enable: Click to enable the function.
- Enable random UID check: Enables/disables the ability to detect if a credential has random UID or
not. When this function is enabled, the random UID will be removed from the credential, that is,

only the data is stored in the cache. Credentials with random UID only, will not be saved in the
cache.

- Number of credentials: Select the maximum number of grant access credentials that can be saved in
the cache. Maximum cache size is 200 credentials. For products with firmware V3.4 or later, the
maximum cache size is 1000 credentials.

- Valid for: Select for how long time the credential is stored in the cache from the point when access
is granted. Maximum 720 hours (30 days) and minimum 1 minute.

Card Read Detection Configuration (V3 locks)

This function is only supported by V3 locks, using the Aperio programming application 3.2.0
and onwards.

This is a function enables layer 4 cards, such as java cards emulating MIFARE Classic, to be read.
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- Support for Emulated MIFARE Classic cards enabled | disable: Click to enable/disable the function.
Bluetooth LE

This function is only supported by V3 locks, equipped with bluetooth LE module.

This function enables lock communication with compatible bluetooth LE (low emitter) devices for
use as credentials, such as mobile phones.

“Z Configure Bluetooth LE be

Bluetooth LE
Configure Bluetooth LE for V3 lacks.
Enable Bluetooth LE module
Sensitvity 1
Power level ) v

Lock service code | ASSA ABLOY -

- Enable Bluetooth LE module: Click to enable the bluetooth communication module in the lock.

- Sensitivity: Sets the lock sensitivity to detect a bluetooth LE credential. A value from -128 to 127
(dBm), where a lower number increases the read distance to bluetooth device. Default 1.

- Power level: Sets the bluetooth module's communication power level. Ranges from -21 to +2 (dBm)
(+4 for single ended antenna). This setting interacts with the Sensitivity setting. Default 0.

- Lock service code: Select the mobile app to be used for access in EAC. HID or ASSA ABLOY.

Sensitivity and Power level differs between bluetooth device manufacturers. Adjustments may
be required for optimal usability.

Keypad Configuration (Lock)
1. Click Change... to enter specific Keypad configuration.

“Z Canfigure Lock/Sensor [0L1CFD] ==

Keypad Configuration
Setthe keypad configuration If needed

Keypad Configuration

Disabled [Eincude | Revert Changes

l 4 Back J { b Next J l Cancel

2. Choose between two PIN reading modes:
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- PIN length: PIN is set to use a fixed length.

“Z Keypad Configuration @
V| Enable Keypad
PIN reading mode | Biii length ™ f
Enter PIM length I:l
@ OK Cancel
- Enter PIN length: A value between 1 and 16, as specified by the EAC.

- End character: PIN is sent to the EAC after an end character is pressed. The end character is
decided by lock configuration during production.

<= Keypad Configuration @
| Enzble kevpad

PIN reading mode | PIN length -

Enter PIM length I:l
@ Ok Cancel

Escape and Return Configuration (Lock)

This function allows the lock to remain unlocked a certain time after the door has been opened from
the inside. The Privacy mode function provides a method for an occupant of a room to lock the door
and change access rights to the room. The privacy mode function can be enabled on locks equipped
with privacy mode button or a monitored deadbolt.

<= Configure Lock/Sensor [011CFD] =3

Escape and Return Configuration
Setescape and refurn configuration if required.

Escape and Return Configur ation

Escape and Return: Disabled

Incude | Revert Changes Change.

Escape and Return Activation Indication

Greenflash and three buzzes Indude | Revert Changes Change

Escape and Return Cancellation Indication

Five yellow flashes and one red flash Indude | Revert Changes Change

4 Back | [) hext [ cancel
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Escape and Return and Privacy Mode Configuration

“Z Escape and Return and Privacy Mode Configur... X
~
Escape and Return and Privacy Mode
Escape and retum and privacy made can not
both be enabled atthe same time. Escape and
TEtUM is only SUppOrted by AperioB V2 SE and
V3 Ineks. Privacy mode is only supported by

Ararin@ Ay lnrks.

Privacy Mode

[ Enable privacy mode

Escape and Return
[ Enable scape and retuimt
Enable automatic reJock

Defauit urlock time (seconds) 240

Escape and Return on ingress

Enable escape and return on ingress/from outside

) e
“Z Escape and Return and Privacy Mode Configur.. X
Escape and Return and Privacy Mode
Escape and return and privacy made can not both
be enabled atthe same time. Escape and retum is
only supported by AperioB V2 SE and V3 locks
Privacy mode is only supported by AperioB ¥3
lacks
Privacy Mode
Enabie privacy mode
Escape and Return
Enable escape and retum
Defauit urlock fime (seconds) | 240
o e

Figure 2: First image: V3 lock with firmware version 3.2 or later. Second image: V2SE/V3 lock with
firmware version less than 3.2.

- Privacy Mode: Enables the possibility to use the privacy mode button or deadbolt, to change access
rights to the room. If the lock is offline, only override credentials can open the lock. This function is

supported by V3 locks only.
- Escape and Return: Activate the function to allow the lock to remain unlocked after the door has

been opened from the inside.

Escape and Return and Privacy Mode can not be enabled at the same time.

- Enable automatic re-lock: Activate the function to automatically re-lock the lock after the default
unlock time specified. If this function is not activated, the door will remain unlocked until the user
manually locks the door, or the EAC issues a lock command. This function is only supported by V3
locks with firmware version 3.2 or later.

- Default unlock time (seconds): The time the lock is unlocked. Default is 240 seconds.

- Enable escape and return on ingress/from outside: Enables the lock to remain unlocked after the door
has been opened from the outside.

Escape and Return Activation Indication (V3 locks)
Different locks can have a different mechanism for audio-visual indication to show that the escape
and return function is activated in the lock. This setting only applies for V3 locks.

To enable, select the indication pattern in the drop down list.
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22+ Configure Escape and Return Activation Indication @
Escape and Return Activation Indication

Configure escape and return activation indication for 3 locks.

Escape and Return Activation Indication ;Nu indication -

Green Flash
Three buzzes

Green Flash and three buzzes

Escape and Return Cancellation Indication (V3 locks)
Different locks can have a different mechanism for audio-visual indication to show that the escape

and return function is deactivated in the lock. This setting only applies for V3 locks.

To enable, select the indication pattern in the drop down list.

= Configure Escape and Return Cancellation Indication =

Escape and Return Cancellation Indication
Caonfigure escape and return cancellation indication for ¥3 locks.

Escape and Return Cancellation Indication ;No indication |

Five yvellow flashes and one red Flash

Five yellow Flashes with buzz and one red flash
Three red flashes

Three red flashes with buzz

Five buzzes

Network and ACU Settings (only AH40 Communication Hub)
This window only applies for AH40 communication hub in order to set the network and ACU settings

for the installation site.

To download firmware, a correct IP-address must be set for the AH40 communication hub and the
Aperio Programming Application must be connected to the same network.

= Canfigure Communication Hub [1295E8] =]

Network and ACU Settings
Configure IP Hub's Nelwork and ACU Settings
Network Settings

Hetwork Mask: 255.255.255.0

Default Gateway: 0.0.0.0

ACU Settings

ACU Address: 169.254.59.235
ACU Port: 9999
TLS Encryption: Enabled

4 Back ] [ i Mext ] [ Cancel
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Network Settings

22> Change Metwork Settings @

Configure Network Settings

Network Mask: Specify Netwark Maskfor IP Hub in P4 format. It
is a mandatory field that only accepts numbers in the format
([0-255] [0-255].[0- 255] [0-255])

Default Gateway: Specify IPV4 address of the Gateway to he used
by IP Hub. It is @ mandatary field that accepts only numbers in the
farmat ([0-255].[0- 255).[0-255].[0-255]).

Use right click menu oplion "Change IP Address" to configure IF
aciciress for the hub

Nebwork Mask 255 . 285 . 255 . O

Default Gateway 1 .2 . 3 .8

For correct settings contact your network administrator:

- Network Mask: Network mask for the local network in IPV4 format, normally 255.255.255.0.
- Default Gateway: Default gateway for the local network in IPV4 format.

To configure the IP address, use the right-click option in the installation view, see section Change IP
Address (Communication Hub AH40) on page 84.
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ACU Settings

22 Change ACL Settings (=)

Configure ACU Settings

ACWUEAC Address: Specify ACUWEAC address in IPV4 format. Itis
a mandatory field that only accepts numbers in the format
([0-255] [0-255].[0- 255] [0-254])

ACLWUEAC TCP Port; Specify TCP port number ofthe EAC to
contact. This is a mandatory field and only accepts numbers.

TLS Setting: Enable TLS setting for activating TLS encryption
while communicating with AGL

Address | 169) . 222 . 11l . &
Port 23456

/| Enable TLS

For correct settings contact your network/EAC administrator:

- Address: Network address for the EAC/ACU on the network. For example 192.168.0.155.

- Port: The TCP port of the EAC use for communication. Default value is 9999.

- Enable TLS: This setting provides secure communication between the EAC/ACU and the
communication hub. The default value is enabled. Note that TLS must be enabled to allow
customer mode to be set on the AH40 communication hub.

In order to establish a secure communication between the communication hub and the ACU, TLS is

used. The sequence for connecting when in Manufacturer Mode is the following:

1. The Communication hub makes a TCP connection to the ACU.

2. ACU and communication hub will try to establish a TLS session. During TLS handshake, the ACU
sends its certificate to the Hub.

3. Communication hub validates and stores the certificate.

TLS specifies a number of possible cipher suites, but currently only
TLS_RSA_WITH_AES_128_CBC_SHA is supported by the Communication hub . If a certificate using
another cipher suite is used by the ACU, the Communication hub disconnects the TCP connection.

When in Customer Mode, the communication hub will only accept a TLS session where the
previously stored certificate is presented. If any other certificate is presented, the communication
hub will disconnect the TCP connection.

Override Credential (Lock)

The override credentials are used to gain access to an area when the EAC is offline or when the lock
has lost connection with the communication hub. Only the credentials from the override list will be
granted access when the system is offline. You may add 10 override credentials to a lock.

Use of override credentials when using a Wiegand hub requires that DIP switch 1 is set to
position ON.

When adding an override credentials in the lock all existing override credentials are removed
from the lock. It can therefore be convenient to include this when saving a configuration.

You do not have to enter the override credential data manually for every lock to be
configured. This can be saved using the Save configuration function as the last step of the
configuration wizard.

To open the Escape and Return and Privacy Mode Configuration window: right-click on a hub and
select Lock/Sensor > Configure.... Click Next until the menu appears.
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1. To add an override credential, select the desired card type in the drop-down list and click Add.

2 Configure Lockfsensar [013542] (B
Override Credential
Add and replace override credentials. Ifno changes are made, the credentials in the lock
will be left unchanged. Mote that the list below does not show credentials currently
Ioaded into the lock. Ifyou load new cards into the lock the old cards are replaced
- Add
#  Credential Description
Delete
Clear
Remave all credentials in lock.
| 4 Back | ‘ [+ Mext ‘ ‘ Caniel |

See subsections for a description of each credential.

If you check Remove all credentials in lock, all existing override credentials in the lock will be
deleted during the configuration process.

MIFARE UID (Classic/Plus/Ultralight)

2 Enter New Override Credential =

Enter New Override Credential

Enter UID for the credential. You may also enter a
description of the credential

Card Type

Card Type  MIFARE Classic -

uID
Hexadecimal Format {e.g. 25478FA4)
12345678

Description | Janitor

- Card Type: MIFARE Classic, MIFARE Plus or MIFARE Ultralight.
- UID: Card number.
- Description: For example the credential owner.

50 Aperio® Programming Application Manual, Document No: D000732077 rev 12 Date: 2022-02-04



Aperio®

MIFARE SE (Classic/DESFire)

= Enter New Override Credential ==

Enter New Override Credential

Enter the eredential in hexadecimal farmat
Appended with zeros if the credential data does
notfitinta an even number of bytes. For example
10 bit credential data 1111111101 Appended with
zeras 1111111101000000 Becomes FF40in
hexadecimal format

Card Type

Card Type | MIIEARE Classic € -

Credential

Size in bits [1..384] |64

FFDDBBECCAADL0101

Credential

Description |Jaritor

- Card Type: MIFARE Classic SE or MIFARE DESFire SE.

- Size in bits [1...384]:: Number of bits used for credential data on the credential.
- Credential: Card number.

- Description: For example the credential owner.

MIFARE Sector data (Classic/Plus)

= Enter New Owverride Credential @

Enter New Override Credential
Enter sector data for the credential. You may also
enter a description of the credential

Card Type

Card Type  MIFARE Classic -

Sector data
Hexadecimal format (e.g. Z5A78FA)

12345678

Description | Janitor|

- Card Type: MIFARE Classic or MIFARE Plus.

- Sector data: Sector data stored on the credential. This value is normally stored in the EAC.
- Description: For example the credential owner.
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MIFARE UID and Sector data (Classic/Plus)

2 Enter New Override Credential =

Enter New Override Credential
Enter UID and sector data for the credential. You
may also enter a description ofthe credential.

Card Type

Card Type  MIFARE Classic -

uID
Hexadecimal Format {e.g. 25478FA4)
11223344

Sector data
Hexadecimal Format {e.g. 25478FA4)

1Z34ABCDEF

Description | Janitor

- Card Type: MIFARE Classic or MIFARE Plus.
- UID: Card number.

- Sector data: Sector data stored on the credential. This value is normally stored in the EAC.
- Description: For example the credential owner.

ISO 14443B UID

2 Enter New Override Credential =

Enter New Override Credential
Enter UID for the credential. You may also enter a
description of the credential

uID
Hexadecimal Format {e.g. 25478FA4)
11223344

Description | Janitor

- UID: Card number.
- Description: For example the credential owner.

ISO 14443B UID and Data

“Z Enter New Override Credential X

Enter New Override Credential
Enter the credential in hexadecimal format

umD

Hexadedmal format {e.g. 25A78FAS)

Data

Hexadedmal format {e.g. 25A78FAS)

Desaription

() e

- UID: Card number.
- Data: The file data stored on the credential.
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- Description: For example the credential owner.

MIFARE DESFire UID

" ke New Ot Credential =

Emfit Hirms dheer iy 0ol il
Enbet e eradisabial in haxadecimal foemat

LUIE]
e stbemirna forieat de g ZEA TR}
RIZEITHIEE6E66

Depeription  Lawbes|

4] [ ][ comn

- UID: Card number.
- Description: For example the credential owner.

MIFARE DESFire Application

Frabar Ww Crwiicinhi Chmdntisl
Ender fret Credantal i hesadec imal frmat

File dasta
Hecaderrl formal (8.5 JTATEFAL)

LABBCCODEEFF

(7] [

- File data: The file data stored on the credential.
- Description: For example the credential owner.

MIFARE DESFire UID and Application

Enter New Override Credential
Enter the credential in hexadecimal format

ruID

Hexadecimal Format {e.g. 25478FA4)

AMBBCCODEEFF

rFile data

Hexadecimal Format {e.g. 25478FA4)

11223344556666

Description |Janit0r| |

- UID: Card number.

- File data: The file data stored on the credential.
- Description: For example the credential owner.
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iCLASS

2 Enter New Override Credential =

-

Enter New Override Credential

Enter the credential in hexadecimal format
Appended with zeros ifthe credential data does |2
notfitinto an even number of bytes. For

example: 10 bit credential data 1111111101
Appended with zeros 1111111101000000

Size inbits [1..144] 10

11zz
Credential
Description | Janitor

- Size in bits [1...144]: Number of bits used for credential data on the iCLASS credential.

- Credential: Card credential appended with zeroes on the right side, and translated to hexadecimal
format.

- Description: For example the credential owner.

Low Frequency

= Enter New Owverride Credential @
Enter New Override Credential =

Enter the credential in hexadecimal format.

Appended with zeros ifthe credential data does  |E

notfitinto an even number of bytes. For

example: 10 hitcredential data 1111111101

Appended with zeros 1111111101000000

n

e FT AT D sl sl ferient

Size inbits [1..144] 10

FF10
Credential

Description | Janitar

- Size in bits [1...144]: Number of bits used for credential data on the credential.

- Credential: Card credential appended with zeroes on the right side, and translated to hexadecimal
format.

- Description: For example the credential owner.

PIN

- Enter Mew Owerride Credential (5]

Enter New Override Credential
Enter the PIM for the credential

PIN 22323

Description | Janitor|

- PIN: PIN code
- Description: For example the PIN user.
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2 Enter New Override Credential =

Enter New Override Credential

Enter the credential in hexadecimal format
Appended with zeros ifthe credential data does |2
notfitinto an even number of bytes. For

example: 10 bit credential data 1111111101
Appended with zeros 1111111101000000

Size inbits [1.,384] 10

1111
Credential

Description | Janitor

- Size in bits [1...384]: Number of bits used for credential data on the credential.

- Credential: Card credential appended with zeroes on the right side, and translated to hexadecimal
format.

- Description: For example the credential owner.

Legic UID

= Enter New Owverride Credential @

Enter New Override Credential
Enter data for the credential. You may also enter a
description of the credential

uID
Hexadecimal format (e.g. Z5A78FA)
12345ABCDE

Description | Janitor|

- UID: Card number.
- Description: For example the credential owner.

Legic Data

= Enter New Owverride Credential @

Enter New Override Credential
Enter data for the credential. You may also enter a
description of the credential

Data
Hexadecimal format (e.g. Z5A78FA)

112233 ABECH|

Description | Janitor

- Data: Sector data stored on the credential.
- Description: For example the credential owner.
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PicoPass

7 Enter New Override Credential =3

Enter New Override Credential

Enter serial number for the credential. tis optional
to enter data for the credential. ¥ou may also enter
a description ofthe credential

Serial number

Hexadecimal format (2.9, 25A78FA4E7EE1B3S)
2342342342392342

Data
7] Enter data
Hexadecimal format (2.q. Z5A76FA4)

AABBCC

Description |Jaritor]

- Serial number: The serial number in HEX format for the credential.
- Data: Select Enter data to add credential data in HEX format.
- Description: For example the credential owner.

Security Mode Setting (Communication hub and Lock/sensor)

To open the Security Mode Setting window: right-click on a hub and select Lock/Sensor > Configure....
Click Next until the menu appears.

This setting will apply for both the communication hub and the lock.

<2 Configure Comrmunication Hub [024521] (=)

Security Mode Setting
Setthe security mode thatwill be used for radio communication. Should be switched to
Gustorner mate to ensure seure radio comrmunication

Security Mode

Manufacturer Mode inclidg | Revert Changes Change...

Back o Mext Cancel

1. Click Change in the Security Mode Setting area if you want to change the security mode, or click
Next.

2. Checkthe check box Include to include the settings changed to the list of settings to be
transmitted to the device, or to be saved by clicking Save configuration in the Update device
wizard..

3. To change to customer mode, check the check box and click OK.

2 Security Made ==

The default mode is Manufacturer mode, but you should always change it to Customer
mode. If you change to Manufacturer mode the lock will no longer be using secure radio
communication. Note that for AH40 communication hubs, TLS must also be enabled to
allow customer mode to be set.
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Customer mode Lock is using secure radio communication with the customer encryption key.

= Manufacturer mode  Lockis using insecure radio communication with the default encryption key.

Electronic Access Controller Settings (Communication hub)
The following options apply for both RS-485, Wiegand and IP unless otherwise specified.

To open the Electronic Access Controller Settings window: right-click on a hub and select
Communication hub > Configure.... Click Next until the menu appears. Click Change... for each option
to enter the settings.

“Z Configure Communication Hub [AA238E] X

Electronic Access Controller Settings
Change settings if needed

Normal address offset Revert Changes Change.

Lock Access Decision Timeout

2seconds Revert Changes Change.

Remote Unlock

Defautt Uniock Duration for Wiegand: 0 seconds
Remote Unlock Time to Live: § hours Revert Changes Change...

Restore EAC Address to DIP Switch Setting

EAC address via DIP switch setting Revert Changes Change...

EAC Credential Settings

Disabled for all RFID technologies
Disable message 0x41 for MIFARE UID
Disable message 0x42 for MIFARE UID + Sector data
Revert Changes Change.

b Next Cancel

EAC Addressing Mode (RS-485 only)

= EAC Addressing Mode @

") Legacy address offset
@ Normal address offset

EAC gddmess izin omer 1, 17, 33, d9ele

@ =)

The default EAC addressing mode is Normal address offset, which means that the communication
hub assigns the EAC address to the paired locks according to the addressing table, see Ref [1], Aperio
Online Mechanical Installation manual. This setting is used when the EAC can handle addresses
without limit.

Legacy address offset is used when the EAC has a low limit for handling addresses, for example 32 or

64. The following example shows the addresses assigned to the locks on a communication hub with
address 1:

- Normal address offset: 1,17, 33, 49 and so on.

- Legacy address offset: 1,2, 3,4, 5, 6, 7, 8 (communication hub 1), (9-16 for communication hub 2,
17-24 for communication hub 3 and so on).

Mercury, Honeywell, and VertX AH30 communication hubs do not support normal address offset,
but use addressing mode similar to Legacy mode.

Lock Access Decision Timeout

<= Lock Access Decision Timeout @

Lock Arcess Decision Timeout (2.0

©
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This value sets the time (in seconds) the lock will wait for an access decision from the EAC.

Remote Unlock Configuration

=+ Remote Unlack Configuration ===
Default unlock duration For \Wiegand |8 hours and |0 minutes
Time to live: 0 hours and |0 minutes

This function enables the Remote unlock functionality in the communication hub.

- Default unlock duration for Wiegand: Enter the time the lock will be unlocked after the lock
performs a status report. To deactivate Remote Unlock, set the time to 0. This setting only applies for
Wiegand communication hubs. (Unlock duration is set in the EAC for RS-485 communication
hubs)

- Time to live: The time for how long the Remote unlock command (grantAccessSequence) will be
present in the communication hub. The maximum value is 17 hours and 59 minutes. (This setting
must always be longer than the Status Report interval set in the lock.) This setting only applies for
RS-485 communication hubs.

RS-485 communication hubs (firmware version 2.6.5 or later): Remote unlock is by default
enabled in the communication hub.

RS-485 communication hubs (firmware version earlier than 2.6.5): Activate Remote unlock
by clicking OK; since this is disabled in the firmware by default.

Restore EAC Address to DIP Switch Setting (RS-485 only)

7 Restore EAC Address to DIP Switch Setting =5
Click 0K to restore EAC Address o DIP Switch
sefling. EAC address via soft overtide can be set
from"Change EAC Address” on the right-click
menu for the communication hub

oK Cancel

Clicking OK will restore the EAC addressing to what is configured with the DIP switches on the back of
the communication hub.

After applying the change to DIP Switch mode on the last page of the wizard, the communication
hub will be rebooted.

To set the EAC address digitally, use the Change EAC Address function on the right-click menu
for the communication hub.

EAC Credential Settings

7 EAC Credential Settings X
UID Reverse Byte Order
(] MIFARE Classic
[ MIFARE DESFire
[ MIFARE Pius
O MIFARE Ultralight
[0 IsOfIEC 144438

MIFARE AADP RS-485 Message Selection
Disable message 0x41 for MIFARE UID
Disable message 042 for MIFARE UID + Sector data
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The selected credential types will have reversed byte order when the communication hub sends the
UID information to the EAC.

For MIFARE AADP, messages for MIFARE UID and MIFARE UID with sector data can be disabled.

PIN over Wiegand (Communication hub)
This function activates the possibility to use PIN credentials with a Wiegand communication hub.

P

P e Wiegund (===
peratrgeods  Cad + FIN -
Pl dats forvast Faclity codle + Saka =

Faclty tode {4

¥ o e

- Operating mode: Select PIN or Card + PIN to activate the function. Card is the default operating
mode. Card + PIN allows any combination of card and PIN to be used for access in the EAC.

- PIN data format: The PIN format can be set to ASCII, Facility code + data, or Binary.

- Facility code: Each facility has a unique code that all credentials within the system share. This is a
mandatory field that applies for the Facility code + data PIN data format. The maximum value is 255.

Radio Channels (Communication hub or Lock/sensor)
Always change the radio channel on the lock before changing on the communication hub.

This function is also available on the right-click menu in the Installation view.

To open the Radio Channels Setting window: right-click on a hub and select Lock/Sensor —
Configure.... Click Next until the menu appears.

1. Click Change... to set the radio channel for the communication hub/lock/sensor.

/= Configure Communication Hub [024521] ==l

Radio Channels Setting
Change settings if needed

Radio Channels

1,16,25 [indude | Revert Changes Change.

| 4 Back | [ | Cancel
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<= Change Radio Channels @

{1 (2405 Gzl
12 (2.410 GHz)
13 (2,415 GHz)
14 (2,420 i5Hz)
15 (2,425 GHz)
16 (2,430 GHz)
17 (2,435 i3Hz)
18 (2,440 GHz)
19 (2,445 GHz)
20 (2,450 5Hz)
21 (2.455 GHz)
22 (2,460 GHz)
23 (2,465 5Hz)
24 (2.470 GHz)
25 (2,475 GHz)
26 (2,480 5Hz)

2. Deselect one or several of the used channels to make a new selection of channels.
For the US market channel 26 is disabled.

Lock/Sensor Settings - Online
These settings allow configuration of Locking Parameters, Card Read (and Key Press) Indication, and
Sensor Events.
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Locking Parameters

<= Configure Locking Parameters @

Try to unlock timeout {seconds)
The time the lock tries to unlock, until it returns
a failure ifitis not possible.

Lock open time {seconds)
The time period during which the lock is open.

Lock j; alarm timeout

Tirme period during which the main contraller
constantly tries to lock a Jarmed lock until it

sends a Lock Jammed Alarm to the EAC

systern and returns to sleep mode. it

Try o unlock timeaut (seconds) 2.0
Lock open time (secaonds) 5.0
Lock jammed alarm timeout (seconds) |30
Enable lock jammed retry

Lock jammed retry period (seconds) |60

Lock jammed indication mode LED -

This dialog allows you to configure timing for different operations in the lock:

- Try to unlock timeout (seconds): How long the lock tries to unlock before it returns a failure.
- Lock open time (seconds): How long the lock is open, in seconds (default =5 s).

Mercury and Honeywell AH30 communication hubs do not support this setting. For these
type of communication hubs lock open time must be set through the protocol

- Lock jammed alarm timeout (seconds): How long time the system tries to lock the lock before it
sends an alarm to the EAC and goes back to idle state.

- Enable lock jammed retry: This enables a periodic retry to lock the lock according the settings under
Lock jammed retry period (seconds).

- Lock jammed retry period (seconds): How long the lock waits before it retries to lock, in seconds
(default=25).

- Lock jammed indication mode: The way in which the lock indicates that it has been jammed. LED,
Buzzer and LED and buzzer are the different indication modes.

Card Read (and Key Press) Indication
 Comban Cord R 3o iy et bicotior. il |

Coard Fiead and Koy Press

Confgurs e wiry m which

Different locks can have a different mechanism for audio-visual indication of successful credential
reading. Here it is possible to disable credential read indication or to set it to LED. Some Aperio locks
have support for other mechanisms such as buzzers.
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Sensor Events

sah s
S § o bl B

o = Caman

This setting applies for locks with built in sensor. This setting will save battery life in high traffic doors.

- Enable sensor events: By activating this function sensor events will be sent to the EAC.

- Disable sensor events for unlock durations greater than: The lock sensor will stop sending passage
events to the EAC for unlock durations longer than set here.

- Enable handle detection: Enables the lock to register handle change (inside/outside) and pass it on to
the communication hub/EAC.

Hard power

Hisrd prvri

FIT poswEr

COMEUEE I N3 powsst Ehould D SRIbied of 08
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I ol Bt e

Enubi mars poesar
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This setting is only available after import of device dependent features using the Import Application
Feature Data function, see section Import Application Feature Data on page 16.

- Enable hard power: If the lock is equipped with hard power this setting will disable the Aperio
platform's state of charge calculation and low battery warnings. Enable this setting to avoid
confusion when monitoring a lock with a DC power option installed.

Ignore REX

lgnore BEX
Contars d lonoe REX phiukd be srabled o
i 3ty 2 -

— Bl e B

o o] e

This setting is only available after import of device dependent features using the Import Application
Feature Data function, see section Import Application Feature Data on page 16. It only applies for
devices that can register REX (Request to exit) events.

- Enable Ignore REX: When enabled, the lock will ignore handle change, and REX event notification
will not be sent to the EAC.
This function is useful for devices with the inside and outside handle connected together, such as
AU100. To avoid a REX message to the EAC every time someone enters the door from the outside
the Ignore REX feature will disable the handle sensor event during access granted.

Device Settings
These settings allow configuration of Battery Check Interval, Status Report Interval, and Polling Interval
and applies for both a communication hub and a lock/sensor.
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Battery Check Interval
‘% Configure Battery Check Interval [

Battery Check Interval

The value below is the default value, notthe one

currently in the lock. The contral interval can be in
minutes or hours, depending on the type af lock

Control interval |60

It may be necessary to adjust the control interval for this check depending on the type of battery

used, and the surrounding temperature. For example in cold surroundings where the battery runs
out faster. Default value is 60 (minutes).

For some products with battery measurement on the secure side (Aperio V2 P100/1100
currently), the interval you set translates into hours, i.e. 6 minutes = 6 hours.

An alarm event is sent to the EAC system when the battery is low.

Status Report Interval

7 Configure Status Report Interval =

Status Report Interval

Caonfigure how often the lockisensor should report
its current status to the communication hub.
Configuring this setting in the cormmunication hub
will tell it how often it should expect a status
message before reporting the lockisensor as
offline

Message Inkerval {minutes) |60

The interval setting is normally set to 60 minutes. If Remote unlock functionality is used, this
parameter should be set to a shorter interval such somewhere in between 5 and 15 minutes.

Lowering the status interval time for any reason will have an adverse effect on the battery life
of the product.
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As the status report interval is used by the communication hub to detect if the lock has gone offline,
any changes to this interval must be done on both lock and communication hub.

- If one lock is paired with the communication hub this is done automatically.

- If more than one lock is paired with the communication hub (AH30 and AH40) the status report
interval must be set through the communication hub right-click menu with a value, equal or higher
than the longest status report interval for the locks paired.

Polling Interval (V3 locks)

|7 Configers Paling Ivternd =]
Podng It
Carifguie e polbng ins feid (n B80anassise v

kacks. Minimum abioeed value far poiiing inderesd =
LR 1o

et pudlarey
Poling I-twresl (osconds] 10

o o | Carinl

This setting only applies for V3 locks. Polling interval decides how often the lock wakes up and
connects to the communication hub to check for information from the EAC. Unlike a status report,

where the lock status information is also sent to the EAC, see section Status Report Interval on page
63.

Polling also allows the Aperio Programming Application to connect to the lock without the need of
activating the radio with a credential (if set to less than 15 seconds). The default polling interval in
the lock is 10 seconds.

To change this setting, enter a new polling interval here. Polling is deactivated in the lock by selecting
Disable polling. It is recommended to deactivate this function if the Remote unlock functionality is
not used, or if the automatic connection to the lock without credential is not wanted.

Data Privacy Settings

Data Privacy Settings control how private data will be managed by the device, in order to support
local directives such as GDPR.

% Configure Lock/Sensor [11D309] X

Data Privacy Settings
Data Privacy Sefings control how private data will be managed in the reader.

Maximum Audit Trail Retention Period

Audit records do not expire
[indude | RevertChanges

Bk P Next Cancel

- Maximum Audit Trail Retention Period: Setting for how long the audit trail is stored in the device.
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Maximum Audit Trail Retention Period

“Z Configure Maximum Audit Trail Retention Period X

Maximum Audit Trail Retention Period
Configuration settings for determining how lang of a
fime period an auditirail record will be stored on the
device. When enabled, audittrail entries olderthan the
specified time period will be automatically deleted from
the device. Audittrail records can be disabled by

configuring the retention period to zer (0). 5

Enable expration of audit trai records LA records da notexpie] v

‘Audit trai retention period (days)

This function allows you to set how long credential data will be stored in the device:

- Enable expiration of audit trail records: Enable/disable if credentials data will be deleted from the

device. (Default: Audit records do not expire).
- Audit trail retention period (days): Sets the number of days the audit records are stored in the device.

(Default: 30 days).

Device Update page - Save Configuration

Z= Configure Lock/fsensor [013542]

Device Update
The configuration is reacy to be transmitted. v

The following updates will be transmitted ko the Aperi

==

ou rnight need to show a card to the lock or

engage the sensor. Click "Next” to transmit the configuration

0@ Lockfsensar:

Keypad
- Ei';ab\ed
Card Read and Key Press Indication
-LED
Time and date
- Current system time
0Override credentials
- "Janitor" MIFARE Classic: UID: 12345678

Save Configuration. ..

l 4 Back ] | F Next { Cancel ]

The Device Update dialog shows a summary of the configuration tasks that will be downloaded to

communication hub/lock[sensor. The summary lists all settings for features where the Include check

box has been checked while updating. The configuration may be used later to configure other
devices with the same information, by clicking Save configuration:

1. The Save Configuration dialog box shows a summary of the configuration tasks that have been
collected during the different steps in the Configuration Wizard. Exclude configuration tasks by

clicking the check boxes.

<= Save Configuration

Save configuration to local storage
Select the configurations in the table bel

save.
Canfiguration name | Default lack configuration

Include Configurations

Time and date

save. Then thoose a name for the sefting and click Ok to

==l

low that you want to

keypad

Crverride credentials

=== =

Card Read Indication
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2. Recommended tasks to save could be:
- RFID configuration
- Change security mode
- Override credential
- Device time update
- And optionally some advanced features like Battery Alarm, Status configuration and Locking
parameters.

Create a set of configurations for the most common settings in your system.

3. Enter a unique and suitable name for this configuration in the Configuration name field. Choose
this name carefully, to make it clear what settings are changed in the lock/sensor or
communication hub. You could, for instance, name it according to the different configuration
tasks or, if applicable, use a name that reflects the specific unit type.

= Save Configuration @

Save configuration to local storage

Select the configurations in the takle below that you want to
save. Then choose a name far the sefting and click OK 1o
save.

Configuration name | Default lock configuration

Include Configurations

<|

Time and date

Keypad

Creerride credentials
Card Read Indication

<||[<]) [«

@ ==
4. Click OK.

Result: The configuration is saved in the local storage, and you are back in the Configuration Wizard.
Clicking Cancel on the Device Update page does not affect the locally stored configuration.

= Canfigure Lack/sensar [013542] =

Device Update
The configuration is ready to be transmitted. You might need to show a card to the ook or
engage the sensor. Click "Next” to transmit the configuration

The Following updates will be transmitted to the Aperio® Lockfsensar:

Keypad
- Eilgah\ed
Card Read and Key Press Indication
-LED
Time and date
- Current system time
Override credentials
- "Janitor” MIFARE Classic: UID: 12345678

Save Configuration. ..

4 Back | | B Next ‘ Cancel |
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Lock Body Type Configuration

< Configure Lock/Sensor [011CFD]

Lock Body Type Configuration
Ganfigure lock body type if required

Lock Body Type Configuration

Mortise 82279 [ nclude

Revert Changes

“= Lack Body Type Configuration

Lock Body Type
Configure lack body type if required

Lock Body Type  Hottise 82279

[Exit 8577
[Exit 8578
[Exit 8977
[Exit 8978
[Mortise 7976
[Mortise 7977
[Mortise 7975

[ 4Back]\ B hext ]

[ concel |

The Lock Body Type Configuration page is only visible if (1) an XML-file with lock body type data is
imported, (2) the PCB id of the lock matches one of the products in the XML-file, and (3) the Device

Aware Wizard is enabled.

The PCB id of the lock can be determined by using Retrieve System Information.

The XML-file is imported in the menu, Installation — Import Lock Body Type Data.

Applying a Stored Configuration to a Communication Hub/lock/sensor

If you saved a configuration in the configuration wizard, you can apply it to numerous locks/sensors.
This function is available on the communication hub/lock/sensor sub-menu or directly on the right-
click menu for offline locks. Only hardware specific settings are downloaded to the selected unit.

Follow these steps to download a saved configuration to a lock/sensor:

1. In the Installation view, right-click and select communication hub/lock/sensor, on the sub-menu
select Apply Configuration and choose an earlier stored configuration.

= Bperio® Programming Application - [New,_installation]
File Installation Help

[E=EIE=E =21

Upgrad Firmware..

Retrieve System Information
Retrieve Event Log

Retrieve Audit Trail

Retrieve Debug Log
Retrieve All Logs

Change Lock Identification Details...

Change Radio Channels.

Suitch to Customer Mode
Upgrade Firmware...

Switch to Online...
Reset to Default

Restart

Number of Paired Locks and sensors

Lack/Sensor [064620]

MAC Address
Short Address

ONLINE OFFLINE USE CAELE
= > ]
e & @ A =
Quick scan Scan Refrash Connec t Disconnec t Detect -
Lock/Sensor Communication Hub EAC Address UHF Link: I
L] A
Lock/Sensor [064620] » Apply Configuration Flaor 1- Offline lock configuration  Mmurication is
Communication Hub [02036F] ¥ Configure,.. Floor1- Online Lock Configuration

00:17:7A:01:02:02:93:6F

RS485, Multiple: Lock [Aperio protocel]

6.6.32266

0.0.32089

i

12,19,25

25 (2.475 Ghz)
Manufasturer Mode
Hormal address offset
1

0

Enabled

2 minutes

1

00:17:7A:01:02:06:46:20
1568

m

(4 USB radio dongle connected (COM 4)

2. Click Confirm to download the selected configuration to the unit.
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= Device update confirmation @

The Following settings will be transmitted to Communication Hub,
*fou might need to Show card/Engage sensor ta Communication Hub,
Click "Confirm" ko proceed.

Card Read and Key Press Indication
- LED
Time and date
- Current system time
Escape and Return Activation Indication
- Green flash
Override credentials
- "lanitor” MIFARE Classic: UID: 11111111

Cancel

3. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.) For a communication hub the information is updated immediately.

[= Chos CaRd ERERGE SER LT @

Show cardiengage sensor
Time remaining unti imecut B seconds

4. After download the result is shown. The settings that could not be transferred to the specific
hardware are ignored. Click Close to finish.

Diwarce wpdute reaut ﬁ
S afulr
w Card Read and Key Press indication
&9 Time ara date
&3 Crvernoe crecentials
Wil sapppeor el by Shee desaTe
Escape and Return Activalon ndicaton

=]

-}

5. Repeat all the steps from the beginning of this section for every lock[/sensor you want to configure
with a saved configuration.

Retrieve System Information
This function is available for both communication hub and lock/sensors.
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Right-click and select Lock/Sensor or Communication Hub — Retrieve System Information to access

the unit.

<= Retrieving System Information

E5

Retrieving System Information from Communication Hub [024521]. ..

Result; The Aperio Programming Application connects to the unit.

Click Save as to save the system information to a local storage, Click Reset diagnostic counters to
reset the diagnostic counters in the device or click Close to exit.

“Z System information for Lock/Sensor [0LLCFD]

Syaten information for Lock/Sensor [011CFD]

00:17:74:01:02:01L:1C: FD

Short address: FFFF

Pan id: FFFF

Created: March 21, 2015 4:57:49 FM CET
Radio Protocol Version: 43

Custouer Mode

Device Time

March 21, 2018 4:57:49 FM CET

Supported and Configured RFID Technologies

Production Date

Device Information

Type: V3
Serial mmher: 4294967295

< n |

Main board: March 12, 2015 12:09:56 PM UTC
UHF board: March 12, 2018 12:08:53 PM UTC
Secure Area board: March 12, 2018 12:09:53 PM UTC

Hupported: MIFARE Classic UID, MIFARE Classic Data, MIFARE Plus UID, MIFARE Plus Data, MIFARE DE3Fire UID, MIFAF
Configured: MIFARE Classic UID, MIFARE Plus UID, MIFARE DESFire UID, MIFARE Ultralight UID, iCLASS, iCLASS SE, ©

l Save as... ” Reset diagnostic counters. .. ” Close: ]
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Retrieve Event Log

This function displays the event log for a particular lock or an AH40 or AH20/30 gen 5
communication hub (this function is not available for sensor), where you can find all system events
performed on the device. In the example below the event log is retrieved from a lock.

1. Right-click and select Lock/Sensor — Retrieve Event Log or Communication Hub — Retrieve Event Log.
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2. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.)

- Shost candvengage sentor E

Show cardiengage sensor
Time remaining unti imecut B seconds

Result: Successful reading initiates the download of the event log.

“Z Retrieving Event Log from Lock/sensor [013542] @
Retrieving Event Log from Lockfsensor [013542]...

[ ] 5%

3. Inthe event log window, click Save As to save the information to a *.txt-file or click Close to exit
without saving.
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= Event log far Lock/Sensor [011CFD] @

Event log for Lock/Sensor [011CFD]
Created: March 21, 2018 4:51:02 FM CET

Mumber Date Ewent

1 Jarmary 1, 2007 1:00:00 aM CET Void list cleared

2 Jaruary 1, 2007 1:00:00 AM CET MIFARE Keys reset with setup card

3 January 1, 2007 1:00:03 AM CET Soft reset

4. Jarmary 1, 2007 1:00:09 aM CET Application switched to offline

5. Jaruary 1, 2007 1:00:12 AM CET Sofr reset

& January 1, 2007 1:00:00 AM CET Power-On-Reset [0x0005]

7 Jarmary 1, 2007 2:33:03 aM CET Application switch request to online
8 Jaruary 1, 2007 2:33:06 AM CET Sofr reset =
9. January 1, 2007 2:33:11 AM CET Application switched to online 1
10, Jarmary 1, 2007 2:42:29 aM CET Soft reset [0x000Z]

11. Jaruary 1, 2007 2:42:30 AM CET New Main FII loaded

1z, March 21, 2018 11:36:19 AM CET The RTC has been updated [0x0006]
13, March 21, 2018 11:36:19 aM CET Soft reset

14. March 21, 2018 11:38:20 AM CET New Main FII loaded

15. March 21, 2018 11:38:29 AM CET The RTC has been updated [0x0002]
1la. March 21, 2018 11:51:20 aM CET Soft reset

17. March 21, 2018 11:51:21 AM CET New Main FII loaded

1a. March 21, 2018 11:51:29 AM CET The RTC has been updated [0x0002]
19, March 21, 2018 1l2:27:09 FM CET Soft reset

20. March 21, 2018 12:27:10 PM CET New Main FII loaded

21. March 21, 2018 12:27:18 PM CET The RTC has been updated

22, March 21, 2018 12:30:00 FM CET Soft reset

23, March 21, 2018 12:30:01 PM CET New Main FII loaded

24, March 21, 2018 12:30:46 PM CET Soft reset

25. March 21, 2018 12:30:47 FPM CET New UHF FW loaded

26. March 21, 2018 12:31:00 PM CET Sofr reset

27. March 21, 2015 12:31:10 PM CET Hew 3A FW loaded

28, March 21, 2018 12:31:19 FM CET The RTC has been updated

29, March 21, 2018 12:37:10 PM CET Sofr reset

30. March 21, 2018 12:37:11 PM CET New Main FUI loaded

31. March 21, 2018 12:37:56 FM CET Soft reset -

SEVE &5...

The window contains information about system events including consecutive number, date, and
what type of system event that was performed. (If the number of events exceeds 200 older events
are overwritten.)

Retrieve Audit Trail
This function displays the list of access attempts for a lock (not available for sensor). It shows the
latest 200 records.

Access attempts are stored only when the lock is not in connection with the EAC.

1. Right-click and select Lock/Sensor — Retrieve Audit Trail
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2. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.)

| Shosw candiengage sentar ==
Show cardiengage sensor
Time remaining unti imecut B seconds

Result: Successful reading initiates the download of the audit trail.

<= Retrieving Audit Trail from Lock/sensor [065637] @

Retrigving Audit Trail from Lockfsensor [0R5697]...

|| 6%

3. In the audit trail window, click Save As to save the information to a *.txt-file or click Close to exit
without saving.

2 Audit trail for Lock/Sensar [011CFD] (=50
Audit trail for Lock/Sensor [011CFD]

Created: March 21, 20158 4:53:42 PM CET

Mumber Date Access decision Credential

1. March 21, 2018 4:52:54 PM CET Access denied MIFARE Classzic 1K: UID: 047D8F36(4 bytes)

2. March 21, 2018 4:53:14 PM CET Access denied MIFARE Classic 4K: UID: SDSDFSDO(4 bytes)

3. March 21, 2018 4:53:20 PM CET Acocess denied MIFARE DE3Fire: UID: 045C70CA032C80(7 bytes)

4, March 21, 2018 4:53:26 PM CET Access denied MIFARE Classic 4K: UID: 4D0AFSD0O(4 bytes)

5. March 21, 2018 4:53:31 PM CET Access denied MIFARE Classic 4K: UID: 1DS4FZAE (4 bytes)

The window contains information about the latest 200 access attempts including consecutive
number, date, access decision and what type of credential that was used at each attempt.

The audit trail is encrypted for V3 locks. If the lock is in manufacturer mode when the audit trail is
downloaded, it shows <Encrypted> instead of the credential, for access attempts that was
made in customer mode, and the other way around.

Retrieve Debug Log (V3 |OCkS)
This function displays a debug log, intended for support and maintenance purposes. This menu item
is only visible for V3 locks with firmware version 3.2 or higher.

1. Right-click and select Lock/Sensor — Retrieve Debug Log
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2. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.)

Show cardiengage sensor
Time remaining untl imeout B seconds

Result: Successful reading initiates the download of the debug log.

<= Rettieving Debug log

Retrieving Debug Log from Lock/Sensor [02936F]...

13 %

3. Edit the name for the generated XML-file if needed, and click Save.
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Retrieve All Logs

This function displays the list of access attempts for a lock (not available for sensor). It shows the
latest 200 records.

Access attempts are stored only when the lock is not in connection with the EAC.

1. Right-click and select Lock/Sensor — Retrieve All Logs (or directly on the right-click menu)
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2. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.)

Show cardiengage sensor
Time remaining unti imeout B seconds

Result: Successful reading initiates the download of all logs.

<= Retrieving Audit Trail from Lack/sensar [085637]

Retrieving Audit Trail From Lockfsensor [065697]...

[ | £ % |

3. Edit the name for the generated zip-file if needed, and click Save.
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Change EAC Address
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It is recommended to use the DIP Switch for setting the EAC address of communication hubs.

However, if needed the Change EAC Address function allows you to digitally assign an EAC address in
the range of 1-63 (1-15 for communication hubs with several locks/sensors paired and 1-63 for
communication hubs with one lock/sensor paired).

If the Aperio Programming Application is used to set RS 485 addresses, it will override the
address set by the DIP switch on the communication hub.

1. Right-click and select Communication Hub — Change EAC Address.

= =

RS-485 Settings
Selectthe EAC Address for this
Cormrmunication Huk 2

EAC Address

[wm.] »

== o @ o 0 R W

=5

2. Select the address and click OK.
After change of EAC address, hubs will be rebooted.

Change Physical Location Name
This function applies to both communication hubs and locks/sensors. In the example below the
physical location name is changed for a lock/sensor.

1. Right-click and select Lock/Sensor — Change Physical Location Name....
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2. Enter a description that clearly identifies the lock position and click OK.

2 =

Edit Physical Location in Lockisensor [0148E8]
The maximurn nurmber of characters describing
the physical location is 21

Physical Location  |Floor 1 - Door AH\

3. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.) For a communication hub the information is updated immediately.

| St candiengage sensar E

Show cardiengage sensor
Time remaining unti imeout B seconds

Result: After successful reading a progress bar shows the download. After update the new location
name can be found in the Lock/sensor section on the lower right side of the installation view.

Communication Hub [024521]

MAC Address 00:17:7A:01:02:02:45:21

Physical location oriice A

Firmiware Flawvor RS485, Multiple Lock [Aperio protocol]
Firmware Version 6.0.22795

Bootloader Yersion 1.25

Radio channels 11.1R. 25

Change the Security Mode

Secure communication is normally set during first configuration of locks/sensors and
communication hubs with the configure wizard. Security mode is also accessible through the right-
click menu.

During normal operation the security mode should not be altered. However, if the hardware must be
sent to the factory for service or repair purposes, the security mode must be set to manufacturer
mode before service.
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Explanation of symbols:

Customer mode

Lock is using secure radio communication with the customer encryption key.

= Manufacturer mode  Lockis using insecure radio communication with the default encryption key.

1. Right-click the unit and select Switch to Customer Mode|Switch to Manufacturer mode (This
function is found directly on the right-click menu for offline locks).

Z Aperio® Programming Application - FOR IN HOUSE USE ONLY - [Installation] - o X

File Installation Help

ONLINE OFFLINE

Quick soan Refresh Connect

USB CABLE

® & 3 4 4

Disconnect Detect

UHF Link J ‘
- a

Lock/sensor Communication Hub EAC Address
DAAT78B
Lock/Sensor [DAATSE] |
Communication Hub [AA938E] |

Upgrade Firmuware.

Configure...

Retrieve System Information
Retrieve Event Log

Retrieve Audit Trail

Retrieve Debug Log

Retrieve All Logs

Change Radio Channels...
Change Physical Location Name...
Switch to Customer Mode

Unpair Lock/Sensor from Communication Hub
Switch to Offline.

Restart

& communication hub & not in customer mode, the radio communication

ation Hub [AA938E]

wor
sion
frsion
els

el

e

ing Mode

alue

REMOTE Uniock

Default Unlock Duration for Wiegand
Remote Unlock Time to Live
Number of Paired Locks and Sensors

Lock/Sensor [0AA78E]

MAC Address
Panid
Short Address

00:12:4B:00:1C:AA93:8E
Wiegand [Unknown protocel]
0118

018

11,16,26

11 (2.405 GHz)
Manufacturer Mode
Legacy address offset
1

[DIP Switch]

Enabled

0seconds

5hours

1 (Maximum number of locks and sensors are pai

00:AT:TAD1:02:0A:AT:88.
938E
1007

(4 USB radio dongle connected (COM 7)

2. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.)

| = Show candiengage sentar [ ===
Show cardiengage sensor
Time remaining unti imecut B seconds

3. Aprogress bar shows that the transfer is being performed.

4. Ifthe encryption key is successfully loaded you get a message that states “Successfully updated
security mode”. Click OK.

Device Update Result @

@ Successfully updated security mode.

Result: Check the lock symbol at the right side of the lock to see that the door has been set to
Customer mode/Manufacturer mode.

For Aperio online, the AH40 communication hubs must be connected to an EAC system
(steady green light on the LED) to accept change of security mode. TLS encryption must also
be enabled in the communication hub. If not so, the following error message is shown:
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Switch to Offline (V3 locks)

This function is only available if Show advanced settings is activated in Preferences, see section
Preferences on page 8.

This function changes the operating mode of the selected V3 lock (V3.3 and higher).
1. Right-click and select Lock/Sensor — Switch to Offline/Online

= Aperio® Programming Application - [New_installation] =0 SR
Eile Instaliation Help
ONLINE OFFLINE USB CABLE _
— . /-
® & 3 4 4 :
Quick scan Sean Refresh Connect Disconnest Detect -
LockfSenisor Commurnication Hub EAC Address UHF Link I =
o Ll JAY
Lock/Sensor [064620] b Apply Configuration *lub i not in customer made, the radio communicatior|
Communication Hub [02836F] }  Configure.
1
Upgrade Firrmware... Retrieve System Informatian
Retrieve Event Lag 00:7:74:01:02:02:93:6F
Retrieve Audit Trail RS485, Multiple Lock [Aperio protacol]
Retrieve Debug Lag 6.6.32266
Retrieve All Logs 0.0.32089
Change Radio Channels »
Change Physical Location Marme... 12,1925 g
19 (2.445 GH;
Switch t Customer Mods ¢ 2
Manufacturer Mode
Unpair Lock/Sensor from Communication Hub (el e 6
Switch to Offline.. a
Restart 0
Remots Unlack Enabled
Remote Unlock Time to Live 2 minutes
Humber of Paired Locks and Sersors 1
Lock/Sensor [064620]
MAC Address 00:17:TAD1:02:06:46:20 |
Short Address 1568
< i '
.4 USB radio dongle connected (COM 4)

2. Click OKto change the operating mode for the lock.

Soitncy L WTITY, b Dt i

fowamc it Lascin [ ST e oCiflies i

B Fomy Mk e sk by P ol ke

1] #_] | oo

3. Hold the credential at the lock. (This step is not necessary for V3 locks that are connected with a
USB cable, or that have the polling interval set to less than 15 seconds.)

Show candiengage sentor E

Show cardiemgage sensor
Time remaining unti imecut B seconds

4. Confirm the change of operating mode.

Successfully switched the Lock [011CFD] ta Offline made. ==

Successfully switched the Lock [011CFD] to Offline mode
Please wait a moment for the I0CK 1o reset. You need to re-configure the lock for Offline mode
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After switching to Offline: Unpair the lock from the communication hub before
reconfiguration.

5. Reconnect to the lock, before performing further configuration according to the new operating
mode.

Set Energy Counter
This feature is only available when Advanced test mode is enabled in the Aperio programming

application, see Preferences on page 8.

This only applies to products with lithium batteries that are using energy counter such as:
C100/E100/L100/H100/R100/K100/KS100.

This function allows for tests of the lock to verify correct operation at low battery levels.

1 =

:I-' e LethiTenser WL}

- ar SO L ADATE IR S B
R T ———
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Rebara Dot 1og

R ot T

R g Ly

Brbtrn Al Lo
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fed B e Ukrsin
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Ppign
o gy e

Lot LB s e e 7 1

“Z Set Energy Counter X

Setting energy counter values for test purposes only.
Note that the battery should be replaced after the test

Energy dlarm limit | 1100
Energy itical imit ~ |1375

Energy counter value |200

Send Retrieve Energy Counter Value

(7] Close

- Energy alarm limit: The value when the lock triggers battery low level.
- Energy critical limit: The value when the lock triggers battery flat level.
- Energy counter value: The battery counter value to be sent to lock.

Click Retrieve Energy Counter Value to fetch the current value in the lock.

Click Send to start testing the lock with the entered battery counter value.
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When clicking Close, the energy counter in the battery is reset to original value before testing.

Note that the battery should be replaced after the test.

Change Radio Channels
Changing the radio channels can be necessary if you experience interference between
communication hubs, which can occur if many hubs are installed close to each other.

Always change the radio channel in the locks/sensors before changing in the communication
hub!

The lock radio channels may be inaccurate if the communication hub details are refreshed
when the locks and hubs are on different channels.

1. Select the lock/sensor in the scan result table. Right-click and select Lock/Sensor — Change Radio
Channels....
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2. Unselect any of the three currently used channels to be able to select other radio channels. Click
OK.

For the US market channel 26 is disabled.
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Change radio channels in Communication Hub
[024521]
At mostyou are able fo set 3 separate radio
channels. To cansider: When changing radio
channels, all connectad devices MUST he
changed before the Communication hub is
updated.

12 (2,410 Hz)

13 (2,415 SHz)

14 (2,420 GHz}

15 (2,425 Hz)
16 (2,430 GHz)

17 (2,435 GHz})

18 (2,440 5Hz)

19 (2,445 SHz)

20 (2,450 GHz)

21 (2,455 Hz)

22 (2,460 GHz)

23 (2,465 GHz)

24 (2,470 GHz)
25 (2,475 GHz)

26 (2,480 GHz)

@ I Set preferred mask I [ oK ] I Cancel J

Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.)

| = Chesw eandvEngagE SERTAT ==
Show cardiengage sensor
Time remaining unti imecut B seconds

Result: A progress bar shows that the update is being performed. The Device Update Result dialog
box shows the result of the update when it has been performed.

Device update result @

@ Successfully updated radio channels.

Repeat this procedure for all locks/sensors connected to the current communication hub.
Recommendation: All locks/sensors should use the same three channels in order to create a more
stable radio connection. Communication problems occur more likely between closely installed
communication hubs than between closely installed locks[sensors paired with one hub.

Finally, change the radio channel for the communication hub: Right-click and select
Communication Hub — Change Radio Channels.

Aperio® Programming Application Manual, Document No: D000732077 rev 12 Date: 2022-02-04 81



Aperio®

- Apreall Bregramming Applicshce - [Hes n 2sbabion]
Fiie Iritsiiyticn Hely

OLINE OFFLIME UsECARE
3} s f
* @ 2 4 &
Tuikrzan Somn Habazy Coormed [ +ct Daback
Lok breror Copmwrmraataon Hob EAC Adddress LHF Lirk. Commnication b [024571)
[T ] [urkreen] ol L")
ni4sEn [T i " | ' S
" a ol Pyl st iy
eskssansos [09541T] ol L] | i
Commuricstion Hub [I45TE] *  Apple Configuestian [
Canl "
Lipsgraede Firmmanre.. ot
Puiswath lock & densar .

Retnews yttern Infomsatan

CRarige Radio Chsnels..

Chapnge BAC Safdian. B

Cramge Prasical Lasatuan Hame.,

Switch te Manufsctuner Mods
Earile unisc
D ok ulch o for e
vurmbar of Pared [ ocks and Sanasy
e St

Loik  sermor [D65897]

AL Bk s
&0 Addrese
Par i

o U relio dongle commected (C0M )

6. Unselect any of the three currently used channels, to be able to select the same radio channels as

for the lock/sensor. Click OK.

Result: A progress bar shows that the update is being performed. The Device update result dialog

box shows the result of the update when it has been performed.

“Z Change radio channels
Please wait

Device update result

@ Successtully updated radio channels.

Setting the Time of a Lock
Follow these steps to set the time of a lock:

1. Select the lock in the installation view.

2. Inthe menu bar select Installation — Online — Settings and check that the Always update device

time during configuration check box is checked.
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7= Online Installation Settings @
MIFARE Classic UID format

Select how the MIFARE Classic UID should be formatted in the
audit trail and when configuring overtide credentials,

@ h;

ik

Decimal format {i.e. 631738276)
Hexadecimal Format, reverse byte order (i.e. A4BFATZS)

Decimal farmat, reverse byte order {i.e. 2760877861)

Configuration Wizard Settings

Always update device time during configuration

@ o) [Cemw]

3. Close the Online Installation Settings view. Right-click and select Lock/Sensor — Configure. Click
Next repeatedly until you reach the Device Update window.

= Canfigure Lack/sensar [013542] (5]

Device Update
The seftings are now ready to be transmitted to Lockisensar. You might need to Show
card/Engage sensor to Lock/sensar. Click "Mext”

The following updates will be transmitted ko the Aperio® Lockisensor:

Time and date
- Current system time

Save Configuration...

FrBack | [ pomet | [ cancel |

Click Next.

Device Update Result
The result of the device update will be presented below,

“Z Showv cardfengage sensor @

Show cardlengage sensor

Time remaining until timeout: 2 seconds

Back & Clos= Cancel

2 Configure Lock/sensor [D148E8] 53
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The time of the lock will now be automatically set each time you configure and update
the device.

6. Click Close to exit the device update configuration.

<= Configure Lock/sensor [013542] @

Device update resuft
The result of the device update will be presented below

€2 successfully updated time and date

Change IP Address (Communication Hub AH40)
1. Right-click and select Communication Hub — Change IP Address.
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2. Fillin the IP address of the communication hub. Click OK and the new IP address will be applied in
the communication hub, and the IP communication will be restarted using the new IP address.
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iy

IP Address

format

IPAddress 192 . 168 . 0O . 10

=
|

Specify IP address ofthe IP Hub following IPY4

4 [mg] »

(COH0-255] 300 0- 255100 0- 255] 3G0{0-255T)

Cancel

Restart (Communication Hub AH40 [ Locks)
1. On the Lock/Sensor or Communication Hub right-click sub-menu, select Restart.

ekl g mng byt - Pl s W

| e rmstrner wn

| s et (LT

prare -

[

Retared Faddt T
Foenpoq Doy Loy
Brimren B8]y

[
CFage Myteial L4 il P
Smark i aadimen My

Vpgeads bormaas
TRy L

LI

# W 4 i el S marnil 0k 0

Losche Towwponr [ 1 §DATV]

Pl BRI PR R
Jeorty Hodt  Cosirass Bl
L T N ]

. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.) This step does not apply for communication hubs either.

= Show candiengage sensar
Show cardiemngage sensor
Time remaining unti imeout B seconds

(=

. Click OK to close.

=

Sasccownbak

& e
[

Allow the device to restart for approximately 10 seconds. Reconnect to the device to
perform further configuration.

Manage Configurations

General
The stored configurations made in the configuration wizard, can be exported to a file so that more

than one Aperio Programming Application can share the same configuration information. When you

Aperio® Programming Application Manual, Document No: D000732077 rev 12 Date: 2022-02-04
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import an exported configuration you add it to the local configuration storage and then you can
apply that configuration to a lock/sensor or communication hub.

When you export a configuration, you cannot change the name of the configuration, only the
file name holding the configuration information. Since configurations can be shared between
different Aperio Programming Applications, it is preferable that a shared configuration
(identified by its unique name) also has the same meaning on all Aperio Programming
Applications. It is therefore advisable that you choose the name of the configuration wisely
when you store the configuration.

Exporting Configuration
1. Inthe menu bar, select Installation — Manage Configurations.

Aperey® Proguimimesg Bpehoaban - [stsl

File Instalation Help

o Onikiig E
Offfre
Msrage Configuistions...
impert Leck Body Type Dala

Lo mipoe Apploatan Festure Dats

011 Change Pasmword .

2. Select the configuration that should be exported to file and click Export....

‘= Manage Configurations

Available configurations

Configuration content

=]

nfiguration
Floar 1 - Offline lock configuratio

4 . +

Keypad
- Ei';ab\ed
Card Read and Key Press Indication
-LED
Time and date
- Current system time
0Override credentials
- "Janitor" MIFARE Classic: UID: 12345678

Import.., Export...

Close

3. Select the folder where you want to store the configuration, chose a file name and click Save.
4. Choose a password that will be used when importing the particular configuration, confirm it and

click OK.

= Enter Passwaord

Enter Password

can notbe used as password

Password LTI T

Confirm Password |essssssss

Enter a password that will be used to save the configuration securely. A minimurm of 8
characters with uppercase, lowercase, and numbers is required. The installation name

==
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The password must contain at least 8 characters of which at least one upper and lower
case character and a number.

Result:

Importing Configuration

Importing a configuration takes a previously exported configuration and adds it to the local
configuration storage.

1. Inthe menu bar, select Installation — Manage Configurations.

Rpbtnd B VRG] Apshrbon - [rgis

thie Inmalation Help
o Onbne
Dflires

Mlsmage Confiquishions..
Timpent Leck Body Type Date_
L fmpod Applostiaon Festure Daks

Chsrge Pawmword .

2. ClickImport.

a1

2 Manage Configurations

Available configurations Configuration content
Standard lock configuration

Export...

Clase

3. Select avalid configuration XML-file and click Open.
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4. Enter the password and click OK.

= Enter Passovord @

Password
Enter the passward for the configuration

Password | essesses

The configuration is identified by its name, not the name of the export file. When importing a
configuration that already exists in the Aperio Programming Application you will be
prompted if you want to replace the existing configuration.

s e

ﬂ Fordoparatr wresby el v harwge St g K e e et b reres @ edgaesn”

Deleting Configuration
In the Manage Configurations view you can also delete existing configurations: Right-click the
configuration and select Delete.

= Manage Configurations

Available configurations Confi(

Delete

Upgrade of Aperio Hardware Firmware

This chapter describes how to upgrade both online and offline communication hubs and locks/
sensors with a new firmware that is contained in the firmware file. The upgrade procedure will be
executed only for the selected communication hub or lock/sensor, depending on the content of the
firmware. The firmware file only contains firmware applicable to either a communication hub or a
lock/sensor.

Consider the following notes when upgrading the Aperio online firmware:
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Always upgrade the communication hub before upgrading the locks/sensors. The reason is
that communication hubs should always support older lock/sensor firmware but the
opposite may not always be possible.

When selecting a device for firmware upgrade the Aperio Programming Application will
compare the current device firmware version to the new firmware version in the afw file. In
the firmware upgrade window upgrade components for units with firmware older than the
version contained in the afw file will be selected by default. The rest will be greyed and not
selected.

When upgrading AH30 communication hubs that use the DIP switch for EAC addressing,
always check that the DIP switch is set to the correct EAC address. If DIP 5 (Pairing mode) is
active by mistake, an upgrade will result in that the communication hub starts using a
different EAC address.

When upgrading AH40 communication hubs to the latest firmware, Ethernet must be used

to download the new firmware, which requires that the AH40 communication hub IP address

and other network settings has correctly been set up.

After firmware upgrade of all communication hubs versions, always perform a Rescan to
ensure that the Aperio Programming Application is sync with any new feature in the
upgraded communication hub.

Upgrade Firmware

No sanity check is done by the Aperio Programming Application before the firmware
download starts. Applying an older firmware than installed can cause the hardware to
malfunction.

The Aperio Programming Application performs a check of firmware and lock so that the

firmware always match the hardware. A C100 afw file will only be used with cylinder locks. An

E100 afw file will only be used with escutcheon locks etc.

All firmware included in the afw file should be downloaded to hardware. Canceling the
upgrade process or partly upgrading the hardware can cause malfunction.

Do not remove the battery or the V3 locks USB cable during the upgrade process. This can
cause malfunction.

1. Ensure that you are using the latest version of the Aperio Programming Application. If not instal
the latest version.

2. Check on the UHF Link indicator that the signal strength indicator is good enough to be able to
perform an upgrade (green or yellow). If you have bad signal strength (red) the Aperio
Programming Application will not enable the upgrade function.

Lock{Sensor Commurnication Hub EAC Address UHF Link.
|o216F1 | [unknown) | ol -

0148E8 024521 1 ol
ail

3. Right-click on the communication hub/lock/sensor in the Installation view and select Upgrade
Firmware.
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Always upgrade the communication hub before upgrading the locks/sensors. The reason
is that communication hubs should always support older lock/sensor firmware but the
opposite may not always be possible.

4. Select the firmware file (.afw/.fw file) and click Open.

= Select firrmwware image file @

Lack in: Apetio firmware - 3 E'

; [ 00_mifareDesf)
ik | Aperio2_c100_mifarePlus-2.6.4.1344.afw
Tidigare || Aperio2_LF_SDR-3.09.afw
| AperioZ_pl00_LF_SDR-2.6.4.1199.afw
! | build_c100_aperio2_mifarePlus-8,1,22357.afn
Skrivbord

|
Mina dokument

A
Dator
o}
h File name: Aperio2_c100_mifareDesfire-2.6.4.1344.afw
Natverk . r
Files of Lyoet | Aperio Firmuvars Fils (*.afuy® fu) =

5. Enter the password supplied with the firmware.

‘= Enter Password @

Enter Password
Please enter the password for the file.

Password | eeesessssses

Result: The firmware upgrade window is shown, with a list of the firmware components that may
be upgraded. Click Release Information to get more information about the firmware file.
The firmware list varies, depending on the firmware file and on the firmware version in the

devices:
- The first example shows a communication hub which already has the same FW version as the

one in the firmware file. Therefore Communication Hub is greyed out and upgrade is not
necessary.

= Upgrade Firmware

Firmware Communication Hub
a Firmware Flavor - RS48S, Multiple Lock [Aperio protocel]
Firmwsare Yersion 6.6,32718

Progress

Mot started.
Time and Date

Set Time and Date

Release Information | *no upgrade needed as version is same as in device Save. Close. Start

- The next example shows a list of three firmwares for a lock, all with FW versions older than the
new FW version in the firmware file. Therefore all three components are checked by default.

! 0%

90 Aperio® Programming Application Manual, Document No: D000732077 rev 12 Date: 2022-02-04



Aperio®

= Upgrade Firmuvare @
(LR B . Lock - Main Application
Lock - Main Application
6.1,19460 Firmware Yersion 6.1,13439
Lock - UHF Progress
£.3,18970
Lock - & n Mot skarted. .
7 ock - Secure Area
2618970 i e
Release Information { SEYE.. ] l Close I [ Skart ]

- The third example shows a list of firmwares, where two of them have the same FW versions as in
the lock. Therefore only the newer firmwares are checked by default. To reinstall the firmware,
although it already has the same version, select the checkbox.

2 Upgrade Firmware x

]

rmware
Lock - Main Application™

]

Lock - Main Bootoader and Application
1.2.108and 312,10

&

Lock - UHF
3.12.10

]

Lock - Secure Area
1.0.33964

0 ©

SE Processor configuration®

e Lock - Main Bootioader and Application
SE Processor firmware
1.139.67893854826738

&

Firmware Version 1.2,108 and 3.12.10

SE Processor assemblies iz
119.2
- Not started...
Time and Date
Set Time and Date | %
@/ | Release Informaton | Frmuware marked with =il not be upgraded as it is aready presentin the device Save... oose | [ swr |

6. Click Startto run the upgrade process.

Only deselect firmware if site specific settings allow this. Existing old firmware in hardware
combined with new firmware can cause malfunction.

7. Ifyou are upgrading a lock/sensor you will be prompted to connect. Hold the credential at the
lock, or engage the magnet for the sensor. (This step is not necessary for V3 locks that are
connected with a USB cable, or online locks that have the polling interval set to less than 15
seconds.)

| Shosw candiengage sentar e
Show cardiengage sensor
Time remaining unti imecut B seconds

Result: The upgrade will start with the first firmware in the list. A green arrow to the left of the
selected firmware will indicate the firmware is being upgraded and the firmware is downloaded.

= Upgrade Firmware =5
Firmware
Lock - Main Application*
3.7.1400
Lock - UHF*
3.7.1407

Lock - isin Applcation
Firmuare Version 3.7.1407
Lack - Secure Area® fegn
10.33216

Time and Date

Set Time and Date I LR
Releass Information . o =

Uparading firrmware. .

After finished download, the device resets.
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“Z Upgrade Firnvware @

Firmware
Lock - Main Application™®
3.7.1400

Lock - UHF* .
3.7.1407 Firmgare Yersion 3.7.1407

Lock - Main Application

Lock - Secure Area™ Progress
1.0.33216
Time and Date

Set Time and Date L —

Release Information Save.. Close Start.

Resetting the device, do not remave the battery or the USE cable. ..

The firmware upgrade continues automatically with the remaining firmwares in the list.

Canceling the firmware upgrade process by clicking Close should be avoided. Existing old
firmware in hardware combined with new firmware can cause malfunction.

8. Optional: After all firmware is downloaded, click Save... to save the settings for firmware upgrade
of several devices.

“Z Upgrade Firnvware @

Firmware
Lock - Main Application™®
3.7.1400

Lock - UHF*
3.7.1407

Time and Date

Lock - Secure Area™ Progress
1.0.33216

Time and Date

Done...

Set Time and Date

Release Information Save.. ] [ Close ] [ Done
= Save Firmware Upgrade Configuration =
Save firmware upgrade configuration to local storage
Choose a name for the configuralion and optionally a device
configuration to apply. Click OK 1o save:
#Apply Device Configuration | Floor L - Online Lack canfiguration =
Retrieve ll logs  |C:\Devicelags :]
Configuration name | E100-HF_Aperiol/3-3.7.0 upgrade

- Apply Device Configuration: Select an existing device configuration, valid for the same device type
as the firmware.

- Retrieve All Logs: Downloads all logs of the device, prior of the firmware upgrade.

- Configuration name: The name of the firmware configuration visible in the Aperio programming
application.

9. Click Close/Done to finish.

Applying a Stored Firmware Configuration to a Communication Hub/lock/sensor
If you saved a firmware upgrade configuration, you can apply it to numerous communication hub/

locks/sensors. This function is available on the right-click menu. Only firmware corresponding to the
selected device is accepted and downloaded.

1. In the Installation view, right-click and select Apply Firmware Upgrade — [Name of configuration] —
Apply and choose an earlier stored configuration.
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= Aperio® Pragramming Application - [New_installation]

File Installation Help

ONLINE OFFLINE USB CABLE
Quicksoan Soan Rafrach Connect  Disconneet Datect

UHF Link

EAC Address

LackjSensor Commurication Hub

=
Lack/Sensor [064520] »  Apply Configuration »  Floor1- Offline lack configuratian

Communication Hub [02936F] Configure... Flaor1- Online Lock Corfiguration

munication is

Retrieve System Information

Upgrade Firmware..

Retrieve Event Log
RS485, Multiple Lock [Aperio protocol]

Retrieve Audit Trail
Retrieve Debug Log 5.6.32268
Retrieve All Logs 1.0.32089

26
Change Lock Identification Details... 12,19,25
Change Radio Channels. 26 (2.475 GHz)
Switch te Customer Mode Manufacturer Mode

Hormal address offset
1

Upgrade Firmware...

Switch to Online..

o
Reset to Default Enabled
Restart 2 minutes
Number of Paired Locks and Sensors 4
Lock/Sensor [064620]
MAC Address 00:A7:7A:01:02:06:46:20
short Address 1568
o I
4 USB radio dongle connected (COM 4)
B T
Vir i s
TR - D A CARE
[re—a—— T i " Banas
Ak Rarnr [ 5PE]

B Akt B TR T
Sty O Ll B
Bado Gl 01, WL

Epyr el garaee
Lufugrs

Erborre e fed et
Bireses [eam

L]
Brrwyd Rardn Trd
rirerye Srkasy log

> e Ayt Med

Epwy Feraim Ly s P EREE SsrVlE] Y oy
Cpwuds bsvaar Daiein

St b D

imtea

o R i daagiy jamanad ke R

2. Select or deselect the items to alter the saved firmware configuration if needed. Click Start to run

the firmware upgrade.

“Z Upgrade Firmware

ion™*

Lock - Main Appl
1407

o Lock - Main Application
Lock - UHF*
B 3.7.1407 Firmware Yersion 3.7.1407
(] Lock - Secure Area’ 4!
1.0.33216

Nat started. .,

e and Date
[ Set Time and Date L i
Device Configuration

[ Floor 1 - Online Leck configuration

all Logs
’V Retrieve All Logs

Release Information | *no upgrade needed as version is same as in device
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3. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.) For a communication hub the information is updated immediately.

| o candlEngagE SERIOT E

Show cardiengage sensor
Time remaining unti imecut B seconds

4. After download the result is shown. The settings that could not be transferred to the specific
hardware are ignored. Click Close to finish.

= Upgrade Finmuware (53

Firmware
Lock - Main Application™®
3.7.1407
Lock - UHF*
3.7.1407

Device Configuration

p
Lock - Secure Area® (D

1033216

Dorne.

Time and Date

Set Time and Date

Device Configuration

Floor 1 - Online lock configuration
Al Logs

Retrieve All Logs

Releass Information | 1o uparade needed as version is same as in device Close Done

Upgrade Failure

An upgrade failure is typically due to bad radio conditions. The work around is to move closer to the
communication hub/offline lock and try upgrading again.

1. Click Save Support Information to File if desired and click OK to close the error message.

“= Upgrade Firrmaare @
FEIare B — Lock - Main Application
& Lock - Main Application
6.1.19489 Firmware Version 6.1,19489
B Lock - UHF Progress
2.3.18976
Lock - S o Mok started...
ock - Secure Area
2.6.18576 | s
= Error occurred @

@ Lost the connection to the device. This could be caused by radio disturbances, please try again.

[ Save Support Information to File ] ‘ Close |

2. Click Retry to try the upgrade again.

“= Upgrade Firrsare @

Firmware

Lock - Main Application
6.1.19439 Firmware Version 2.6.18976

Lock - Secure Area

Lock - UHF Progress
2,3,18976

Lock - Secure Area
2.6.13976 I

Release Information
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5 Aperio Programming Application Offline Functions

Creating Installations

An installation is a password protected set of settings you need when you want to communicate with
a hub and/or a lock. An installation is linked to an encryption file that is needed in order for the
communication to work. (The encryption key file is provided by your local ASSA ABLOY company via
encrypted e-mail or on a USB memory stick.)

1. Insert the USB Radio dongle and start the Aperio programming application.
2. Select File — New Installation in the Aperio programming application menu.

Epeeraill Fragrimmung Applcation - |Nes imtalshon|
[Fie] instativbion Help

hirw Irutalivhon., [ )

OFFLRE
Ogn Istallvion_.  Cadel - =
eportinsfanony... Crded @* f=
Carract
Peelereaces.
2 EAL Address
Est Cadafd

[wbrewn]

3. Enter a name for the installation, a password containing at least 8 characters of which at least one
upper and lower case character and a number. Finally click the browse button in the Key file field
to add the encryption key (site_name-xxxxx.xml).

= Mew Installation @

Installation

Aninstallation represents a complete Aperio™ systern.

The passwaord is used {0 securely encrypt all seftings and
configurations for the installation. A minirurm of & characters with
uppercase, lowercase, and numbers is required. it also can't be the
same as the installation name

The keyfile cortaing unigue keys that are used to secure the radio
communication and prevent unauthorized reconfiguration of the systern.
Do notuse the same key file for different installations

Installation Name  new installation

Password LITEITEETY

Repeat Password eessssese

Key File Assa ablov\Aperio\Mjukvarallicence file, xml E

Proper handling of encryption keys is essential to lock/sensor security! It is absolutely

necessary to use the customer encryption key by setting all communication hubs and

locks/sensors in Customer mode to ensure a secure and encrypted communication.
4. Click Create.

Opening Installations
The login window is automatically opened at start up if stored installations exist.

1. To open a stored installation select File — Open Installation...

Epavall Frogrimmeng Spplestmn - [Hew_mrllstan|
[Fia] inrtuilyian Hap
K Iratalivtian.. Chish SFFLIRE
Ogin IictaBain.. Crd=id) =
Treipioet Dnemalataeed.. Cirlal
Cenmvact
Prele reried.
- —— I

2. Select the Installation and enter the password. Click Open to proceed.
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Open Instaiation ==
Eratallation M _rsballaton -

Pamswoid  EEseEs e

1] Crese nas. ., (g n il

Import Existing Installations

1. Toimport an existing Aperio installation including security keys and configurations, select File —
Import Installations....

 kpamo® Pragramming Aepbc vin
|Ft_l-' Iratadiyticn. Heip
Hrwr brcrtadlivban. CidsH
Daer Rsmlaon . Cirle
impoot Inptailabiona.., Cirlel

Preferenicer.

bt Ctrl=Fd

2. Click the button and select the location for the old installation of the Aperio Programming
Application. Your current installations will not be deleted. If you want to import installations from
another computer, see section Managing Existing Installations on page 14.

Impert Baibing Initallshana @
Import exdsting AperieD Progr Applic.stion b
Tip g irgladl alions fim an guigling Apeesalinssalalin, §416c Fa Sinaciany

winane thie old applcabon was installed Imporing installabons wil alios vou o
URE SECiLy Rl S0d A aved SORNGUTANOSE Frarm W 008 AZS ol ISl sllsben

Fiating inetallation  an FissbAus Abbvyifparin Progrsnming Spgicsfon (15 wermoni |

1] Cancsl

3. Finish by clicking Import.
Managing Existing Installations

Taking backup of existing installation

1. Locate the application directory of the Aperio Programming Application,
C:\Program Files\Assa Abloy\Aperio Programming Application\ (orcC:
\Program Files (x86)\Assa Abloy\Aperio Programming Application\ fora
64-bit computer)

2. Allinstallations are located in the aperioinstallations folder for backup. Encryption key
including configurations are included in each installation.

Move installations to a new computer

1. Take a backup of the desired installation, according to Taking backup of existing installation on
page 96, or backup the complete aperioinstallations folder.

2. Transfer the backup to the corresponding folder in the Aperio Programming Application folder on
the new computer. If the aperioinstallations folder does not exists, it needs to be created.

Remove installation

1. Locatethe aperioinstallations folderin the application folder for the Aperio Programming
Application, according to above and delete the entire folder for the desired installation.
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Connecting to an Offline Lock

For V3 locks with USB Cable, before connecting the first time, install the drivers according to
section Recommended Procedure when Using the V3 Lock USB Cable on page 148.

1. Click Connect in the Offline section of the menu bar or Detect for a V3 lock connected with USB

cable.
= v Ll E a3 A rl-- IH-I i
Eiw |rutsiybion Hels
chLE OFFLINE USECARLE
o - 2 4 & &
Tuitkacan ey Fapary Coarrsd [ 4l Dabact

The radio channels used in the Aperio Programming Application must conform with the
offline lock channels, if connection problems occur, check the radio channel settings, see
section Offline Installation Settings on page 7.
2. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not
necessary for V3 locks that are connected with a USB cable.)

[ e— =
Show cardiengage sensor
Time remaining unti hmeout & seconds

Result: Detailed information is downloaded and the Aperio Programming Application connects

to the lock.
"~ Aol Brigqramming Bgplicatizn - [Hew ini2sd
Fie Inmtaiybon Helg
ORLINE OFFLRE USE CARE
. =
“ @ 3 4 4 ~
anickaman Sean Ll Crumgat Dapnrash Daluct
L L B Liack Girimgy sl [ 6]
R || . T
Fheysc ol loc stion T A
Bacha charrml 1, 98, W
Actrer Chatvel T R Gy
Security mad Cusctneresr Fodn
Shw oo -
Tesgghe Medda iea ahibed

Destult Schasubed Opens

St Tive B
Ered Tims 1708
Deze Inforveaton

Leck 4 ®
Lock Group ]

Foario Offics MIFARE Claisc Configuration:
Tokal rumber of packors >
Busrber of Al seclons B
Murvbes of Schedubed Open secios B
Tvater oecto i

e sex2ors 1,2

s WESR padbnn doagbe connesciad (08 T

Configure Function — Wizard
Open the configure function by right-clicking the lock and selecting Configure.
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Retriewe Systemn Infoemation
Retneve Bt Loy
Etriewe Sugit Trail

Frtrirwe Debug Lug
Fengse o Logs

Change Lock idestification Detads...
Changs Radic Chansals_.
Fwitich 1o Cunlamer Mede

Upgeade Frmmvire...

Senbich to Onkne._.
Rt ba Delwah

Femsn

The following sections describe each window in the wizard.

RFID Configuration
For V2 locks, select the tab depending upon the lock type. Only one type of configuration can be sent
to the Lock. For V3 locks, the valid RFID type is read from the lock.

= Coahgore Lack [038333] o

HEID ConBiguintion

Tha RFID condgorabon mast be seieced depending opon thi type of i

Pleaee nobs sl Lock |d and Lok Group will has 1 b iconbguind # e BFID licknalogy 5 chisged Bom ohs
fachnology o anothar

fpere e MIFASE Chwec | - dod...

EFID Trpe Dartasy
hmerm DMine MIP AT DEFTFre £d: 1, Pl Cata Larwel: Pull sncryplion, Humber o...

Tmvert Carger

Figure 3: V2 locks: Select the lock type applicable
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“Z Configure Lock [010065] %

RFID Configuration

The RFID configuration must be selected depending upen the type of firmware.

Please note that Lock Id and Lock Group will have to be reconfigured if the RFID technology is changed from one
technolegy to another.

555 Ofine Tegic « Add,

RFID Type Details
(055 Offine Legic \Allowed card types: ISO/IEC 15693, Start segment: 7, Search string (...

Figure 4: V3 locks: The RFID is read from the OSS Legic lock
Click Add and|or Change to enter the settings for the card format.

Offline Card Specifications

There are two offline card specifications when using Aperio in Offline mode. The first card
specification is created by ASSA ABLOY and is called Aperio Offline. Products that follow this
specification are Aperio Offline MIFARE Classic and Aperio Offline MIFARE DESFire.

The second specification is called OSS Offline where OSS (Open Security Standard) is an open
standard that is specified by the OSS committee. Aperio products supporting this standard are OSS
Offline MIFARE Classic, OSS Offline MIFARE DESFire and OSS Offline Legic.

Aperio Offline MIFARE Classic Configuration

Aperio Offline MIFARE Classic configurations is a part of the Lock-Unit setup information that
describes which MIFARE sectors are to be used by the Aperio Offline application. This configuration
screen allows the user to specify a MIFARE 'B' key and configure the mifare sector usage (system
sector, alarm sector, schedule open sector).

If the RFID configuration is done wrong, the lock may become inoperable.

“Z Aperio Offline MIFARE Classic Configuration ==

Default Key
Key Configuration

Key 'B" 222222222222

Number of Scheduled Open sectors | 1|
Sector number Physical number Sector type @
System sector 1 - Default
2 v Alarm
3 w|  Schedued Open
4 v Defauit
Default
Defauit
Default
Defauit
Default

© @ uoa o ok oW o e

Default
Default

Default
v

) (o)
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Default Key: If selected, the Key "B" will be set automatically. The information will be sent in the
background to obtain increased security.

Key Configuration:

- Key B: Enter the 6 byte long hexadecimal MIFARE Classic Key B that applies for the user cards in your
installation. Example: AABBCC112233.

Sector configuration:

- Total number of sectors: Enter the total number of sectors to be used on the card.

- Number of alarm sectors: Enter the number of alarm sectors reserved on access cards used on the
particular site.

- Number of Scheduled Open sectors: Enter number of scheduled open sectors reserved on access
cards used on the particular site.

After setting the sector configuration, click the Physical number drop down menu to select/change a
physical number for each sector.

Physical numbers not used are free to be used by other applications.

System Limitation

The sector configuration settings affect the number of lock groups that can be used (see
section Change Lock Identification Details on page 124).

Plan your sector configuration from the following limitations:

_ MIFARE Classic 1K MIFARE Classic 4K

Max lock units 65536 65536
Max lock groups 1344 5088
Max alarms 84 420

Having max lock groups means no alarms and vice versa since they share the same storage
space on the credential.

Itis up to the system owner to ensure that the appropriate number of sectors needed to
represent all doors is reserved on all user credentials in the system.

Itis recommended to add extra sectors not reserved for alarms/schedules, in order to obtain

space for lock group addressing. Each free sector allows 96 lock groups (MIFARE Classic 1K
card).

Aperio Offline MIFARE DESFire Configuration

(R ‘H
[EENT
| s '
|| [T — B s pn
[ —
| i o i g e
|t o bt gragm
il L4 L AT

Eaw T AIZE
[ [
s

v [ sl
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- Default Key: If selected, the Application ID, File Data Protection level, and Read Key Configuration
will be set automatically. The information will be sent in the background to obtain increased
security.

- Application ID: |dentification number for the Aperio Offline application on the MIFARE DESFire cards
used in the system. A MIFARE DESFire card can have up to 32 applications. Application ID:s range
from 0to 16777215.

- File Data Protection Level: Security level for the communication between lock and card. Choose one
of the two options (Data Authenticity by MAC, Full Encryption) depending on how the cards used
in the system are configured.

- Number of alarm slots: Numeric value representing number of alarm slots on access cards used in
the system.

- Number of scheduled open slots: Numeric value representing number of scheduled open slots on
access cards used in the system.

- Number of lock groups: Numeric value representing maximum number of allowed lock groups on
access cards used in the system.

Read Key Configuration:

- Key Type: Choose one of the three options (2K3DES, 3K3DES, AES-128) depending on the
cryptographic algorithm used to read|write data from/to the card. Type the key value in
hexadecimal. 2K3DES and AES-128 are 16 byte keys. 3K3DES is a 24 byte key.

- Key: MIFARE DESFire key that applies for the user cards in your installation in HEX format. Example:
00112233445566778899aabbccddeeff.

- Key Number: Each application can use up to 14 keys. Key 0 is always the Application's Master Key.
Type here which key number that is used for the Aperio Offline application on the MIFARE DESFire
cards. Key numbers range from 0 to 13.

System Limitation

Itis up to the system owner to assure that there is space enough on the credentials used for the
actual system configuration. Possible configurations are dependent on the size of the MIFARE DESFire
EV1 cards used in the system and if they are used for other applications than Aperio Offline.

Plan your configuration from the following limitations:

_ MIFARE DESFire 2K MIFARE DESFire 4K MIFARE DESFire 8K

Max lock groups 4000 8096 16288
Max alarms slots 250 506 1018
Max scheduled open slots 500 1012 2036

Having max lock groups means no alarms and vice versa since they share the same storage
space on the credential.

0SS Offline MIFARE Classic Configuration

1 G e LA Clns Copai [ |
| metadner
[ =

L

Smwante | e Hedowree e

LY = L

- Default Key: If selected, the key "B" will be set automatically. The information will be sent in the
background to obtain increased security.

- Key B: Enter the 6 byte long hexadecimal MIFARE Classic Key B that applies for the user cards in your
installation. Example: AABBCC112233.
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Info file location:

- Sector number: Sector used for the OSS Offline information file, in the range of 0-39.

- Block number: Start block for the OSS Offline information file in the used sector. Possible start block
depend on sector used: Sector 0: block number 1-2, sector 1-31: block number 0-2 and sector
32-39: block number 0-14.

0SS Offline MIFARE DESFire Configuration

B S =]
Dl wkt iwv
Sopiraor b i1

[ L AR A Pt i T

ey

o

o e

- Default Key: If selected, the Application Id and Key will be set automatically. The information will be
sent in the background to obtain increased security.

- Application Id: dentification number for the application on the OSS Offline MIFARE DESFire cards
used in the system. A MIFARE DESFire card can have up to 32 applications. Application ID:s range
from 0 to 16777215.

- Key: MIFARE DESFire key that applies for the user cards in your installation in HEX format. Example:
00112233445566778899%aabbccddeeff.

0SS Offline Legic Configuration
This RFID is supported from release 3.3.0 and onwards.

2 0S5 Offfine Legic Configuration X

Allowed card types
At least one card type must be selected.

ISO/IEC 14443 A
SEC 15693

Start segment 5

Search string (hex) |FD020006

o

In the list, select the card type to use:

- 1SO 14443 A (Advant)
- 150 15693 (Advant)

- Start segment: Specifies the segment from which to start the search. It is useful in cases where more
than one similar search string exists. Integer in the range of 0-255.

- Search string (hex): Max 24 characters hexadecimal, even number och characters. For example:
30030009.

Specifies the
segment from
which to start the
Number(positive 0t 255 1 ;earch. It is useful
integer) in cases where
more than one
similar search

string exists.

Start segment Yes

Must be an even
number of
characters.

Search string No Hexadecimal Max 24 characters g;§3456789aabbc
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General Settings

" Configare La<h [ARICFE]

Genedal Settings

an e basis of sefacled ime 2008

QUm0 500 Dbl al Eur s Tirne, Evrnopes Berin

4 Bad

Cingril 3emags Wi the ik GElecy &a S propeals Bme fee, Lockims & dint ghl kg Sals =il be Caliusiled

Carnel

==

Site Code:

Each site has a unique code that all credentials within the system share. The maximum value is

4294967295.

Time Zone:

Select the time zone where the access system is located.

Scheduled Open & Schedule Data

This function is not applicable for OSS Offline data models.

2 Configure Lack [011CFD] ==

Configure Scheduled open settings & schedules

Providle start and end interval time for scheduled apen seftings. Uploading schedule xmi data ta the
lnckwill set schedule for the lack.

Scheduled Open Settings

Start Time: 07:00

End Time: 17:00 Revert Changes
Upload Schedule Xml Data

Select afile containing schedue data

Currently Lock [011CFD] contains na valid schedule data.

[ 4 Back ] [ hext | [ Cancel

Change Scheduled Open Settings

This function is not applicable for OSS Offline data models.
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- Start time: Start time for when the lock can be activated for scheduled open (For when access cards
with scheduled open functionality can set the lock to be open).

- End time: End time for when the lock responds to scheduled open attempts. It is also the time
when the lock goes back to locked state after being scheduled open unlocked.

The schedule open function has several options, please refer to the Aperio Offline Description
manual for more details.

Uploaded Schedule Data
This function is not applicable for OSS Offline data models.

With this function schedules are enabled in the lock. The schedules for the specific access system are
specified in an XML-file.

Configuee Loch [A11CFD] E
Coitlbguire Schedibed open sotlimgs L schediles

Frriie s and end plecvl e for scheduied npen petings. Uplaadng schetels s dats 1o the
Torkwill sef schaduls for the ook

Shart Times: 750

T Thrmve: 17:88 e,

Uploaed Sl chlle Xl Data

Sasdesct i M Comituinang forasdUbe date

Cureeritly Lagk (011 1EFD] pantind ro vald sceduls data

i | [mea] [com

1. Click Select and then open to select XML with schedule data from your system/network to be
uploaded.

Schedule file selected should have data in correct format according to specified XML

structure, see section Schedule Data XML format on page 105.

2. Check that the schedule datais correct.
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Currently Ledh [0 LOFD] oortarn e wald schadube dat

kbl S e Data .
ek D Burrder: 575 L
ur rpkion Data

14 Cosepéion dabes

Entry { Sant-Tor-Cf-Tarr § 4, Enc-Cury-0f-Yewn |4, Dayv-Type: 1]
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Schedule Data XML format

Follow these guidelines when creating XML-file for defining schedule data:

- File containing schedule data should be in XML format.
- Schedule data file should have xml extension (ex. schedule_data.xml).

Rules for Schedule data

<year> (Exceptions)

- Value should be greater than or equal to the current year.

<daytype> (Exceptions>>Year>>Entry)

- Value should be in the range 0-63 (inclusive).

<startdate> & <enddate> (Exceptions>>Year>>Entry)

- Values specified should be in YYYY-MM-DD format.
- <startdate>value should be less than or equal(in case of a

single day exception) to <enddate> value.

- Year specified in <startdate> & <enddate> tags should

always be same as the above <year> tag value.

daynumber (Weekdays>>Day)

- Value specified should be in the range 0 (Mon) - 6 (Sun)

inclusive. Entries for all the days (0-6) are required.

daytype (Weekdays>>Day)

- Value specified should be in the range 0-63 (inclusive).

<schedule> (Schedules)

- Number value specified should be in the range 2-15

(inclusive).

- Type value should only be a numeric value.

<type> (Schedules>>schedule)

- Only two type of schedules are allowed 0(Default access

schedule), 1 (Schedule open).

- There can be only one type="1"(Schedule open) schedule

in the XML.

- There can be any number of type="0" (default Access)

schedule in the XML.

<daytype> (Schedules>>schedule)

- Value specified should be in the range 0-63 (inclusive).
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- Time should be specified in HH:MM 24 hour format.

- Data should always be entered in terms of quarter of the
day.

- <start-interval> should signify start of the quarter time
hence MM value should be one of these values
(00,15,30,45).

- <end-interval> should signify end of the quarter time
hence MM value should be one of these values
(14,29,44,59).

<start-interval> & <end-interval>
(Schedules>>schedule>>daytype)

Sample Schedule Data XML file
Example of XML-file for defining schedules:

<?xml version="1.0" encoding="utf-8"?>

<scheduledata number="1" version="23" xmlns:xsi="http://www.w3.0rg/

2001 /XMLSchema-instance"
xsi:noNamespaceSchemalocation="schedule.xsd">

<exceptions>
<year value="2020">

<entry>
<startdate>2020-01-15</startdate>
<daytype>1</daytype>
<enddate>2020-01-15</enddate>

</entry>

<entry>
<startdate>2020-12-02</startdate>
<daytype>9</daytype>
<enddate>2020-12-02</enddate>

</entry>

<entry>

<startdate>2020-12-03</startdate>
<daytype>10</daytype>
<enddate>2020-12-04</enddate>

</entry>

<entry>
<startdate>2020-12-06</startdate>
<daytype>11</daytype>
<enddate>2020-12-06</enddate>

</entry>

</year>

</exceptions>

<weekdays>
<day daynumber="0" daytype="2"/>
<day daynumber="1" daytype="3"/>
<day daynumber="2" daytype="4"/>
<day daynumber="3" daytype="5"/>
<day daynumber="4" daytype="6"/>
<day daynumber="5" daytype="7"/>
<day daynumber="6" daytype="8"/>

</weekdays>

<schedules>

<schedule number="2" type="1">

<daytype value="1">
<start-interval>15:00</start-interval>
<end-interval>15:14</end-interval>
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</daytype>
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</schedule>

<schedule number="3" type="0">
<daytype value="1">
<start-interval>15:15</start-interval>
<end-interval>15:29</end-interval>
</daytype>
</schedule>

<schedule number="4" type="0">
<daytype value="1">
<start-interval>00:00</start-interval>
<end-interval>14:59</end-interval>
<start-interval>15:30</start-interval>
<end-interval>23:59</end-interval>
</daytype>
</schedule>

<schedule number="5" type="0">

<daytype value="2">
<start-interval>07:00</start-interval>
<end-interval>07:59</end-interval>

</daytype>

<daytype value="3">
<start-interval>08:00</start-interval>
<end-interval>08:59</end-interval>

</daytype>

<daytype value="4">
<start-interval>09:00</start-interval>
<end-interval>09:59</end-interval>

</daytype>

<daytype value="5">
<start-interval>10:00</start-interval>
<end-interval>10:59</end-interval>

</daytype>

<daytype value="6">
<start-interval>11:00</start-interval>
<end-interval>11:59</end-interval>

</daytype>

<daytype value="7">
<start-interval>12:00</start-interval>
<end-interval>12:59</end-interval>

</daytype>

<daytype value="8">
<start-interval>13:00</start-interval>
<end-interval>13:59</end-interval>

</daytype>

</schedule>

<schedule number="6" type="0">
<daytype value="10">
<start-interval>01:00</start-interval>
<end-interval>11:59</end-interval>
</daytype>
<daytype value="11">
<start-interval>00:00</start-interval>
<end-interval>23:59</end-interval>
</daytype>
</schedule>
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</schedules>

</scheduledata>

Schedule Data XSD

Use the following XML schema definition to validate the XML file produced for Schedule data.

<?xml version="1.0" encoding="UTF-8"?>
<xs:schema xmlns:xs="http://www.w3.0rg/2001/XMLSchema">
<xs:import namespace="http://www.w3.0rg/XML/1998/namespace"/>
<xs:element name="scheduledata">
<xs:complexType>
<xs:all>
<xs:element ref="exceptions"/>
<xs:element ref="weekdays"/>
<xs:element ref="schedules"/>
</xs:all>
<xs:attribute type="xs:integer" name="number"
use="required" />
<xs:attribute type="xs:integer" name="version"
use="required"/>
</xs:complexType>
</xs:element>

<xs:element name="exceptions">
<xs:complexType>
<xs:sequence>
<xs:element name="year" maxOccurs="unbounded"
minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:element ref="entry"
maxOccurs="unbounded" minOccurs="0"/>
</xs:sequence>
<xs:attribute type="xs:integer" name="value"
use="required"/>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="entry">
<xs:complexType>
<xs:all>
<xs:element name="startdate" type="xs:date"
maxOccurs="1" minOccurs="1"/>
<xs:element name="daytype" type="daytype"
maxOccurs="1" minOccurs="1"/>
<xs:element name="enddate" type="xs:date"
maxOccurs="1" minOccurs="1"/>
</xs:all>
</xs:complexType>
</xs:element>

<xs:element name="weekdays">
<xs:complexType>
<xs:sequence>
<xs:element name="day" maxOccurs="7" minOccurs="7">
<xs:complexType>
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<xs:attribute name="daytype" type="daytype"
use="required"/>
<xs:attribute name="daynumber"
use="required">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:minInclusive value="0"/>
<xs:maxInclusive value="6"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
</xs:complexType>
</xs:element>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="schedules">
<xs:complexType>
<xs:sequence>
<xs:element ref="schedule" maxOccurs="unbounded"
minOccurs="0"/>
</xs:sequence>
</xs:complexType>
</xs:element>

<xs:element name="schedule">
<xs:complexType>
<xs:sequence>
<xs:element name="daytype" maxOccurs="unbounded"
minOccurs="0">
<xs:complexType>
<xs:sequence>
<xs:group ref="schedule interval group"
maxOccurs="unbounded"
minOccurs="1"/>
</xs:sequence>
<xs:attribute name="value" type="daytype"/>
</xs:complexType>
</xs:element>
</xs:sequence>
<xs:attribute type="xs:integer" name="number"
use="required">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:minInclusive value="2"/>
<xs:maxInclusive value="15"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
<xs:attribute type="xs:integer" name="type"
use="required">
<xs:simpleType>
<xs:restriction base="xs:integer">
<xs:enumeration value="0"/>
<xs:enumeration value="1"/>
</xs:restriction>
</xs:simpleType>
</xs:attribute>
</xs:complexType>
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</xs:element>

<xs:simpleType name="daytype">
<xs:restriction base="xs:integer">
<xs:minInclusive value="0"/>
<xs:maxInclusive value="63"/>
</xs:restriction>
</xs:simpleType>

<xs:group name="schedule interval group">
<xs:sequence>
<xs:element name="start-interval" type="timeinterval"
maxOccurs="unbounded"
minOccurs="1"/>
<xs:element name="end-interval" type="timeinterval"
maxOccurs="unbounded" minOccurs="1"
/>
</xs:sequence>
</xs:group>

<xs:simpleType name="timeinterval">
<xs:restriction base="xs:string">
<xs:pattern value=" ([0-1][0-9]|2[0-3])\:([0-5][0-9])"/>
</xs:restriction>
</xs:simpleType>
</xs:schema>

Security Mode Setting

= Configure Lock [0L1CFD] 53

Security Mode Setting
Setthe security mode that will be used for radio communication. Should be switched to Customer
maode to ensure secure radio communication,

Security Mode

Revert Changes Change.

[ o mack | [ hext [ cancal |

1. Click Change in the Security Mode area if you want to change the security mode, or click Next.
2. To change to customer mode, click the check box and click OK.

= Security Mode @

| Ewitch to Clistomer mods in device

The default mode is Manufacturer mode, but you should always change it to Customer
mode. If you change to Manufacturer mode the lock will no longer be using secure radio
communication.
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Customer mode Lock is using secure radio communication with the customer encryption key.

= Manufacturer mode  Lock is using insecure radio communication with the default encryption key.

Radio Channels
This function is also available on the right-click menu in the Installation view.

1. Click Change... to set the radio channel the communication.

Emmeprn ek RILEREY s |
Pl T Farwsrbs: Sl
Zrargs aeErgs Fasees
L R
o |
Bt = Carce
7+ Change Radio Channels ==

T (2 BrE R
12 (2,410 GHz)
13 (2415 GHz)
14 (2.420 GHz)
15 (2,425 GHz)
16 (2,430 GHz)
17 (2.435 GHz)
18 (2,440 GHz)
19 (2.445 GHz)
20 (2.450 GHz)
21 (2,455 GHz)
22 (2.460 GHz)
23 (2.485 GHz)
24 (2,470 GHz)
25 (2,475 GHz)
26 (2.450 GHz)

2. Deselect one or several of the used channels to make a new selection of channels.
For the US market channel 26 is disabled.

Lock Settings - Offline

On this page you will be able to configure Battery Check Interval, Locking Parameters, Card Read (and

Key Press) Indication and Toggle Mode.
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Combagures Lach [431CFD] |

Lotk Setiings
These pefings sre nol read from Me device, ooy detaulvilass wil b8 presenbid

Hattmry Lheck Interval

(S e

[ Bl {and Ky Press ) Indicstions
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Battery Check Interval

“= Configure Battery Check Interval @

Battery Check Interval

The value below is the default value, not the one

currently in the lock. The control interval can be in
minutes or hours, depending on the type of lock

Contral interval |60

It may be necessary to adjust the control interval for this check depending on the type of battery
used, and the surrounding temperature. For example in cold surroundings where the battery runs
out faster. Default value is 60 (minutes).

An alarm event is sent to the EAC system for offline locks, via a credential to an Offline updater when
the battery is low.
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Locking Parameters

7 Confiqure Locking Parameters =5

Tryto unlock timeout (seconds)
The time the lock tries to unlock, until it retumns a
failure ifitis not possible.

Lock open time (seconds)
The fime period during which the lock is open.

Lock jammed alarm timeout (seconds)

Time perid during which the main controller
constantly tries to 1ock a jammed Iock until it sends
a Lok Jammed Alarm 10 the EAG system and
retums 1o sleep mode.

Lock jammed retry period (seconds)
Time between the refries in lock jammed mode.

Lock jammed indication mode
The way in which the lock indicates that it nas
heen jammed

Extended lock open time (seconds)
The extended fime period for which the lock will be
open. This setting is applicable for 0SS Ofine

Incks only.
Try to urlack timeeut (secands) 2.0
Lock open time (seconds) 5.0

Lock jammed alarm timeout (seconds) |30
Enable lock jammed retry
Lock jammed retry period (seconds) |60
Lock jammed indication mode LED -
055 Offline Specific Locking Parameter
[] Enable 0S5 OFfiine specific settings

Extended lack open time {seconds) [5.0

This dialog allows you to configure timing for different operations in the lock:

- Try to unlock timeout (seconds): How long the lock tries to unlock before it returns a failure.
- Lock open time (seconds): How long the lock will be open in seconds (default=5 7).
- Lock jammed alarm timeout (seconds): How long time the system tries to lock the lock before it

sends an alarm to the EAC and goes back to idle state.

- Enable lock jammed retry: This enables a periodic retry to lock the lock according the settings

under “Lock jammed retry period (seconds).

- Lock jammed retry period (seconds): How long the lock will wait before it retries to lock, in seconds

(default=25).

- Lock jammed indication mode: The way in which the lock indicates that it has been jammed. LED,

Buzzer or LED and buzzer are the different indication modes.

0SS Offline Specific Locking Parameter

- Enable OSS Offline specific settings: Click to enable OSS Offline specific settings.
- Extended lock open time (seconds): This setting enables an extended lock open time to be set for a

0SS Offline lock. Default value 5.0 seconds. This setting is used to allow exceptions for certain user
credentials to use the extended lock open time instead of the default value set by Lock open time
(seconds) above.

Card Read (and Key Press) Indication

Configers Card Read ynd Koy Pro Indscetion [aias]

Cord s sl Koy Pross Indbation

Condgure e waisy i which he Kok insicaks &

card raad (and a key prass, f spphoabia)

Pl nite St ysu rars] knowsh et mdssban

capabifies e saledad look hag ainde not &l
phans heme mighl be appiicable o avery hpe

Cord Rieaed ared Ve Pres Iedoation | LED -

L7
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Different locks can have a different mechanism for audio-visual indication of successful credential
reading. Here it is possible to disable credential read indication or to set it to LED. Some Aperio locks

have support for other mechanisms such as buzzers.

Toggle Mode

Togsle Mads ﬁ

Toophe Mods

Enmziseg mgsie rmods & ock wll maks 0
behae dfEme iy

Ahirwing & vald accas & cand snce wil ogan the
kack and stawing i agan wil clse the kak

[rabds irggls mods

) o Carisl

If alock is set in toggle mode it will work exactly like a normal mechanical lock opened with a key.
Showing an access card with toggle mode activated will open the lock until the user shows the card
again to close it. Toggle mode is by default turned off.

Data Privacy Settings

Data Privacy Settings control how private data will be managed by the device, in order to support

local directives such as GDPR.

“Z Configure Lock [11D3D9]

Data Privacy Settings
Data Privacy Sefings control how private data will be managed in the reader.

Maximum Audit Trail Retention Period

Audit records do not expire

Access Event Log Restriction

All credential event logs

[indude | RevertChanges

[indude | RevertChanges

o

Change.

Change.

Cancel

- Maximum Audit Trail Retention Period: Setting for how long the audit trail is stored in the device.
- Access Event Log Restriction: Setting for which access attempts are stored on the credentials. This

function is only supported by SODA locks.

Maximum Audit Trail Retention Period

2 Configure Maximum Audit Trail Retention Period X

Maximum Audit Trail Retention Period
Configuration settings for determining how lang of
fime period an auditirail record will be stored on the
device. When enabled, audit trail entries older than the
specified fime period will be automatically deleted from
the device. Audittrail records can be disabled by
configuring the retention period to zero (0) 5
Enable expiration of audit trai records AU records do notexpire,

Audt tral retention period (days) |30

) o

This function allows you to set how long credential data will be stored in the device:
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- Enable expiration of audit trail records: Enable/disable if credentials data will be deleted from the

device. (Default: Audit records do not expire).
- Audit trail retention period (days): Sets the number of days the audit records are stored in the device.

(Default: 30 days).

Access Event Log Restriction

This function is only supported by SODA locks.

7 Configure Access Event Log Restriction x

Access Event Log Restriction
Sets whether the reader will write access attempts
events to all credentials or only wrile access
attempts to the credentials the attempts came from.

Enable eventlog restricton | Al aedential eventlogs v

- Enable event log restriction: Select if access attempts will be stored on all credentials, or only the
access attempts made by the current card. (Default: All credential event logs).

Intervention Media Credential Settings
This setting is applicable for OSS offline locks only.

This setting controls if the device may or may not grant access to the OSS Intervention Media
Credential. (Default: enabled).

et e Cradeamal beragn
o e il e s s o PR el 0 0 B T Wbbprliiet L e

el rrerrinn Vida | rdesdad

s Messa it o e 11 i S e
il s e s Do

rprrene beda Diedeua
I O]

1] o= Earet

This setting should be enabled to be compliant for OSS 1.1.

Device Update - Save Configuration
This is a summary of the configurations that will be transferred to the unit. The Device Update dialog

box shows a summary of the configuration tasks that will be downloaded to the lock. The
configuration may be used later to configure other devices with the same information, by clicking

Save configuration:
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Eocurity mode
Dustomes Mode
Sawe Configurscion
i Bk | [ e ] Camel

1. The Save Configuration dialog box shows a summary of the configuration tasks that have been
collected during the different steps in the Configuration Wizard. Exclude configuration tasks by
clicking the check boxes.

“ Swew Corfigursbion E

o Confu St bo lacal storage

St the confgurstians in [ table balow Tl you wanl 1o
saww Than CROGSE & Naea Mr i setiag and click O o
e

ot ptaod e Floor 1« (Tl Lok configur slion
s Bisiche: Dol e ot bome
# [Tirs roes
¥ [mbghic $arvng bve data
7 Tirss. v st LT}
& Dol ol sfedued aoen
o, FOFSRE Ty
7 Senpty mode

7] | Concnt

2. Recommended tasks to save could be:
- RFID configuration
- Change security mode
- Device time update
- And optionally some advanced features like Battery Alarm, Status configuration and Locking
parameters.
If you choose to save a configuration, keep in mind that some configuration settings should not
be saved. Only save settings that are general for all locks in your installation.

Create a set of configurations for the most common settings in your system.

3. Enter a unique and suitable name for this configuration in the Configuration name field. Choose
this name carefully, to make it clear which settings are changed in the lock. You could, for
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instance, name it according to the different configuration tasks or, if applicable, use a name that
reflects the specific unit type.

~ Swew Corfigurshon E

v Confu stion bo lacal storage

Sutect the confgurstians in it tabke below Tl you wanl 1o
sawe Than cROOSE & NEa Mr i solisg and click 0K 1o
e

ot plecdi awe Floor | - (Tl Lok cotfiger mlaon

s Bisiche: Dol igpar ot home

o [Tt s

¥ [mbghic $arvng bve data

¥ Tree v catm LT

¥ Dol sihedued aoen

¥ HFLRE oy

¥ menply mode

ﬂ | - Cancs
4. Click OK.

Result: The configuration is saved in the local storage, and you are back in the Configuration
Wizard. (See section Applying a Stored Configuration to a Communication Hub/lock/sensor on page

67 to use the saved configuration) Choosing Cancel on the Device Update page does not affect
the locally stored configuration

5. Click Next to download the configuration to the lock.
6. Hold the radio card at the lock (or remove and reinsert battery).

- Configers Lack [BLI6E] =l

[ardoe upsdaic rosul
Thie resl of e davice updale wil be pressmad Balow

i IMTIMI st @

Show cardliengage sensor
Tims nesnainineg undl imeout 14 seconds

7. Click Close to exit the wizard.
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Applying a Stored Configuration to a Communication Hub/lock/sensor

If you saved a configuration in the configuration wizard, you can apply it to numerous locks/sensors.
This function is available on the communication hub/lock/sensor sub-menu or directly on the right-
click menu for offline locks. Only hardware specific settings are downloaded to the selected unit.

Follow these steps to download a saved configuration to a lock/sensor:

1. In the Installation view, right-click and select communication hub/lock/sensor, on the sub-menu
select Apply Configuration and choose an earlier stored configuration.

= Aperio® Programming Application - [New_installation] [o)ie)m)
File Installstion Help
ONLINE OFFLINE USE CAELE .
"= & 3 4 4 ~ s
Quick scan Scan Refrash Connec t Disconnec t Detect -
Lock/Sensor Communication Hub EAC Address UHF Link: I
ol ek A, ettt e et s e el
Lock/Sensor [054620] »  Apply Configurstion »  Floor 1- Offline lock configuration  TMLIMICAtIoN is
Communication Hub [12036F] | Configure.. Floar 1- Online Lock Configuration
1
Upgrade Firmware... Retrieve System Information
Retrieve Event Log 00:A7:7A:01:02:02:93:6F
Retrieve Audit Trail R5485, Multiple: Lock [Aperio protocol]
Retrieve Debug Log QO
Retrieve All Logs QLA
26
Change Lock Identification Details.. BOS
Change Radio Channels 25 (2,475 Ghizy
Suiitch to Customer Mode A
Upgrade Firmware... Hormal address offset
1
Suiitch to Online... .
Reset to Default Enanied
Restart 2 minutes
Mumber of Paired Locks and »ensors 1
Lock/Sensor [064620]
MAC Address 00:17:7A:01:02:06:46:20
Short Address 1568
< ] ,
(4 USB radio dongle connected (COM 4)

2. Click Confirm to download the selected configuration to the unit.
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= Device update confirmation @

The Following settings will be transmitted to Communication Hub,
*fou might need to Show card/Engage sensor ta Communication Hub,
Click "Confirm" ko proceed.

Card Read and Key Press Indication
- LED
Time and date
- Current system time
Escape and Return Activation Indication
- Green flash
Override credentials
- "lanitor” MIFARE Classic: UID: 11111111

E_Confrm

3. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.) For a communication hub the information is updated immediately.

[= Chos CaRd ERERGE SER LT @

Show cardiengage sensor
Time remaining unti imecut B seconds

4. After download the result is shown. The settings that could not be transferred to the specific
hardware are ignored. Click Close to finish.

Diwarce wpdute reaut ﬁ
S afulr
w Card Read and Key Press indication
&9 Time ara date
&3 Crvernoe crecentials
Wil sapppeor el by Shee desaTe
Escape and Return Activalon ndicaton

=]

-}

5. Repeat all the steps from the beginning of this section for every lock[/sensor you want to configure
with a saved configuration.

Retrieve System Information

1. Right-click and select Retrieve System Information to retrieve detailed information about the lock/
Sensor.
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2. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not
necessary for V3 locks that are connected with a USB cable.)

= Show cardiengage senar ==

Show cardiengage sensor
Time remaining untl imeout B seconds

Result: The Aperio Programming Application connects to the unit.

= Ratmnang Stem Infarmatian (=
Frlrirere Syt er il rom Lich [G2 9964 .

3. Click Save as to save the system information to a local storage or click Close to exit.
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Retrieve Event Log
This function displays the event log for a particular lock, where you can find all system events
performed on the lock.

1. Right-click and select Lock/Sensor — Retrieve Event Log
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2. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not
necessary for V3 locks that are connected with a USB cable.)
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[ T =
Show cardiengage sensor
Time remaining unti imeout B seconds

Result: Successful reading initiates the download of the event log.

= Retrieving Event Log from Lock/fsensor [013542] @

Retrieving Event Lag from Lockfsensar [013542]...

[ | 5% J

3. Inthe event log window, click Save As to save the information to a txt file or click Close to exit

without saving.
== Fwmnt lag far Lock B8] =
Bwent leg for Leck [015965] .
: Created: Woweabexr 1%, DIL3 2:18:45% FH CET
Bunbar Dakte Cada
| Bckcke L4, 2007 3:13:33 pE IsT MIFAPE Keya caaet with setp ca
- B darsazy L, 2007 12:00:83 AT GAT Syaten peant |dr0Z] ] |
2, Jdarvsazy L, 2007 12:00:16 AT AT Syates card datected [MeO007]
4 Jdmveazy 2, 3007 L2:00:50 AN GNT Fower On 3elf Test (FOST} perfo
L Jarvzary L, I00T L3:00:00 AN GAT Fawer-im-Bemet [SxP0GT]
LN darsary L, 2007 1200550 MY GAT Bewr bateery dovected
T darraary L, 2007 130000 AN GAT Fewer 0 Je1f Test |(FOST) perio
a Jarvsary L, 007 L2i03:L5 AN CGAT Bracem oard devected [do07T]
i N Jamgary L, 107 #13512F FH GHT Faower-n-Feset. [Iniidd]
11 Jarigary L, 1007 8135123 FH GHT Bew barvery detested
Ak, Jarsary L; 00T d:35:30 FH GHT Fawer On 3elf Test |FOST) pexfo
T Jarvsary L, 2007 823510 FH OHT Syatem card devested [(a00T]
i3 Jasraazy L, 00T @:43: 57 kA GHT The FIC 13 alogut to Be updated
B4 dercher L7, 201% 1F:39:33 M 13T The FIC bas been updated
18 dersbee 17, 2007 13:3%:3% i 13T Bew MIFAFE eys configueed with
14, Bekskee L7, 2019 1Z7:41:34 FRO1IT Syatem card datected [Dx00OT]
17, Gceches 17, 2013 1¥:43:38 FA 15T The FIC i3 stout to Be cpdsted
s, Gokober L7, 2017 12:43:30 PR OIST Tha FIC baa baen updated
N Goncher L7, 2013 12:51:02 PN 19T Syates card decectad [[eO00T]
8 gceshes b7, 2007 1235056 MO 19T Ioor qresp befooe ceconfiqueed o
ik Gotober L7, 3003 LE:55:56 FN TIT Poor grosp alter Tecondiqueed w
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This window contains a listing of the recent system events along with the date when it was
observed. (If the number of events exceeds 200, older events are overwritten.)

Retrieve Audit Trail
This function displays the list of access attempts for a lock. It shows the latest 200 records.

1. Right-click and select Retrieve Audit Trail.
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2. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not

necessary for V3 locks that are connected with a USB cable.)

TR

= Show andiengage

Show cardiengage sensor
Time remaining unti imeout B seconds

Result: Successful reading initiates the download of the audit trail.

7 Rettieving Audit Trail from Lock/sensor [119386] =

Retrieving Audit Trail From Lockfsensor [019966]...

% ]

3. Inthe audit trail window, click Save As to save the information to a txt file or click Close to exit

without saving.
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= Budit trail for Lock/sensor [119966]

Audit trail for Lockssensor [019966]
Created: May 23, 2014 12:15:23 PM CEST
Mumber Date

1 March ld, 2013 10:17:40 AM CET
2 March 14, 2013 10:24:26 AM CET
3. May 14, Z013 10:47:09 AM CEST
4. May 14, 2013 10:45:39 AN CEST
5 May 14, 2013 10:49:21 AM CEST
3 May 14, Z013 10:50:29 AM CEST
7 May 14, 2013 11:45:40 AN CEST
8. May 14, 2013 11:49:42 AM CEST
9. May 14, Z013 11:50:09 AM CEST
10. May 14, 2013 11:52:11 AM CEST
11. May 14, 2013 12:30:25 PM CEST
1z. May 14, Z013 1Z:30:57 PM CEST
13. May 14, 2013 12:56:59 PM CEST
14. May 28, 2013 11:53:05 AM CEST
15, May 28, Z013 11:59:39 AM CEST
16, May 28, 2013 12:01:15 PM CEST
17. May 28, 2013 4:31:40 PM CEST
13, July 2, 2013 1:16:04 PM CEST
13. July 2, 2013 1:17:42 PM CEST
20. July 2z, 2013 1:20:09 PM CEST
2l. July 2, 2013 1:26:36 PM CEST
22, July 2, 2013 1:27:22 PM CEST
23. July 2z, 2013 1:27:37 PM CEST
24. July 2, 2013 1:27:48 PM CEST
25. July 2, 2013 1:32:47 PM CEST
26. July 2z, 2013 1:37:43 PM CEST
27. July 2, 2013 1:39:46 PM CEST
28. July 2, 2013 1:40:10 PM CEST
29. July 2z, 2013 1:42:21 PM CEST
30. July 2, 2013 1:42:45 PM CEST
3l. July 2, 2013 1:42:57 PM CEST

Code

Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE
Aocess denied MIFARE
Access denied MIFARE
Access denied MIFARE

Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:
Clazsic:
Classic:
Classic:

047DEF36
047D8F36
047D8F36
047DEF36
047D8F36
047D8F36
047DEF36
047D8F36
047D8F36
047DEF36
047D8F36
047D8F36
<Enerypred:

m

<Encrypted:>
<Enerypred:
047DEF36
047D8F36
047D8F36
047DEF36
<Enerypreds
047D8F36
047DEF36
047D8F36
047D8F36
047DEF36
047D8F36
047D8F36
<Encrypted:>
047D8F36
047D8F36
047DEF36 -

The window contains information about the latest 200 access attempts including consecutive
number, date, access decision and what type of credential that was used at each attempt.

The audit trail is encrypted for V3 locks. If the lock is in manufacturer mode when the audit trail is
downloaded, it shows <Encrypted> instead of the credential, for access attempts that was made

in customer mode, and the other way around.

Change Lock Identification Details

This menu option will allow the user to change Lock ID, Group & Physical location. Lock ID is used as
an identifier for each lock. Lock Group is used to cluster several locks for example in order to create
access areas, where all the locks in one group will use the same access settings. Physical location is
just a logical name for the lock.

The maximum number of lock groups is decided by the sector configuration done in the configure
lock function, see section RFID Configuration on page 98.

1. Select the lock in the installation view. Right-click and select Change Lock Identification Details....

7 Aperio® Programming Application - Instalation]

Eile Installation Help

ONLINE OFFLINE
L2 (]| -

Quicksean sean Refresh Connest

Lock

Configure...
Set Time and Date

Retrieve System Information
Retrieve Event Log

Retrieve Audit Trail

Retrieve Debug Log
Retrieve All Logs

Change Lock Identification Details...
Change Radio Channels...
Switch to Custemer Mode

Upgrade Firmware...

Switch to Online...
Reset to Default

Restart
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2. User should always set RFID configurations (see section RFID Configuration on page 98) before
changing/adding lock identification details. However if a user tries to set lock identification details
before setting RFID configurations then following screen will be shown to the user

| Irveakd aperation ===
I Fiease enter appropriste B0 Configurstion dets (Condigure = > BIE) Configaraton soreen)
% efore setting Lock dentdicrtion detads
O

3. Setlock identification details either Manually or through Imported data by selecting one of the
radio buttons.
a. Manually: Enter Physical Location (max 20 alpha numeric characters), Lock Id (max 5 numeric
characters), Lock Group (max 5 numeric characters & max value decided by RFID
configurations)

Change Lock Mentificstian Detaily [l

Chang ok ideatification details maniaily of B ough imporied data.

Enssle choosing lack detais hiough impodad dats by wilsy rrgnu apion File - Hasage fine
Lack ldeniveatian Dala

* A the Delds ace mardatony

* Bubn Lowi i & groug aseept man S dgds

* Phweical location should mol be more than 21 characiers

* Cueend RFID condgoralans alow 100k grup fald max vaius 12 oa B

St ok detal g frperted dats @ Planuald
Fhiysicsl Location | Cffice-f

Lack 1d Z

Lack Growp 1

7] o “Carcel

b. Imported data: This option can be used if lock identification details have been imported using
the function Installation — Offline — Manage Lock Identification Data. (See section Manage
Offline Lock Identification Data on page 137). After import, lock identification details will
automatically be displayed here. Select lock identification details in the list by clicking the
desired row.
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= Change Lock Memtificetian Detail) ==l

Chang ok ideatification details manialy or o ough imported dats
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Leck Idanini:atian Dala

= Al the Dalds e mardaiony

* Bin Lowi id & grous accept man S diges

* Phweical location should mol be more than 21 characiers

* Custend FFID condgoralons alov 100k group s mis s 12 e BE

Sabedh ok et iy @ Dvpedied dats Haahe
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m (=0T HEC Radrpas Dimssriphion
- [} | E Flow &
Offen 5 IE] 2 Fheor 3
=] b 2 Floe 3
Lo T § &5 mrvalanide.

4. Click OK.

5. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not
necessary for V3 locks that are connected with a USB cable.) to change the lock identification
details.

= Show candiengage sensar @
Show cardiemgage sensor
Time remaining unti imeout B seconds

Change Lock Identification Details (0SS Offline)

This menu option will allow the user to change Lock ID, Group & Physical location. Lock ID is used as
an identifier for each OSS Offline lock. OSS Offline locks can also belong to multiple lock groups or
have no lock group belongings at all.

1. Select the lock in the installation view. Right-click and select Change Lock Identification Details....

2 Aperio® Programming Application - [Installation]

File Installation Help

ONLINE OFFLINE

purd

Refresh Canneet

Lock

Configure..
Set Time and Date

Retrieve System Information
Retrieve Event Log

Retrieve Audit Trail

Retrieve Debug Log
Retrieve All Logs.

Change Lock Identification Details...
Change Radio Channels...
Switch to Customer Mode

Upgrade Firmware..

Switch to Online.
Reset to Default

Restart

2. Setlock identification details either Manually or through Imported data by selecting one of the
radio buttons.
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a. Manually: Enter Physical Location (max 20 alpha numeric characters), Lock Id (max 5 numeric
characters), Lock Groups (max 5 numeric characters). Up to 1024 lock groups can be added.
The Lock groups setting can also be empty.

Chare Lick Mantification Debsls

Change iock gentdcalion delais manpslly or Mroggh mporied dels

Enabls chaasing lock Satadly mraugh vgansd data by using mans optizn instakaion - OFfine - Masage Lok ideatfeation Data
mandatony

i man 1004 ok greups

* Lock K and physical locafion 8
* Lotk proasn i mol mandaisny and acos
* Biokh lock 10 & graup acospl man & digits

= Pl oL amon should nof e maiashen 21 ¢ el

A delene lock group w
Swlectiock detsle cenge () Imporied dats
. Adadedsie lock gioup
[P i el Begd and sl ps. Masmum 1024 groups can ke added
Lex B Mg S5 il iy 655 )5
1.3.% = -
Lo (3 0u0E Lack: Do
- b
Al e 1E Sroup
o =1 o
" o Cancel

b. Imported data: This option can be used if lock identification details have been imported using
the function Installation — Offline — Manage Lock Identification Data. (See section Manage
Offline Lock Identification Data on page 137). After import, lock identification details will
automatically be displayed here. Select lock identification details in the list by clicking the
desired row.
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‘7 Change Lock |dentification Details
Change lock identification details manually or through imported data.
Enable choosing lock details through imported data by using menu option Installation - Offline - Manage Lock Identification Data
* Lock ID and physical location fields are mandatory
* Lock group is not mandatory and accepts atmax 1024 lock groups.
*Both lock ID & group accept max 5 digits
* Physical location should not be more than 21 characters.
Select lock details using: (@) Imported data  (C) Manually
Physical 'I:\ucah'un hin] Site MAC Address Description Product name Defait Exbendgd Grusp Product data
unlock time  unlack time
Door 1 |1 |1 | | Door 1 description | Main E100 High Fre... |2 |2 1 ~ | | BatteryCheckInterval=243
2 CardReadIndication=Buzzer
3 LockJammedIndication =Buzzer
LockJammedRetryPeriod=40
LockJammedTimeout=40
RadioChannels=11,12,13
TimeZone =Europe Berlin
ToggleMode=false
TryTeUnlockTimeout=3
v
5] e

3. Click OK.

4. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not
necessary for V3 locks that are connected with a USB cable.) to change the lock identification

details.

= Shiw CardlEn GG senar @
Show cardiengage sensor
Time remaining urill imeout B seconds

The result is displayed.

[P ——— p——— F*
e it
& ToeIoee
& Doy g Dt
E3 Toa ana Dae (UTC
l:“j Frywca Locabon
£ =aE Cone
B Lama
@ Lo Grogs
IS Looung Faramaten
B Tegge Mess
K S P (309 wiey Prewy) maianon
& Bemery Creck veecen
£ 055 OFine Spsctc | soung Pararstsr

K Foetmeve parmmetzn

=1

Import of radio channels are not be displayed.
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To implement settings for new radio channels, select Change Radio Channels function on the
right-click menu, where the new radio channels will be preselected for download to device.

See section Change Radio Channels on page 129.

Change Radio Channels
Changing the radio channel can be necessary if you experience interference between lock and USB
radio dongle.

1. Select the lock in the scan result table. Right-click and select Change Radio Channels....

= el Fragrimming Applicabon < |New mnsalahnn]
Fig Irutsiyhon Help

ORLIRE OFFLIME LSE AR
® - 2 4 &
Tuiteacan Sean Papaad apaak Dozrrast Datact

L Lok Bl Lk G

Confiquee..
Fatriewt Sysam Infoimatien
Retnece Eeent Log

Batriese Akt Trail

Retriees Dibug Log

Fetrieee AN Logs

Change Lack Identification Detads.
Change Radss Channgs..

Swstch to Mamufactones Mode
Upgrasie Firrmssure..

e
Fptnt b Dwloh

Fartbasd

OK.

For the US market channel 26 is disabled.

If change lock Identification details where used to import the radio channels, the new
channels are preselected for download.
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Changn 1o channels in Lock | 019966] -
B il wo aite abie B sel d sepacile radis
chaanels
1 (a0 ]
J 30 0@
7 AT @
7] [ Careel

3. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not
necessary for V3 locks that are connected with a USB cable.) to change the radio channels.

!-.--s‘\Hllr\.ﬁ;;;‘l-;.!-l:llﬂf E‘ 3

Show cardiengage sensor
Time remaining unti imecut B seconds

Result: A progress bar shows that the update is being performed. The Device update result dialog
box shows the result of the update when it has been performed.

Device update result @

@ Successfully updated radio channels.

To change radio channel in USB radio dongle, see section Offline Installation Settings on page 7.

Change the Security Mode
Secure communication is normally set during first configuration of locks/sensors and

communication hubs with the configure wizard. Security mode is also accessible through the right-
click menu.

During normal operation the security mode should not be altered. However, if the hardware must be

sent to the factory for service or repair purposes, the security mode must be set to manufacturer
mode before service.

Explanation of symbols:

Customer mode Lock is using secure radio communication with the customer encryption key.

£y Manufacturer mode  Lock is using insecure radio communication with the default encryption key.

1. Right-click the unit and select Switch to Customer Mode|Switch to Manufacturer mode (This
function is found directly on the right-click menu for offline locks).
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Z Aperio® Programming Application - FOR IN HOUSE USE ONLY - [Installation] - o X

File Installation Help

ONLINE OFFLINE USB CABLE
” & 3 4 4 < i
‘Quick scan Scan Refresh ‘Connect Disconnect Detect -
Lock/sensor Communication Hub EAC Address UHF Link J ‘
R Vol
i Locki/Sensor [DAATEE] > Confl
ock/Sensor onfigure..
< & communication hub s not in customer mode, the radio communication
Communication Hub [AA935] 1 )
Retrieve System Information
Upgrade Firmware. Retrieve Event Log ation Hub [AA938E]
Retrieve Audit Trail 5 00:12:4B:00:1C:AA:93:8E
Retrieve Debug Log vor Wiegand [Unknown protocoi]
Retrieve Al Logs sion 0148
fersion RE
Change Radio Channels... ot
s
Change Physical Location Narme... THIED
el .
Switch to Customer Mode HEEXE]
e Manufacturer Mode

Unpair Lock/Sensor from Communication Hub  ing Moce

Switch to Offline.

Restart

alue

REMOTE Uniock

Default Unlock Duration for Wiegand
Remote Unlock Time to Live

Number of Paired Locks and Sensors

Legacy address offset
1

[DIP Switch]

Enabled

0seconds

5hours

1 (Maximum number of locks and sensors are pai

Lock/Sensor [0AA78E]

MAC Address 00:AT:TAD1:02:0A:AT:88.
Panid 938E
Short Address 1007
< >

(4 USB radio dongle connected (COM 7)

2. Hold the credential at the lock, or engage the magnet for the sensor. (This step is not necessary
for V3 locks that are connected with a USB cable, or online locks that have the polling interval set
to less than 15 seconds.)

!- Show candiengage sentar [ ===

Show cardiemgage sensor
Tima remaining unti imeout B seconds

3. Aprogress bar shows that the transfer is being performed.

4. Ifthe encryption key is successfully loaded you get a message that states “Successfully updated
security mode”. Click OK.

Device Update Result @

€2 successfully updated security mode

Result: Check the lock symbol at the right side of the lock to see that the door has been set to
Customer mode/Manufacturer mode.

For Aperio online, the AH40 communication hubs must be connected to an EAC system
(steady green light on the LED) to accept change of security mode. TLS encryption must also
be enabled in the communication hub. If not so, the following error message is shown:

€ Unatie o changs secusty mods Kor Communicaion Hoh JECTC0) bate s Bl e Vs B conrecied 1o e TAC syism shen cranging sscussy mods

i
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Switch to Online (V3 locks)

This function is only available if Show advanced settings is activated in Preferences, see section
Preferences on page 8.

This function changes the operating mode of the selected V3 lock (V3.3 and higher).
1. Right-click and select Lock — Switch to Online....

= Aperio® Pragramming Application - [New_installation] (===
File Installation Help
ONLINE OFFLINE USB CABLE
» @ 2 4 & # 4
Quicksean  Sean Rafiash Conmest  Dissonnast | Datest .
Lock Lack [06DFFF]
Configure. MAC Address 00:17:7A:01:02:06:0F:FF
Physical Location abed
Retrieve System Information fadio Channels 1,16, 26
Retrieve Event Log Securiby Mode Customer Mode
Benerst gl Time Zane (UTG+0D:00) Gresnwich Mean Time, Europe Dublin
Retrieve Debug Log Ste Code o
Retrieve All Logs Toggle Mode Disabled
Change Lock Identification Details Door Information:
Change Radio Channels... LockId 1

SridrpEErm Tt 55 Offline MIFARE DESFire Configuration:

Upgrade Firmuware. Application Id: 0

Switch+o Online... Davlicht Saving Data:  Mar 27, 2016 - Oct 30, 2016
iR Mar 26, 2017 - Oct 26, 2017
Mar 25, 2018 - Oct 28, 2018
Restart Mar 31, 2019 - Oct 27, 2019
Mar 29, 2020 - Oct 25, 2020

Mar 28, 2021 - Oct 31, 2021

(4 USB radio dongle connected (COM 4)

2. Click OKto change the operating mode for the lock.

i L [ i S ke e

SarfthLach 0 HOID] e Onlier s
eSS OO o 5 U0 B W8 WP 30 W 2R

) & =

3. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not
necessary for V3 locks that are connected with a USB cable.)

| Show candengage sensar ==

Show cardiengage sensor
Time remaining unti imecut B seconds

4. Confirm the change of operating mode.

Successfully switched the Lock [011CFD] ta Online mode. ==

Successfully switched the Lock [011CFD] to Online mode
Please wait a moment for the I0cK 10 reset. You need to re-configure the lock for Online mode

5. Reconnect to the lock, before performing further configuration according to the new operating
mode.
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Reset to Default

This function is only available if Show advanced settings is activated in Preferences, see section
Preferences on page 8.

When a factory reset is performed, lock id, lock group, site code, sector information, logs and the
RFID Key(s) are erased from the lock.

1. Select the lock, right-click and select Reset to Default.
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mphcam i |
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2. Confirm the reset by clicking Yes.

it b2 el corfrrmaten [
B A U T o et b reset?

ter | Bin

3. Hold the radio activation card at the lock, or remove and reinsert the battery (This step is not
necessary for V3 locks that are connected with a USB cable.) to perform a factory reset.

| Show candiengage sentar E

Show cardiemgage sensor
Time remaining unti imecut B seconds

Result: The lock is reset and disappears from the installation view.

Reconfiguration of Lock after Factory Reset
To reconfigure a lock that has been reset without use of a factory default radio activation card:

1. Dismantle the lock cover.

2. Remove and reinstall the battery.
Result: The lock performs a power on self test, one red and one green flash. After that the UHF
transceiver is activated, yellow flashes during 20 s.
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To be able to change the RFID Key in the lock to what is used in your system, you must
perform remaining instructions during the 20 s when the UHF transceiver is active.

w

When the lock starts blinking yellow, click Connect in the menu bar.

4. When the lock s visible in the installation view, select the lock, right-click and select Configure.
(Or Apply configuration — [your configuration] if it contains your MIFARE Classic/DESFire Key
configuration.)

5. On the first page in the Wizard, in the Change RFID Key configuration section, click Change and

add the MIFARE Classic/DESFire configuration (see section RFID Configuration on page 98),

depending upon the type of lock that you have.

6. Repeatedly, click Next on the rest of the pages in the Wizard until the download starts.
7. Hold the radio activation card at the lock (or remove and reinsert the battery).

| Shoew canddengage senior E‘I
Show cardiengage sensor
Time remaining unti imecut B seconds

After this the lock is updated with the MIFARE Classic/DESFire key that applies for your system.

Configers Lack [111066) ==
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£33 WMEARE Key

L4 Defaulk scheduled open
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Reconfigure the lock with the settings needed. Lock identification details must also always be
reconfigured after a factory reset, see section Change Lock Identification Details on page 124.

Manage Configurations

General

The stored configurations made in the configuration wizard, can be exported to a file so that more
than one Aperio Programming Application can share the same configuration information. When you
import an exported configuration you add it to the local configuration storage and then you can
apply that configuration to a lock/sensor or communication hub.
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When you export a configuration, you cannot change the name of the configuration, only the
file name holding the configuration information. Since configurations can be shared between
different Aperio Programming Applications, it is preferable that a shared configuration
(identified by its unique name) also has the same meaning on all Aperio Programming

Applications. It is therefore advisable that you choose the name of the configuration wisely
when you store the configuration.

Exporting Configuration
1. Inthe menu bar, select Installation — Manage Configurations.

Aperey® Proguimimesg Bpehoaban - [stsl

File Installation Help

o Onkne )
Offfre

Bsrasge Configuistions...
Impert Leck Body Type Dala

Lt

11

mpoe Apphostan Festure Data

Changs Pasiwosd

2. Select the configuration that should be exported to file and click Export....

‘= Manage Configurations @
Available configurations Configuration content
nfigur akion Keypad
Floor 1 - Offline lock. configuratior - Disabled
Card Read and Key Press Indication
- LED
Time and date
- Current system time
Override credentials
- "Janitor" MIFARE Classic: UID: 12345678
] m +
Import.., Export...

3. Select the folder where you want to store the configuration, chose a file name and click Save.

4. Choose a password that will be used when importing the particular configuration, confirm it and
click OK.

‘= Enter Passward @

Enter Password

Enter a password that will be used to save the configuration securely. A minimurm of 8
characters with uppercase, lowercase, and numbers is required. The installation name
can not be used as password

Password LTI T

Confirm Password |essssssss

The password must contain at least 8 characters of which at least one upper and lower
case character and a number.
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Result:
S— -
[ R ————

[ =

.
1

Importing Configuration

Importing a configuration takes a previously exported configuration and adds it to the local
configuration storage.

1. Inthe menu bar, select Installation — Manage Configurations.

Lapaptn ' FVga ] Bpnhlron - [rgis
:Flk Instalation Help
i Onkne ]
e

Mlsrage Configuishion...
Inpent Leck Body Type Dala
tmpot Apphatan Festure hats
Charge Pamwornd.

Lo

a1

2. Click Import.

<= Manage Configurations @
Available configurations Configuration content
Standard lock configuration
Export...

3. Select avalid configuration XML-file and click Open.
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4. Enter the password and click OK.

= Enter Passovord @

Password
Enter the passward for the configuration

Password | essesses

The configuration is identified by its name, not the name of the export file. When importing a
configuration that already exists in the Aperio Programming Application you will be
prompted if you want to replace the existing configuration.

P —
bt a1 [===]
1 ﬂ Farbgarsme. wresdy roed w darege Sl g b n e et rerh B eerm d bgeneion

] b

Deleting Configuration
In the Manage Configurations view you can also delete existing configurations: Right-click the
configuration and select Delete.

= Manage Configurations

Available configurations Confi(

Delete

Manage Offline Lock Identification Data

This function allows import of lock identification data from an EAC system in the form of an XML file.

After configuration of the locks on the installation site, the information about the configured locks
can be exported back for use in the EAC system.

Importing Lock Identification Data
1. Inthe menu bar, select Installation — Offline — Manage Lock Identification Data.
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o
3. Click the Import... button to open the XML-file created by the EAC or manually (according to
specified XML structure, see section Lock Identification Data XML format on page 140).

Click the door description to see the group and product data. The lock identification data is

displayed. click the Click OK to save the data to the system.
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= Masage Offbne Lock idenidsotson Dats
Manage Difine Lock idesblicabon Data
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9 For OSS Offline locks multiple lock groups can be used.

Exporting Lock Identification Data
1. Select Installation — Offline — Manage Lock Identification Data.

T Bpenn® Froguimimeng Apphorian - (istallson]

2. Click the Export... button to save the installation performed.
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3. Click OK to exit.

Lock Identification Data XML format

Follow these guidelines when creating XML-file for defining lock identification data:

- Data file to be uploaded should contain list of lock identification data which will be imported into
the system and can further be used to assign to different locks.

- File containing data should be in XML format.

- For OSS Offline locks, up to 8 group can be defined per lock. Lock groups can also be omitted for
0SS Offline locks

- Data file should have xml extension (ex. door_data.xml).

Configuration

The configuration name will not be
visible in the Aperio Programming
Application, but the value will be set
when creating a configuration result.

configName yes

This will be set to the time when user
selected to export the data, not when
configuration was applied to lock
E.g 2020-11-25T14:58:25+00:00

Version currently not used, but this will
most likely change in later versions

Adds a new door, 0..N

If door exists, this information will
DoorAdd . h

completely overwrite the previous door

without retaining any information

Timestamp yes

Version Yes (due to mandatory in OSS-SO)
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Adds a door if door does not exist, else
DoorChange all information in xml will be overwrite  no
the existing door.

ManufacturerData

Manufacturerld Will be set to 1 during export
ManufacturerName Will be set to ASSA ABLOY during export
ManufacturerProductName Contains the short name of the lock

Contains mac retrieved from lock.
When seeding a new door to Aperio Programming

serial Application, this field should not exist in xml or be set to an
empty value else Aperio Programming Application will not
allow lock with different mac to be configured

flat/low/ok or unknown if this functionality is not supported

batteryState by reader
Aperio device settings, see below.
Example:
ASSA_ABLOY_PARAMETERS <ASSA ABLOY PARAMETERS>TimeZone=E
urope/Berlin</

ASSA ABLOY PARAMETERS>

Sets the timezone (UTC
TimeZone based) in the device (e.g - -
Europe/Berlin )

Sets the UHF channels used

for wireless communication

between the readerand the 11

configuration tool. Sets 1-3 At least one channel
possible channels. (e.g

10,11,12)

Sets how often the device
should check the battery
status outside of the checks
that is performed alongside
the normal operations.
Specified in minutes

26
At most three channels
specified

RadioChannels

BatteryCheckinterval 1 255

Sets the timeout for how long
unlock should be retried
before reporting failure.
Specified in seconds

TryToUnlockTimeout 15

Sets how long the device
should retry to lock before
LockjJammedTimeout reporting error and going into 10 65535
lower frequency retries.
Specified in seconds

Sets how frequent retries
should be made after first lock
jammed detection. Specified
in seconds

LockjJammedRetryPeriod 65535
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Sets the indication on the

reader for Lock Jammed, set Eﬂzzer
LockJammedIndication between LED, buzzer and LED| -
LED_Buzzer
Buzzer. Note, the support for
. . s NONE
buzzer is device specific
Sets the indication on the
reader when a cards is LED
o presented, set between LED, Buzzer
CardReadindication buzzer and LED/Buzzer. Note, LED_Buzzer
the support for buzzer is NONE
device specific.
ToggleMode Sets if toggle mode should be false true

used. Boolean true/false

Sample Lock Identification Data XML file
Example of XML-file that can be used for all types of locks:

<?xml version="1.0" encoding="UTF-8"?>
<Configuration xmlns="http://oss-so.com">
<configName>configurationName</configName>
<Timestamp>2020-11-25T14:58:25+00:00</Timestamp>
<Version>Version 1.0</Version>
<DoorAdd>
<Door>
<Id>1</Id>
<Name>Door 1</Name>
<Description>Door 1 description</Description>
<SiteId>1</SiteId>
<DefaultUnlockTime>2</DefaultUnlockTime>
<ExtendedUnlockTime>2</ExtendedUnlockTime>
<manufacturerData>
<ManufacturerId>1</ManufacturerId>
<ManufacturerName>ASSA ABLOY</ManufacturerName>
<ManufacturerProductName>Main E100 High Frequency
V3</ManufacturerProductName>
<serial></serial>
<batteryState>ok</batteryState>
<ASSA ABLOY PARAMETERS>TimeZone=Europe/Berlin</
ASSA ABLOY PARAMETERS>
<ASSA ABLOY PARAMETERS>TryToUnlockTimeout=3</
ASSA_ABLOY_PARAMETERS>
<ASSA ABLOY PARAMETERS>CardReadIndication=Buzzer</
ASSA ABLOY PARAMETERS>
<ASSA ABLOY PARAMETERS>LockJammedRetryPeriod=40</
ASSA ABLOY PARAMETERS>
<ASSA ABLOY PARAMETERS>ToggleMode=false</
ASSA_ABLOY_PARAMETERS>
<ASSA ABLOY PARAMETERS>LockJammedTimeout=40</
ASSA ABLOY PARAMETERS>
<ASSA_ABLOY_PARAMETERS>RadioChannels=11,12,13</
ASSA ABLOY PARAMETERS>
<ASSA_ABLOY_PARAMETERS>BatteryCheckInterval=249</
ASSA_ABLOY_PARAMETERS>
<ASSA ABLOY PARAMETERS>LockJammedIndication=Buzzer</
ASSA ABLOY PARAMETERS>
</manufacturerData>
<doorgroups>
<int>1</int>
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<int>2</int>
<int>3</int>
</doorgroups>
</Door>
</DoorAdd>
</Configuration>

Upgrade of Aperio Hardware Firmware

This chapter describes how to upgrade both online and offline communication hubs and locks/
sensors with a new firmware that is contained in the firmware file. The upgrade procedure will be
executed only for the selected communication hub or lock/sensor, depending on the content of the
firmware. The firmware file only contains firmware applicable to either a communication hub or a
lock/sensor.

Consider the following notes when upgrading the Aperio online firmware:

Always upgrade the communication hub before upgrading the locks/sensors. The reason is
that communication hubs should always support older lock/sensor firmware but the
opposite may not always be possible.

When selecting a device for firmware upgrade the Aperio Programming Application will
compare the current device firmware version to the new firmware version in the afw file. In
the firmware upgrade window upgrade components for units with firmware older than the
version contained in the afw file will be selected by default. The rest will be greyed and not
selected.

When upgrading AH30 communication hubs that use the DIP switch for EAC addressing,
always check that the DIP switch is set to the correct EAC address. If DIP 5 (Pairing mode) is
active by mistake, an upgrade will result in that the communication hub starts using a
different EAC address.

When upgrading AH40 communication hubs to the latest firmware, Ethernet must be used
to download the new firmware, which requires that the AH40 communication hub IP address
and other network settings has correctly been set up.

After firmware upgrade of all communication hubs versions, always perform a Rescan to
ensure that the Aperio Programming Application is sync with any new feature in the
upgraded communication hub.

Upgrade Firmware

No sanity check is done by the Aperio Programming Application before the firmware
download starts. Applying an older firmware than installed can cause the hardware to
malfunction.

The Aperio Programming Application performs a check of firmware and lock so that the
firmware always match the hardware. A C100 afw file will only be used with cylinder locks. An
E100 afw file will only be used with escutcheon locks etc.

All firmware included in the afw file should be downloaded to hardware. Canceling the
upgrade process or partly upgrading the hardware can cause malfunction.

Do not remove the battery or the V3 locks USB cable during the upgrade process. This can
cause malfunction.

1. Ensure thatyou are using the latest version of the Aperio Programming Application. If not install
the latest version.
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2. Check on the UHF Link indicator that the signal strength indicator is good enough to be able to
perform an upgrade (green or yellow). If you have bad signal strength (red) the Aperio
Programming Application will not enable the upgrade function.

Lock{Sensor Commurication Hub EAC Address UHF Link.
|o21671 | [unknown) | al -

014585 024521 1 ol
ail

3. Right-click on the communication hub/lock/sensor in the Installation view and select Upgrade
Firmware.

Always upgrade the communication hub before upgrading the locks/sensors. The reason
is that communication hubs should always support older lock/sensor firmware but the
opposite may not always be possible.

4. Select the firmware file (.afw/.fw file) and click Open.

= Select firrmvare image file @

Look in: Aperio firmware - | 1}‘ i m-

| Aperio2_c100_mifarePlus-2.6.4.1344.afw
|| Aperio2 LF_SDR-3.09.afw

l-.
. B

Tidigare
| Aperio2_pl00_LF_SDR-2.6.4.1199.afw
| build_c100_aperio2_mifarePlus-8.1.22357.afw

Skrivbaord

E
Mina dokument

L ¥

.

Dator

=
‘..4 File pame: AperioZ_c100_mifareDesfire-2.6.4.1344. afw Open

MNatverk r
Files of type: | AperioM Firmware File (%, afw;* fuv) -

5. Enter the password supplied with the firmware.

<> Enter Passwaord @

Enter Password
Flease enter the password for the file.

Password esssssssssss

Result: The firmware upgrade window is shown, with a list of the firmware components that may

be upgraded. Click Release Information to get more information about the firmware file.

The firmware list varies, depending on the firmware file and on the firmware version in the

devices:

- The first example shows a communication hub which already has the same FW version as the
one in the firmware file. Therefore Communication Hub is greyed out and upgrade is not
necessary.
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= Upgrade Firmware ==l
Firmware

lal]

Communication Hub

Firmware Flavor  RS485, Mubiple Lotk [Aperia protacal]
Firmuare Version 6.6.92718

Progress

Time and Date et started

Set Time and Date ! 0%

(€3] [ Releass Information | *no upgrade needed as version is same as in device: Save. Close.

- The next example shows a list of three firmwares for a lock, all with FW versions older than the
new FW version in the firmware file. Therefore all three components are checked by default.

= Upgrade Firmuvare @
hirpiriars B o Lack - Main Application
Lock - Main Application
6.1.19460 Firmware Yersion 6.1,19489
Lock - UHF Progress
2.3.18970
Lock - o Mot started. .,
ock - Secure Area
V|
2.6.18970 [ e
g Release Information { Save.. I l Close I l Skart I

- The third example shows a list of firmwares, where two of them have the same FW versions as in
the lock. Therefore only the newer firmwares are checked by default. To reinstall the firmware,
although it already has the same version, select the checkbox.

/7 Upgrade Firmware x

I

rmware
Lock - Main Application®

[}

Lock - Main Bootloader and Application
1.2.108and 3.12.10

Lock - UHF

3.12.10

Lock - Secure Area

1.0.33964

SIS V)

SE Processor figuration®
i Lock - Main Bootioader and Application
SE Processor firmware
1.139.67893854826738

]

Firmware Version 1.2.108 and 3.12.10

o
SE Processor assemblies B
T Not started.
Time and Date:
Set Time and Date | L5
&2 | Release Information | Firmware marked with = wil not be upgraded as itis already presentin the device Save, Close

6. Click Start to run the upgrade process.

Only deselect firmware if site specific settings allow this. Existing old firmware in hardware
combined with new firmware can cause malfunction.

7. Ifyou are upgrading a lock/sensor you will be prompted to connect. Hold the credential at the
lock, or engage the magnet for the sensor. (This step is not necessary for V3 locks that are
connected with a USB cable, or online locks that have the polling interval set to less than 15
seconds.)

| = Ghvosw candiengage sentar '_&!
Show cardiemgage sensor
Time remaining unti imecut B seconds

Result: The upgrade will start with the first firmware in the list. A green arrow to the left of the
selected firmware will indicate the firmware is being upgraded and the firmware is downloaded.
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= Upgrade Firmware ==
Firmware
Lock - Main Application®
Szl Lock - Main Appiication
Lock - UHF*
Lok Firmwars Version 37,1407
Lock - Secure Area® fegen
L2521 Upgrading firmware...
Time and Date
Sek Time and Date I drinli
Release Information Save. Close Start

After finished download, the device resets.

= Upgrade Firmware

Firmware

Lock - Main Application™
Euer 14D Lock - Main Application
_ UHF*
;.DT(.I:‘IUI;HF Firmware Version 3.7.1407
Progress
Lock - Secure Area* g
1.0.33216

Resetting the device, do nat remave the battery or the USE cable...
Time and Date

Set Time and Date

Release Information Sare..

Close Srart

The firmware upgrade continues automatically with the remaining firmwares in the list.

Canceling the firmware upgrade process by clicking Close should be avoided. Existing old
firmware in hardware combined with new firmware can cause malfunction.

8. Optional: After all firmware is downloaded, click Save... to save the settings for firmware upgrade
of several devices.

= Upgrade Firmware

Firmware

Lock - Main Application™

BalliD Time and Date
Lock - UHF*

3.7.1407

[
Lock - Secure Area* Mg
1.0.33216

Time and Date

Done...

Set Time and Date

=l

Clase l [ Dione ]

Z: Save Firmware Upgrade Configuration ==

Save firmware upgrade configuration to local storage
Choose a name for the configuration and optionally a device
ronfiguration to apply. Click OK to save.

Apply Device Corfiguration | Flaor 1 - Orline Lock configuration -

Retrievs AllLogs | Ci\Devicsiogs =

Confiquration name |E100-HF_Aperioy3-3.7.0 upgrade

- Apply Device Configuration: Select an existing device configuration, valid for the same device type
as the firmware.

- Retrieve All Logs: Downloads all logs of the device, prior of the firmware upgrade.

- Configuration name: The name of the firmware configuration visible in the Aperio programming
application.

9. Click Close/Done to finish.

Upgrade Failure

An upgrade failure is typically due to bad radio conditions. The work around is to move closer to the
communication hub/offline lock and try upgrading again.

1. Click Save Support Information to File if desired and click OK to close the error message.
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“= Upgrade Firrmware @

Firmware

Lock - Main Application
6.1.19489 Firmware Version 6.1.19459

Lock - Main Application

Lock - UHF Progress
2.3.18976

Mok started...
Lock - Secure Area

2.6.18976 i %

E Release Information Close

“Z Error occurred

Lost the connection to the device. This could be caused by radio disturbances, please try again

P

| Sawe Suppott Information to File H Close |

Click Retry to try the upgrade again.

“= Upgrade Firrmware @
FEmare B o Lock - Secure Area
Lock - Main Application
6.1.19489 Firmware Version 2.6.18976
Lock - UHF Progress
2.3.18976
Lock - Secure Area
2.6.13976 I
Release Infarmation Close Retry

Changing the Battery of the Lock
The exact procedure for changing the battery of the lock is described in the manual for each product.
The following are some general issues to consider when changing the battery of an Aperio lock:

1.

Remove old battery: Always replace the battery with a fresh one. The battery alarm detection
algorithm is dependent on that the battery has full capacity when the lock is powered up.
Show a card: After removing the old battery, show any card to the lock to make sure that all
energy is drained from the internal storage capacitors thus ensuring a proper power up.

Insert a new battery: Prepare for the battery replacement operation. If the lock is left without
battery for too many seconds, the time is lost and it is required to use the Aperio Programming
Application to set it right again (see section Setting the Time of a Lock on page 82).

Check Power on Self test (POST): After inserting the new battery, check the LED flashing for a
successful POST. If the battery is not accepted as new, there will be an error indication (10 red
flashes) instead of the POST flashes.
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6 Installation of Aperio Programming Application and
USB Radio Dongle Firmware

Computer Specifications
The Aperio Programming Application should be installed on a computer with the following
specifications:

- Laptop
- 32/64-bit version of Windows 8, Windows 8.1 or Windows 10
- USB 2.0.

Files Needed for the Installation
- Aperio Programming Application software.
- Encryption key file.

The software is delivered from your local ASSA ABLOY company.

Install the Aperio Programming Application

Follow these steps to install the Aperio Programming Application and the drivers necessary for the
usage of the USB radio dongle and the USB cable.

1. Unpack the Aperio distribution file (i.e. progapp-x.y.z.zip/progapp_US-x.y.z.zip), containing the
setup.exe file, in a temporary folder.

2. Run the setup.exe file and follow the instructions on screen.
Result: The Aperio Programming Application and the drivers for the USB radio dongle and the V3
USB cable are installed.

Recommended Procedure when Using the V3 Lock USB Cable

When connecting a V3 lock with a USB cable for the first time, it is recommended to perform
the following steps, to successfully install the V3 lock USB cable driver.

1. Make sure that the operating system is upgraded with the latest updates.
2. Before connecting the USB cable, make sure that the computer is connected to the internet.
3. Connect the USB cable to the V3 lock and then to the computer.

The installation of the driver can take several minutes.

USB Radio Dongle Firmware Upgrade

The USB radio dongle firmware version is checked during start-up of the application. An upgrade is
automatically initiated if the USB radio dongle has an older firmware version than the current Aperio
Programming Application:

1. Click OKto perform firmware upgrade (or Cancel to close the application).

Upgrade U s ik
9 Tour W5H radio stick needs 10 be upgraded. Click 0K 1o progesd with the upgeage. Presring cancel will cloge the applcation

oK 1 Campl

2. The USB radio dongle is upgraded with the latest firmware.

Upgradmg USH iadic stk hrmmyars,
Thes process can ke up o 3 minube b complele

ik remonn ietnch B LS Eicr while upgracing THE may make fe sick inopenatie

3. Click OK after successful upgrade, to start the Programming application.
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7 Troubleshooting

The tables below shows possible problems when using the Aperio technology, and how to solve
them:

Troubleshooting - Online
The tables below shows possible problems when using the Aperio online technology, and how to
solve them:

During Scanning

- Repeat the scanning process by
selecting Scan [Scan all
- Restart the hub.

- All channels are busy or too many
communication hubs are using the
same channel..

None or only some of the - The communication hub(s) are not + Temporary reduce the .numb.er of
e : powered up Hubs within radio range
communication hubs are found when working. . 3 .
. s during configuration. (After
scanning - The communication hub(s) are out of . . .
configuration, make sure that this
range. N .
s communication hub have stable radio
- The communication hub(s) are not L - .
communication with paired locks|
powered.
Sensors.)
1. Switch installation or create a new
Communication error is displayed and - The communication hub belongs to installation with the correct
no configuration can be done to the another installation and has another encryption key.
communication hub. encryption key. 2. Repeat the scanning and pairing
process.
Unstable communication between Ty moving the usB ra¢o closer to t'he
B . . communication hub. Either by moving
communication hub and lock/sensor - A probable cause is bad radio -
; e L ) the laptop or by using an A-A USB
even though the MAC address is conditions or limited radio range. ; -
. extension cable to distance the USB
displayed at scan.

radio from the PC.

The Aperio Communication hubs are by default configured to select the best channel out of
three possible. If the selected channel is disturbed, a new channel is selected automatically.
Communication hubs in an Aperio system normally distribute themselves on different

channels but a synchronized power up of all hubs may cause them to initially choose the
same channel.

Note that this problem does not affect performance of already installed and paired lock/

cylinders/sensors and communication hubs, only the Aperio Programming Application scan
functionality is affected.

During Door Installation and Update

- Use a credential that is not on the
override credentials list.

- Check the radio channel settings for
the lock/sensor and the hub so that

- You are using a credential configured
Not possible to pair communication hub  as an override credential.
and lock/sensor - The lock/sensor and the hub are on
different radio channels.

they match.
. . . No default override credentials are Add the credentials one by one in the
Not possible to use override credentials ) - - . 3 -
configured for the installation. lock configuration wizard.
- You have not shown the credential to - Perform device update again and
the lock within 30 seconds. show the credential to the lock within
The device update fails - The lock and hub might be in different 30 seconds.
security modes, then communication - Change security mode in the hub and
problems can easily occur. perform device update again..
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During Configuration

The program application reports an
update failure. The device does not
support the desired configuration.

- The firmware on the device is

outdated.

- You are trying to configure something

that the device does not support

- Check the current firmware on the

device and perform an upgrade if
needed. Also check the intended new
configuration .

The AH40 communication hub LED is
flashing red twice = no connection
between the EAC system and the
communication hub

- The hub is not properly connected to

the IP network.

- The hub network parameters are not

correctly configured.

- The ACU address, port or TLS settings

are not properly configured in the
communication hub.

- The ACU is not properly configured.
- The certificate used by the ACU is not

supported.

- Check that the Ethernet LED is green. If

not, check Ethernet cable and network
equipment.

- Configure the hub network

parameters.

- Configure the hub EAC connection.
- Make sure that the communication

settings in the EAC matches the hub
EAC connection settings.

- Make sure that a valid certificate type

is used.

During Normal Operation

The communication hub LED is flashing
red once = no connection between the
lock/sensor and the communication hub

- The lock/sensor and communication

hub are not paired.

- The lock/sensor and the

communication hub have different
channel masks.

- The battery of the lock/sensor has run

out.

- The status message intervals differ

between the hub and the lock

- Repeat the scanning process by

selecting Scan [Scan all.

- Pair the lock/sensor and

communication hub in the Configure
lock wizard of the Aperio
Programming Application.

- Change the radio channel. See the

Aperio Programming Application
manual, ref[2].

- Replace the battery of the lock/sensor.

See the Aperio Programming
Application manual, ref [ 1]

- Make sure that the lock has the same

or a shorter status message interval
than the hub

The communication hub LED is flashing
red twice = no connection between the
EAC system and the communication hub

- The EAC address is not properly

configured in the communication
hub.

- The EAC system is not properly

configured.

Configure the EAC address. Refer to the
Aperio mechanical installation manual.

Unstable radio communication between
lock/sensor and communication hub

- Poor radio link quality.
- The lock/sensor and the

communication hub have different
channel masks.

- Change the radio channel. See the

Aperio Programming Application
manual, ref [1]

The V3 lock LED is flashing red.

- The battery has run out.

- Connect the USB cable to provide

emergency power, and show
credential to open the door.

- Replace the battery. See lock

installation instructions.

Lock Self Test LED Indication (V2 locks)
After replacing the battery or a power up, a Power on Self Test (POST) is performed.

If the battery is not accepted as new after a power on reset, no POST is performed, instead 10
quick red flashes is used to indicate "Error in lock'".
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Battery not fully charged, NNV PVARYNRYND
energy counter not reset, 04500 ,, AT Ten red flashes (.125 sec. each)
no Power on self-test done.

The result is indicated using a series of red and green LED flashes as is described by the figure below:

LT Ry One red, one green flash
POST Successiul p - (1second)
: . WA vn o vi o i i One red flash followed by 16
Failure during POST e’ “an’ “es’ a8’ "~ red orgreen flashes {5 second)

Figure 5: Lock POST LED indication

The first flash is always red. If the POST fails, the color of the 16 trailing flashes indicate the status of
each individual test as described by the following table:

1 POST initiation flash, always red -

2 Main board firmware corrupt 0x0001
3 Override list corrupt 0x0002
4 Production data corrupt 0x0004
5 Security data corrupt 0x0008
6 Configuration data corrupt 0x0010
7 Load Circuit Error 0x0020
8 Configuration data corrupt 2 0x0040
9 Secure Area Encryption Key error 0x0080
10 Secure Area Motor error 0x0100
11 Secure area communication error 0x0200
12 Secure area memory corrupt 0x0400
13 Secure area sensor or motor error 0x0800
14 Radio modem communication error 0x1000
15 Radio modem memory corrupt 0x2000
16 Radio modem configuration error 0x4000
17 Radio modem RF circuit error 0x8000

Lock Self Test LED Indication (V3 locks)
After replacing the battery or a power up, a Power on Self Test (POST) is performed.

If the battery is not accepted as new after a power on reset, no POST is performed, instead 10
quick red flashes is used to indicate "Error in lock".

Battery not fully charged, | NPV RYN YN
energy counter not reset, -;'\,7\ Lk ,,\ .\’?‘7.\_"‘7.\_’.‘ Ten red flashes (.125 sec. each)
no Power on self-test done.

The resultis indicated using a series of red and green LED flashes as is described by the figure below:
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AL g Cine red, one green flash
POST Successful o - (1 second)

. . 1K} LY} i 5
Failure during POST “eme’  Ces’ e’ e

One red flash followed by 3
red or green flashes (.5 second))

Figure 6: Lock POST LED indication

The first flash is always red. If the POST fail, the color of the 3 trailing flashes indicate the status of
each individual test as described by the following table:

POST initiation flash Always red

Tests core functionality.
2 Fatal error MCUs, memory's and internal
communication, etc.

This is a problem that can not
be solved on the field.

Check that all physical parts
are connected together in the
right way. If the test fails it is
likely a cable/connection
problem between the
modules. This is a problem
that could be solved in the
field.

If the test fails it is likely due
Test related to moving parts  to a mechanical problem. This
of the lock. is a problem that could be
solved in the field.

Tests communication
between the different parts in
S ) the system, i.e. different
Electrical interconnection . .

3 error boards connected with a wire.
Will be different test cases
depending on the specific
partitioning of a product.

4 Mechanical error

Troubleshooting - Offline
The tables below shows possible problems when using the Aperio offline technology, and how to
solve them:

When Connecting to Lock

- All channels are busy.

- The Aperio Programming Application Click Connect again.

The lock is not found when trying to and the lock have different radio A
connect = no connection between the channels. ’ Chan'ge the radio Fhannel..See. the
programming application/laptop and - The lockis not working. Aperio Progrgmmlng Appllcgtlon
the lock. - The lockis not powered. manual, section Change Radio
- The lockis out of range of the USB Channels.
dongle.

Unstable communication between lock - Try moving the USB radio closer to the
and Radio dongle even though the MAC - A probable cause is bad radio lock. Either by moving the laptop or by
address is displayed after connecting to conditions or limited radio range. using an A-A USB extension cable to
lock. distance the USB radio from the PC.

- Perform device update again and
The device update fails - Radio not activated in lock show the radio activation card to the

lock.

During Normal Operation

The lock LED is flashing red. - Hardware failure/Lock Jam - Service the lock.

Aperio® Programming Application Manual, Document No: D000732077 rev 12 Date: 2022-02-04 153



Aperio®

- Connect the USB cable to provide
emergency power, and show
The V3 lock LED is flashing red. - The battery has run out. credential to open the door.
- Replace the battery. See lock
installation instructions.

Lock Self Test LED Indication
After replacing the battery or after a power up,, a Power on Self Test (POST) is performed.

If the battery is not accepted as new after a power on reset, no POST is performed, instead 10
quick red flashes is used to indicate "Error in lock".

Battery not fully charged, NP YN YAPYNDYND
energy counter not reset, 8050000 000 Ten red flashes (.125 sec. each)
no Power on self-test done.

The result is indicated using a series of red and green LED flashes as is described by the figure below:

POSTS ful S A One red, one green flash (1 second),
uccessiul s - ...~ and yellow flashes for 20 seconds (UHF activated)

One red flash, 16 red or green flashes (.5 second),
".... and yellow flashes for 20 seconds (UHF activated)

. . . o
Failure during POST ,:-:,)::f,‘l’ ‘::

Battery not fully charged I .\ 10redflashes (125ms), followed

Energy counter notreset -9~ -~ P~ by yellow flashes for 20 seconds (UHF activated)
No power on self test done

Figure 7: Lock POST LED indication

If the battery is not accepted as new after a power on reset, no POST is performed, instead 10
quick red flashes is used to indicate “Error in lock”.

The first flash is always red. If the POST fail, the color of the 16 trailing flashes indicate the status of
each individual test as described by the following table:

1 Post initiation flash -

2 Main board firmware corrupt 0x0001
3 Reserved for future use 0x0002
4 Production data corrupt 0x0004
5 Production data corrupt 0x0008
6 Configuration data corrupt 0x0010
7 Load circuit corrupt 0x0020
8 Configuration data corrupt 0x0040
9 Secure area key error 0x0080
10 Secure area motor error 0x0100
11 Secure area communication error 0x0200
12 Secure area memory error 0x0400
13 Secure area motor sensor error 0x0800
14 Radio modem communication error 0x1000
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15 Radio modem memory corrupt 0x2000
16 Radio modem EEPROM corrupt 0x4000
17 Radio modem RF error 0x8000
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8 Security Statement

The following security measures are applicable to Aperio:

Authentication 3-pass mutual guthentlcqtlor} (challenge-response protocol) based on AES 128.
Standard Aperio authentication scheme.

Confidentiality in communication The communication is encrypted by a unique session key.

- . Lo ret information such ncryption keys is never visibl ide the pr
Confidentiality of information in the lock Secret info ation such as encryption keys is never vis ble outside the protected
flash of the micro controller.

Encryption key Unique encryption key seed for each installation.

Database The encrypted database in Aperio Programming Application is password
protected. The computer must also be physically protected.

AES and RNG tested according to NIST (National Institute of Standards and
Technology) test vectors.
http:/[csrc.nist.gov/groups/STM/cavp/documents/rng/RNGVS.pdf
http:/[csrc.nist.gov/publications/fips/fips197/fips-197 .pdf

Applicable tests
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The Aperio Programming Application uses a
number of open source licenses. For details, see
section Software Version on page 9.
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Assa Abloy

Tribee 2 USB

ECC ID: 2A7H4-200400
Prevas I 28725-200400

prevas.se/tribee2usb  Name: TriBee 2 USB
e Model nr: 200400
Input: 5V ===

undbyberg, Sweden

Compliance
IC

This device contains licence-exempt transmitter(s)/receiver(s) that comply with Innovation,
Science and Economic Development Canada’s licence-exempt RSS(s). Operation is subject to
the following two conditions:

1. This device may not cause interference.
2. This device must accept any interference, including interference that may cause
undesired operation of the device.

To maintain compliance with the RF exposure guidelines, place the product at least 20cm
from nearby persons.

L’émetteur/récepteur exempt de licence contenu dans le présent appareil est conforme aux
CNR d’Innovation, Sciences et Développement économique Canada applicables aux appareils
radio exempts de licence. L’exploitation est autorisée aux deux conditions suivantes:

1. 'appareil ne doit pas produire de brouillage;

2. L'appareil doit accepter tout brouillage radioélectrique subi, méme si le brouillage est
susceptible d’en compromettre le fonctionnement.

Pour rester en conformité avec les consignes d'exposition aux RF, placez le produit a au
moins 20 cm des personnes proches.



FCC

Warning: Changes or modifications to this unit not expressly approved by the party responsible for
compliance could void the user’s authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this
equipment does cause harmful interference to radio or television reception, which can be
determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

O Reorient or relocate the receiving antenna.

O Increase the separation between the equipment and receiver.

O Connect the equipment into an outlet on a circuit different from that to which the
receiver is connected.

O Consult the dealer or an experienced radio/TV technician for help.

This device complies with Part 15 of the FCC Rules. Operation is subject to the
following two conditions:

(1) this device may not cause harmful interference, and

(2) this device must accept any interference received, including interference that may
cause undesired operation.

RF Exposure
“FCC RF Radiation Exposure Statement Caution: To maintain compliance with the

FCC's RF exposure guidelines, place the product at least 20cm from nearby persons.”
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