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1 General Notes

1.1 Notes on CE Mark
EU directive
The following is applicable for the equipment described in this installation manual. The product

fulfils the requirements of EU directive 2004/108/EC on “Electromagnetic compatibility” and EU
directive 2006/95/EC, the “Low voltage directive”.

The EU Declarations of Conformity are kept available to the competent authorities at the
following address:

AUTEC Gesellschaft fur Automationstechnik mbH

Prod. Group: T/HE/SYS/D

Bahnhofstr. 57-61b

D - 55234 Framersheim

1.2 Safety regulations and warnings

The unit must only be used for the purpose intended by the manufacturer. The operating
instructions must be kept to hand and made available to every user. Unauthorized changes and
the use of spare parts and accessories which are not sold or recommended by the manufacturer
of the unit could cause fire, electric shock or injury. Therefore, such measures will result in a

renunciation of liability and the manufacturer will not accept any guarantee claims.

The manufacturer's guarantee terms in the version valid at the time of the sale are applicable to
the unit. No liability will be accepted for unsuitably or incorrectly set parameters — whether

automatic or manual — or for inappropriate use of the unit.

All repairs must be carried out by the manufacturer.

The user is responsible for ensuring that the unit is set up and connected in accordance with the
recognized technical regulations in the country of installation and any other guidelines valid in
the relevant region. Before opening the unit, always switch off the power supply and take

measurements to ensure that there is no power to the unit.

1.3 Liability

We have checked that the content of this document agrees with the hardware described.
However, it cannot be ruled out that there are discrepancies, so we cannot provide any

guarantee that it agrees completely.

However, the information in this document is checked on a regular basis. Any corrections
necessary are incorporated into subsequent editions. We are always happy to receive your

comments and suggestions.
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1.4 Qualification of personnel

With respect to the safety-related instructions in this manual or on the product itself, qualified
personnel are persons who are familiar with the safety strategy of the access control systems
and who have undergone training qualifying them to repair such access control mechanisms or
who are authorized to work with electrical circuits and devices in accordance with the standards
of safety engineering. This is especially the case when working with the door of the device
open.

All electrical connections and work on the equipment/systems must only be carried out by

persons and companies qualified to carry out such work.

Work on the equipment/systems by unqualified personnel or failure to observe the warnings

detailed in this manual could result in severe physical injury or material damage.

1.5 Scope of the manual

This manual describes the parameterization of the reader family XMP-TMC22/23xx for reading
HITAG® / MIFARE® / LEGIC®, HID® and barcode.

The RFID card readers XMP-TMC22/23xx are new proximity ID-Card readers with 125 KHz or
13.558MHz technology. The card readers are connected to the door controllers XMP-K32 / XMP-
K12. The readers read either the unique serial number (UID) of proximity ID-Cards, or the
personalized ID-number out of the card memory. The card number will be transmitted to the
access control system via XMP-K12/XMP-K32-Controllers for processing.

After factory delivery the card readers always read the serial number of the corresponding card
(UID). After having connected the readers to the door controllers, the definition and the
parameterization of the readers at the connected door controller should be done via the XMP-
BABYLON-Software.

The card readers of the type XMP-TMC22/23xx support the following RFID-Technologies:

MIRO® / Hitag® 125kHz proximity: MIRO (EM4102), Hitag 1, Hitag 2

MIFARE® Classic 13.558MHz proximity ISO14443A /1SO7816
MIFARE DESFire®

LEGIC® prime / advant 13.558MHz proximity LEGIC® standard (prime)
ISO14443A/1SO15693

HID iClass® 13.558 MHz

Barcode 1D und 2D
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1.6 Copyright
Copyright AUTEC Gesellschaft fir Automationstechnik mbH 2014. All rights reserved. This

document and its content may not be passed on, reproduced, used or communicated in any

way without explicit consent. Any contravention of this will result in a right to claim for damages.

All rights reserved.

1.7 Technical support

If you have any queries about the product or if you require technical support, please contact the

following address:

AUTEC Gesellschaft fir Automationstechnik mbH
Prod. Group: T/HE/SYS/D

Bahnhofstr. 57-61b

D - 55234 Framersheim

e-mail: helpdesk@autec-gmbh.de
Tel.: +49 6733 9201-0
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2 Prerequisites

2.1 Software-versions

The documentation refers to the following program and firmware versions:

Programs Versions

wW3D Version 3.9

N3.exe Version 6.1.106

N3IBO 6.1.017

WS3IP.DLL Version dated June 11, 2013
W3TM24P From version 1.2

W3K32P From version 2.9

2.2 Firmware-Version

Device Version

XMP-K32 Firmware Version 4.4 dated July 26, 2010

2.3 User-definition — User rights

The authorization to call the program must be set in the user definition from the system

administrator for each user.

7 W3Udef [1] Local Server
File Edit Help

B < S @

& Index list ' Authorizations l

User ID ‘Badge(op{\onal] |FFB ‘Menu |Blocked ‘Chem. |Schedu|e ‘PSW-\ntewaI |Expirat\ondate ‘LastF’SWchangedate

ABC A 00/0 00

|w{ Dialog Authorizations < Categories and supervisor codes B Access levels

= TMC22xx/TMC24xx parameters (W3TM24P)
Chanae data
Download

You find a detailed description of the user definition (,W3UDEF.EXE") in the
manual EW3UDEF_User-definition_Vx.x.
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2.4 Documentation References

More details are available in the documentation:

- Software/XMP-BABYLON-IBO-Handblcher/ E_TM24P_reader settings

- Door Controllers / XMP-K32 Information / XMP-K32 / XMP-K32sx /

XMP-K32sx-19 Operating manual

- E-PIN-Code Configuration Manual
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3 General Features of XMP-TMC22/23xx Readers

3.1 Reader Overview

The table gives a general overview of the currently available RFID-readers for access control

with the relevant reader technologies.

X = available

Reader type

OEM Door frame reader

XMP-TMC2210

XMP-TMC2230

XMP-TMC2240

XMP-TMC2250

XMP-TMC2260

XMP-TMC2270

XMP-TMC2280

OEM Reader

XMP-TMC2310

XMP-TMC2330

XMP-TMC2340

XMP-TMC2350

XMP-TMC2360

XMP-TMC2370

XMP-TMC2380

XMP-TMC2390

XMP-TMC2395

Turnstile Reader

XMP-TMC2450-TUR

XMP-TMC2450-TUR-2D

Behnke Reader

XMP-TMC2330-B"

XMP-TMC2350-B*

XMP-TMC2370-B*

Siedle Reader

XMP-TMC2310-3"

XMP-TMC2330-5*

XMP-TMC2340-5*

XMP-TMC2350-8"

XMP-TMC2360-3"

XMP-TMC2370-5"

XMP-TMC2380-5*

Siedle Display Reader

XMP-TMC2350-LCD-S*

Flush-mounted Reader DIN 49073

XMP-TMC2430-UP

XMP-TMC2450-UP

XMP-TMC2470-UP

Explosion-proof Reader

XMP-TMC2450-EX

Operating Manual
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3.2 Connection possibilities

To connect the readers to the controller a star wiring, a bus-shaped or a mix of bus shaped and

star-shaped wiring are possible.

a) star shaped b) bus shaped ¢) Mix star- bus shaped

If the card readers are supplied internally by the controller, the reader

distance of respectively 100m at 12VDC and 200m at 24VDC should not
be exceeded.

é In the case of a mixed or bus wiring, the fuses for the readers must be
adjusted (factory-500mA) with respect to the expected current flow!
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3.3 Setting the reader addresses

Meaning of the DIP-Switches SW1

Switch Meaning
1-3 For binary setting of reader addresses 0...7
4 Default OFF
5 Baud rate setting to XMP-K32/XMP-K12

OFF =9600; ON = 19200 baud

On= UCI protocol active - Off= SecuCrypt® protocol active

Reserved

8 ON = Boot loader program activated

All card readers are issued with an individual address. Setting an address twice in one bus
configuration will lead to address conflict and malfunction.

The reader address must be set using the micro switches 1-3 in binary way as follows:

DIP 1 DIP 2 DIP 3 Address
Off Off Off 0
On Off Off 1
Off On Off 2
On On Off 3
Off Off On 4
On Off On 5
Off On On 6
On On On 7

3.4 Activation of the boot loader program

In normal operation, there is no need to activate this switch. It can only be necessary if a
firmware download to the reader is interrupted by switching off the power supply and then the
application program in the reader cannot be restarted. For starting the boot loader program the
switch 8 of SW1 is set to ON and the reader should be restarted.

The loading process is signaled at the reader by the alternating lighting of the yellow and red

LED in 0.5 second intervals.
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3.5 Meaning of the LEDs

The reader has three LEDs with the colors yellow, red and green.

LED Status Meaning

Yellow on Normal operation

Yellow flashing in 0.5 second cycle No communication to the door control unit
Red on for time x Access granted

Green on for time x Access denied

Yellow and red flashing in 0.5 second cycle Boot loading program activated

Yellow, red and green on Reader blocked

Yellow on, red and green flashing in 0.5| PIN-code input expected

second cycle

Reverse side D4 Communication TXD

Reverse side D5 Communication RXD

The times for activating the LEDs can be set in the XMP-BABYLON system through the
attributes RC (Red Count), GC (Green Count) and RG (Red Green) of the system data point
SY, card 2, channels 1-8.
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4 General information on MIFARE® cards

4.1 Memory Structure of MIFARE® Classic 1K

The memory of Mifare 1K card is divided into 16 equal blocks of memory. The unique serial
number of the chip is stored in sector 0 / block 0. In the sectors 1 to 15, the blocks 0, 1 and 2

contain user data.

The block 3 of the sectors includes the key and access rights and is not available as user data.

Block addresses

UID - Number absolute relative
‘ Block 0 (UID) | > :
[ Block 1 |
| Secton " Biockz | } HADTData KN
EnliE
\ Block 3 | l:l
Sector'1 I :::::l: ‘ User data "
™ T E— '
| Block 2 | Key A .
| Block 3 ‘ ——\  Access rights l:l

Key B
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4.2 Memory structure of MIFARE® Classic 4K

The memory of Mifare 4K has in his first memory half (OK-2K), the same block structure as the
1K card (each sector contains 4 blocks), but the memory of 2K to 4K is divided into 8 sectors,

each of 16 blocks. The unique serial number of the chip is stored in sector 0 / block 0.

The user data are available in blocks 0 to 2 in the sectors 1 to 31 and in blocks O to 14 in the
sectors 32 to 39.

The keys A, B, and the access rights are in the respective sectors 3 (0K-2K) and 15 (2K-4K).

UID-Number
Elogk D —> (only sector 0)
Block 1
- Block 2 | User data
| Block 3 | —>Keys A/B/AC Block addresses
0— 2K absolute relative
| Block 0 |~ ~ | 128 96
| Block 1 | L 129 97
| Block 2 | 130 98
Secto — | Block 3 | 131 99
| Block 4 | | 132 | 100
2K — 4K | Block 5§ | 133 101
— =
Block 7 > Userdata < =~ o8
Block 8
| Block 9 | | 137 | | 105 |
| Block 10 | | 138 | | 106 |
| Block 11 | | 139 | | 107 |
| Block 12 | | 140 | [ 108 |
Block 13 | 141 | | 109 |
Block 14 y, \_ | 142 110
Keys A/B/AC <«—! Block 15 | 143
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4.3 The Mifare® Classic Block addresses 4K

0-1K 1-2K 2-3K 34K
Adressen/Addresses Adressen/Addresses Adressen/Addresses Adressen/Addresses
Sec. | Blo. | abs. | rel Sec. | Blo. | abs. | rel. Sec | Blo. | abs. | rel Sec. blo. abs. rel.
0 0 0 0 16 0 64 43 32 0 128 96 36 0 192 156
0 1 1 1 65 49 1 129 97 1 193 157
0 2 2 2 2 66 50 2 130 98 2 194 158
0 3 3 3 67 3 131 99 3 195 159
1 0 4 3 17 0 68 51 4 132 100 4 196 160
1 5 4 1 69 52 5 133 101 5 197 161
2 6 5 2 70 53 6 134 102 6 198 162
3 7 3 7 T |13 103 7 199 163
2 0 8 6 18 0 72 54 8 136 104 8 200 164
1 9 T 1 73 55 9 137 105 9 201 165
2 10 8 2 74 56 10 | 138 106 10 202 166
3 1 3 75 11 | 139 107 11 203 167
3 0 12 9 19 0 76 57 12 140 108 12 204 168
1 13 10 1 758 13 | 141 109 13 205 169
2 14 1 2 78 59 14 | 142 110 14 206 170
3 15 3 79 15 143 15 207
4 0 16 12 20 0 80 60 33 0 144 1M kI 0 208 171
1 7 13 1 81 61 1 145 112 1 209 172
2 18 14 2 82 62 2 146 113 2 210 173
3 19 3 83 3 147 114 3 21 174
5 0 20 15 2 0 84 63 4 148 115 4 212 175
1 21 16 1 85 64 5 149 116 5 213 176
2 22 17 2 86 65 6 150 117 6 214 177
3 23 3 87 T | 151 118 7 215 178
6 0 24 18 22 0 a8 66 8 152 119 8 216 179
1 25 19 1 89 67 9 153 120 9 217 180
2 26 20 2 90 68 10 184 121 10 218 181
3 27 3 91 1" 155 122 " 219 182
7 0 28 21 23 0 92 &9 12 | 156 123 12 220 183
1 29 22 1 93 70 13 187 124 13 221 184
2 30 23 2 94 71 14 158 125 14 222 185
3 K}l 3 95 15 | 159 15 223
8 0 32 24 24 0 96 72 34 0 160 126 38 0 224 186
1 33 25 1 a7 73 1 161 127 1 225 187
2 4 26 2 9% 74 2 162 128 2 226 188
3 35 3 99 3 163 129 3 227 189
9 0 36 27 25 0 100 75 4 164 130 4 228 130
1 7 28 1 101 76 5 165 11 5 229 191
2 38 29 2 102 77 [ 166 132 6 230 192
3 39 3 103 7 167 133 7 231 193
10 0 40 30 26 0 104 78 8 168 134 8 232 194
1 41 Kl 1 105 79 9 169 135 9 233 195
2 42 32 2 106 &0 10 170 136 10 234 196
3 43 3 107 |17 137 1" 235 197
1" 0 44 33 27 0 108 81 12 172 138 12 236 198
1 45 34 1 109 82 13 173 139 13 237 199
2 46 35 2 10 83 14 | 174 140 14 238 200
3 47 3 m 15 175 15 239
12 0 48 36 28 0 112 84 35 0 176 141 39 0 240 201
1 49 37 1 13 85 1 177 142 1 1 202
2 50 38 2 114 86 2 178 143 2 242 203
3 51 3 115 3 179 144 3 243 204
13 0 52 39 29 0 116 87 4 180 145 4 244 205
1 53 40 1 17 88 5 181 146 5 245 206
2 54 41 2 118 89 6 182 147 6 246 207
3 85 3 119 7 183 148 7 247 208
14 0 56 42 30 0 120 90 3 184 149 8 248 209
1 57 43 1 1 9N 9 185 150 9 249 210
2 58 44 2 122 92 10 | 186 151 10 250 21
3 59 3 123 1 | 187 182 1 251 212
15 0 60 45 31 0 124 93 12 188 1583 12 252 213
1 61 46 1 125 94 13 | 189 154 13 253 214
2 62 47 2 126 95 14 | 190 155 14 254 215
3 63 3 127 15 191 15 285

Abs. = absolute Adresse

rel. = relative Adresse

Sec. = Sektor Nr.
Blo. = Block Nr.

Operating Manual
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4.4 Memory structure Mifare®-DESFire EV1

MIFARE Desfire® EV1-cards are available in versions with 2k, 4k and 8k (2048, 4096 or 8192

bytes). Unlike the Mifare Classic, there is no fixed number of segments with a fixed size.

MIFARE Desfire® cards must be encoded before first use and initialized. First, the individual

applications must be defined in detail and then stored in the file system of the cards.

The algorithms DES, 3DES and AES (Advanced Encryption Standard) are available, but the
company AUTEC uses the AES-algorithm.

In the memory of Mifare DESFire EV1 chip up to 28 applications can be defined. Each

application can be created with up to 32 files. Each file has its own AID (Application IDentifier).

( )

UID-serial number

[ AID: (000001 Hex) A

FID 1 User data

FID 2 User data
'

FID 30 User data

\ FID 31 User data j

/AID: (ODC543 Hex) \

FID 1 User data

FID 2 User data
;

FID 30 User data

FID 31 User data
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5 General information on LEGIC®-Cards

5.1 LEGIC® prime Cards

These cards have a maximum storage capacity of 1024 bytes and can operate up to 127
applications in one card. The unique serial number (UID) or memory data can be read in the
LEGIC cards.

5.2 LEGIC® advant Cards
LEGIC® advant cards are compatible with ISO standards 15693 and 14443 A. Up to 127

applications can be defined. The size of an application is not limited. Unlike LEGIC® prime the
read/write speed of LEGIC® advant is more efficiently. To encrypt the communication channels
the readers XMP-TMC22/23xx use the AES-128 bit encryption.

5.3 Memory layout of a segmented Legic-card

LEGIC Prime / Advant

/ CDF

Common Data Field

Common Data Field (CDF)
MCD = License number of the chip 1 Byte

Application 1
\

Search string (stamp)

MSN = Serial number of the chip 3 Byte

Application data

MCC = Check sum of MCD and MCC 1 Byte

Application 2
Search string (stamp) DCF = Encoded type of card
Application data And the organization level 2 Byte

Security function WRite Protected WRP
- WRite Conditional WRC
- Read Disable RD 1 Byte

Application X

Search string (stamp)

Application data SSC = License number of system supplier
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6 W3PORT - Menu “XMP-K32/XMP-K12 Parameters*

[ )

Left mouse-click on the menu button #smes in W3Port activates the program W3K32p.exe.

The meaning of the symbols in the top-line menu is as follows:

°

i B B B [k [k

i

:

Exit program

Reboots the XMP-K32/ DS32

XMP-K32 data/ parameters will be load from a file on the central computer.

XMP-K32 data/ parameters will be saved into a file on the central computer.

Upload of data/ parameters from XMP-K32/ DS32

Download of data/ parameters into the XMP-K32/ DS32.

Data/ parameters of another XMP-K32/ DS32 can be imported.

The current data/ parameters will be overwritten by default values.

A sub-menu with utility functions opens.
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Overview W3K32P

File Help
' P B @
P w5 S & H W i
Communication | Flags/ read |." ters/read |Inputsf0utputs|l‘lnecontrol|6eneral Opﬁons|OCN | I
|
Serial Protocol (0) Serial Protocol (1)
IG: SecuCrypt® Protocol with strong Blowfish/AES encryptionj |6: SecuCrypt® Protocol with strong Blowfish/AES encryptionj
g
Protocol Variants and Data format (0) Protocol Variants and Data format (1
IO: Standard-Reader (TMC22xx, TMX24xx etc.) j Il: Terminal with enhanced functionality (TMC28xx) j
Attributes
55 Structure Definition (0) Structure Definition (1)
= | Host Transfer IUl.UZ.US.04.05.UE.UT.UE.US.10.11.12.13.14 Host Transfer: IUl,02,03,04,05,06,07,08,09,10,11,12,13,14
Time Schedules
Badge number: |01.02.03.04.05.06.0?.08.09.10.11.12.13.14 Badge number: IUl..02,03,04,05,06,07,08,09,10,11,12,13,14
PG : .
E‘ Version number: I ' Version number: I '
Company Code: | T Company Code: | P S T T
Rouiges Code structure: [01,02,03,04,05,06,07, , , . , , .  Code stucture: [o1,02,03,04,05, 05,07,
. Please enter the desired position of the character in output-string (01..32).
\l-) Blanks will be substituted by the system with ASCIl zeroes.
With "5’ you can define that the ASCll-character following the "5 will be written
at the desired position in the output-string.
L Connected KDMs Connected KDAs
LINUX-Param. 0 1 2 3 4 5 6 T 8 g 10 1 12 13 14 15 0 1 2 3 4 5 6 7
MMOOOOOOOOOOOOOO m B BB @B B B @

There are further menu buttons on the left range of the window: Attributes, Time-Schedules,

Routines, Alarming and LINUX-Parameters.

The menu Parameters consists of different registry cards. So it is possible to

specify further properties of the controller as well as peripheral units which are

- connected to it.
Parameters
Peripheral units are e.g. card readers, door locks, extension modules (XMP-
KDM-16, XMP-KDA-24), alarm contacts, etc...

Furthermore, for the XMP-K32 must be specified e.g. communication protocols, data structures
or response times, too.

The registry cards of the menu program Parameters are described in the following.
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6.1 The registry card “Communication”

In the registry card Communication the definitions are specified for the data communication
between XMP-K32 and the card readers connected to it as well as for the evaluation of the card

identification data.

Serial Protocol (0) Serial Protocol (1)
|6: SecuCrypt® Protocol with strong Blowfish/AES encryptionj |6: SecuCrypt® Protocol with strong Blowfish/AES encryptionj
Protocol Variants and Data format (0) Protocol Variants and Data format (1)
|0: Standard-Reader (TMC22xx, TMX24xx etc.) j |1: Terminal with enhanced functionality (TMC28xx) j
Structure Definition (0) Structure Definition (1)
Host Transfer: |01,02,03,04,05,06,0?,03,09,10,11,12,13,14 Host Transfer: |'31,02,03,04,"JS,.06,0?,08,09,10,11,12,13,14
Badge number: |le,02,03,04,05,06,0?,08,09,10,11,12,13,14 Badge number: |ﬂl,02,03,04,05,06,07,08,09,10,11,12,13,14
Wersion number: | Version number: |
Company Code: | L R R Company Code: | I
Ty SR |01,02,03,04,05,06,|’J?, e o . Code structure: |ﬂl,02,03,04,05,06,ﬂ7, e e

The following settings can be defined:
» Serial Protocol (0 or 1)
* Protocol and data format (0 or 1)

* Structure Definition (0 or 1)

6.1.1 Reader Serial Protocols

The following serial protocols can be selected:

Serial Protocol (D)

! Seculrypt® Protocol with strong Blowfish/AES encryptinrﬂ

: UCI-Protocol

: BPA/D plus (for TM500 and TMC2500)

: BPA/9 Subset

: UFR Protocol

: Deister TM305/TM310

: Cerpass DAZOxx

ptE Protocol with strong Blowfish/AES enc
: UFR Crypto Protocol with AES encryption

: HID HADP/OSDP Protocol

: APERIO EAC Proftocol

R o =l ]
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6.1.2 Protocol variants and data formats

Protocol Variants and Data format (D)

0: Standard-Reader (TMC22xx, TMX24xx etc.) M

0: Standard-Reader (TMC22xx, TMX24xx etc.)
11: Terminal with enhanced functionality (TMC28xx)

Here you can select the protocol variant and data format between access control and time

management readers.

6.1.3 Connection reader with different protocols

AUTEC-readers (no other readers) can be connected with Secucrypt-Protocol and UCI or BPA9
protocol on the same controller.

SecuCrypt and UCI

Communication | Flags/reader | Parameters/reader InputsiOutputs' Time oontroll General Opt'lonsl
Serial Protocol (0) Serial Protocol (1)
|6: SecuCrypt® Protocol with strong Blowfish/AES encryptiorLI IG: UCI-Protocol LI
Protocol Variants and Data format {(0) Protocol Variants and Data format (1)
IU: Standard-Reader (TMC22xx, TMX24xx etc.) LI IO: Omron 5 bit format (magnetic stripe) LI
SecuCrypt and BPA9
Communication | Flags/reader | Parameters/reader Inputsj'()utputs' Time oontrol| General Optionsl
Serial Protocol (D) Serial Protocol (1)
|6: SecuCrypt® Protocol with strong Blowfish/AES encryptiorLI Il: BPA/9 plus (for TM500 and TMC2500) LI
Protocol Variants and Data format (0) Protocol Variants and Data format (1)
IU: Standard-Reader {TMC22xx, TMX24xx etc.) ;I IU: Standard LI
For all other foreign readers or communication protocols, AUTEC cannot
accept any liability.
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6.1.4 Definition badge structure

W3K32P
Structure Definition (0)
Host Teansfer 01,02, 03,04, 05, 06,07, 08,09,10,11,12,13, 14 Online — % Interface to reader
Badge number: |01, 02,03, 04,05, 06,07, 08,09,10,11,12,13, 14 Offline —>» Definition badge number
Version number: | . Offline
Company Code: | LI I B B Offline + Online

Code structure | + 001,02,03,04,%0, . ,» + ¢ ¢ Offline + Online

W3ACPARM

Badge-number
j01,02,03,04,05,06,07,08,09,10,11,12,13,14  Online  — 5 Definition badge number

Host Transfer:

Up to 32 characters of card information can be read. However, the XMP-K32 always transmits

14 characters of identification card information to the master computer.

The sequence of the 14 characters which are transmitted to the master computer is defined

here as a selection from the maximum 32 characters [01-32] received from the reader.

Example: (01,02,03,04,05,06,07,08,09,10,11,12,13,14)

Blanks (empty fields) are replaced by ASCII zeros from the system.

An input of the form ,$x “(x = ASCII character) causes the appearance of the ASCII character

that follows after the $ character at the appropriate position of the output string.

Badge number:

By entering data positions into these fields (assuming from the data positions transmitted by the

reader) the sequence of the card identification number for offline mode is defined here.
Example: ( ,09,10,11,12,13, , , , ,, ,, )

The sequence of the example corresponds to a 6 digit card number with leading zero.
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Version number:

By entering data positions into these two fields (assuming from the data positions transmitted by

the reader) a version number can be defined.
This number will be checked in off-line mode.
Example: ( ,08)

The input indicated in the example corresponds to a version number with two digits with leading

Zero.

The off-line check of the version number can be suppressed by setting flag 4 in register card
Options.

Company Code

By entering data positions into these fields (assuming from the data positions transmitted by the

reader) the sequence of a company code for the online and offline mode is defined.

In the online case the company code is always checked in connection with the card

identification number.

Example: (01, 02, 03, 04, , ) There is also the possibility of checking only the company
code.

Code structure:

By entering the pin code data positions into these fields (assuming from the pin code data
positions transmitted by the reader) the sequence for the pin code evaluation is defined for the

system.

Example: (01,02,03,04,05,06,07, , , , , , , )
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6.1.5 Settings in W3ACPARM for checking the ID-number

6.1.5.1 Comparison W3ACPARM with the 6-digit card number
In the program W3ACPARM, The digits representing the card number in the field “Host-transfer”

are entered in the field “badge number” of W3ACPARM. This value will be compared with the
field Badge in the personnel database (W3PERS).

Reader E.-:z
|

| |

BO B1 B2 B3 B4 B5
CONTROLLER
Sggt;(i)sgesr |1 ‘2 ‘3 ‘4 ‘5 ‘e ‘7 ‘8 ‘9 ‘10‘11‘12‘13‘14'15‘16‘17‘18‘19‘20‘21‘22‘23‘24‘

| v |

l l

W3K32P Structure Definition (0}

Host-Transfer |o1,02,03,04,05,06,07,08,09,10,11,12,13, 14

!

WS3ACPARM  Badge-number ['] Save badge number with 14 digits
Structure 05,06,07,08,09,10, , , .+ + + + o in the field personnel number

W3PERS ﬁq
L
000001 Badge

\ 4 Definition

Compare W3ACPARM
with field badge (6-digits)

The positions 5 to 10, representing the 6-digit card number in Host-transfer, will be entered in
W3ACPARM as badge number for online check.

Operating Manual EXMP-TMC22-23xx_Readers Page 27 of 114



Security System XMP-BABYLON

6.1.5.2 Comparison W3ACPARM with 14-digit Personal number
In the program W3ACPARM, The digits representing the card number in the field “Host-transfer’

1]

are entered in the field “badge number” of W3ACPARM. This value will be compared with the

field Personal number in the personnel database (W3PERS).
The function “Save badge number..” must be activated.

Save badge number with 14 digits in the field personnel number

Reader E}
|

! |

BO B1 B2 B3 B4 BS
CONTROLLER
Register |1 ‘2 ‘3 ‘4 ‘5 ‘6 ‘7 ‘s ‘9 ‘10‘11‘12‘13‘14'15‘16‘17‘18‘19‘20‘21‘22‘23‘24‘
BO to BS

| v \

l l

W3K32P Structure Definition (0)

Host-Transfer |o1,02,03,04,05,06,07,08,09,10,11,12,13, 14

W3ACPARM  Badge-number Save badge number with 14 digits
Structure 01,02,03,04,05,06,07,08,09,10,11,12,13,14 in the field personnel number

W3PERS ,Q
[ Personal number | 3
——1 40000384165330 | Bad g =
v Definition

Compare W3ACPARM with field
Personal number (14-digits)
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6.1.5.3 Comparison W3ACPARM with 14-digit card-number via AW146
If a 14-digit badge number is required, the XMP-BABYLON system uses the translation table

AW146 for checking access. This database contents the 14-digit badge numbers of all

employees and their corresponding 6-digit badge numbers. After booking, the 14-digit number is

searched in AW146 and, if found, the access profile of the associated 6-digit badge number is

checked.
Reader g
|
BO B1 B2 B3 B4 B5
CONTROLLER
gg?(I)StBeg |1 ‘2 ‘3 ‘4 ‘5 ‘6 ‘7 ‘8 ‘9 ‘10 ‘11 ‘12 ‘13‘14'15 ‘16‘17‘18 ‘19 ‘20 ‘21‘22‘23‘24 ‘
| o \
/Definition of 14 characters of the ID-Datz\ \\
l _____________ \
W3K32P Structure Definition (0)

Host-Transfer

|Gl,02,03,ﬂ4,05,GE,GT,08,09,10,11,12,13,14

!

W3ACPARM  gagge-number

Structure o1,02,03,04,05,06,07,08,09,10,11,12,13,14

[[] Save badge number with 14 digits
in the field personnel number

AW146
[ 14-digit badge number | Badge 6-digit |

— 40000384165330 ] 000001 |

of AW146

\ 4
Compare W3ACPARM with S\;
Card number (14-digits) )

Badge

Definition

The 14-digit card numbers are not displayed in the personnel database.
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6.1.5.4 W3K32P - Menu Attributes - Checking badge number

In the menu ATTRIBUTES the badge number can be checked under System Data point SY /
Card 3/ Channel 1.

Meaning of the attributes
BL = Length of the badge number
BO to B5 = show the read badge number

DO to D3 = show the badge number transferred in the server after the code structure

transformation.

Example: The 13 digits badge number ,4002056159180 is transferred without modification to
the host.

As always 14 digits should be transmitted, the position 14 is set to 0.

DO =4002 Pos. 1to 4

D1 = 0561 Pos. 5to 8

D2 =5918 Pos. 9to 12

D3 =00 Pos. 13 to 14

0 BL 14

136 BO 34 30 30 32

136 1 30 35 36 31

136 B2 35 37 39 31 Badge Name Personal number
136 B3 38 30|30 30 000001 Smith, Mike 40020561579180
136 B4 30 30 30 30

136 BS 30 30 30 30

Structure-Definition (0)

136 Do 34 30 30 32 HostTransfer: |01,.02,03,04,05,."JG,07,08,09,10,11,12,13,14
1386 D1 30 35 36 31 Badgenumber: |-31,02,03,04,-35,rJ&,07,08,09,10,11,12,13,14
136 D2 35 37 39 31

136 D3 38 30(/00 00 (HEX)
Attribute Type SY - Card 3 - Channel 1
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6.1.6 PIN-code structure definition in W3K32P

The target of the field “code structure” is to adjust the entered PIN-code on the reader with the
“Secret code” in the personnel database.
Code structure in W3K32P

Structure Definition (0)

Host Transfer 01,02,05,04,05,06,07,08,09,10,11,12,13,14

Badge number: 01,02,03,04,05,06,07,08,09,10,11,12,13,14

Version number: r

Company Code: I

Code structure: 01,02,03,04,05,06,%50, , ., + + & o

|Pos 01 02 03 04 05 06 07 |

The field secret code of the personal database is always right-aligned in the 6 available places.
The seventh digit is the stress digit. For a 6-digit PIN-code the code structure in W3K32P is
identical with the secret code. But with a 5-digit PIN-code the first position is left blank in the
code structure or in case of a 4-digit PIN-code 2 positions are left blank. With this shifting to the

right, the adjustment with the secret code is reached.

Operating Manual

EXMP-TMC22-23xx_Readers

W3K32P W3PERS
- Secret code
- Code structure: | » »01,02,03,04450, , .+ 4-digits w.o. stressdigit 003456-0
A I A
Code structure: | ,01,02,03,04,0505t, , , 5.digits w.o. stressdigit 023456-0
Code structure: |':|1r 0z,03,04,05,06/%0, , , 6-digits w.o. stressdigit I 123456-0
A L4
|
An input of the form ,$x “(x = ASCII character) causes the appearance of the ASCII
character that follows after the $ character at the appropriate position of the output string. I
Code structure: | P ':|+1r 02,0304, , . 4-digits with stressdigit I 000156-7
[]
Code structure: | » »01,02,05,04,05 . .+ 5.digits with stressdigit I 003456-7
Code structure: | .01,02,03,04,05,06, 6-digits with stressdigit I 023456-7
Code structure: |':|1r 0z,03,04,05,086,07, 7-digits with stressdigit I 123456-7
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6.1.6.1 Application examples of the code structure

In the secret code (PIN-code) the unused positions are filled with zeros. In order to compare the

structure of the secret code with the entered PIN-code the following examples show the

required adjustment in W3K32P.

WITH STRESSDIGIT

Secret code

7-digits

CS |01,02,03,D4,05,DE,DT,

Shift 0 positions 1234567 Shift 1 position
to the right PIN-code to the right
Secret code
5-digits 001234-5 4-digits
CS| . ,01,02,03,04,05, A4 CS| . . .01,02,03,04,
Shift 2 positions 12345 Shift 3 positions
to the right PIN-code to the right
WITHOUT STRESSDIGIT
Secret code
6-digits 1234560 5-digits
CS |Gl,02,03,04,05,06,$ﬂ, ffffff CS | ,01,02,03,04,05,50,
Shift 0 positions 123456 Shift 1 position
to the right PIN-code to the right

123456-7

MM

6-digits

CS | .01,02,03,04,05,086,

Secret code

4-digits 001234-0
CS| , .,01,02,03,04,50, Tf*f
Shift 2 positions 1234

to the right PIN-code
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Secret code
0123456

P14

123456
PIN-code

Secret code
0001234

#44

1234
PIN-code

Secret code
0123450

$4144

12345
PIN-code
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6.2 The registry card “Flags/Readers”

In the registry card Flags/reader general and special functional properties of the connected

card readers are specified.

5: PIN code entry after booking

6: Activate offline double access control

T: Activate offline anti-passback

8: Picture comparison reader (FacePASS)

9: Picture comparison reader (manual comparison)

10: Fingerprint reader (TMC28:FF, TMC3500FF)

11: Keyboard input ad badge

12: Activate associated RIM-Module

13: Reader is used for Interlocking on Card

14: Reader writes XMP-eLock profiles on badge

Alarming

16: No Emergency Alarm on this reader

16: PalmPASS reader verfication

17. PalmPASS/PowerSill verification

zﬂ

L LINUX-Param.

18: Increment BC Attribute after passed trough

19: No Elevator-Control with this reader

20: Marpho 3D picture comparison interface via RIM-006

I 21: Reserved

22: Reserved

B W3K32p [1] Local Server ==n X
File Help
) Heh 1
Y B 2SS a8 a g Ph @
B
Communication Flags/reader | parameters/reader Inputsfoutputs‘l‘lme oontroI‘General Opt'lons‘
-. (I I R T T A
Parameters 0: Enable polling v v v
a 1: Exit-reader
@l 2: Log authorized bookings v v v
3: Log unauthorized bookings v v v
Attributes ; ; ;
4: Reader is equipped with a keyboard v v v
v v v

Depending of the type of controller, the flags for the readers are set in the column 0 to 7.
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Meaning of the input fields of the registry card Flags / reader

0 Enable polling
Setting the flag activates the polling to the reader after the next XMP-K32 parameter
download. The flag should be set only, if the reader with the appropriate address is
connected to the XMP-K32.

1 Exit-reader
Setting of this flag defines the inside reader of a reader pair for anti pass back
operation (reader 1 and reader 2, reader 3 and reader 4).
The first (,even”) reader of such a pair always must be set as exit or inside reader).
In this situation two readers influence the same door control periphery (door opener,
door contacts). For this reason only the data points for the outside reader is set.
Furthermore the settings for the room balancing must be executed (e.g. (from 1 to 2)
and (from 2 to 1) or (from 3 to 4) and (from 4 to 3).

2 Save authorized bookings
Authorized bookings at this card reader are stored into the XMP-K32 in offline mode.

3 Save unauthorized bookings
Unauthorized bookings at this card reader are stored into the XMP-K32 in offline-
mode.

4 Reader is equipped with a keyboard
The connected card reader is equipped with a keyboard for PIN-code input.

5 PIN-Code-entry after booking
By setting this flag, the order of "First card then PIN-code" is set. This option only
works with the reader types XMP-TMC22/23xx.

6 Activate offline double access control
The double access control in offline mode is activated for this reader.
The time for this double access control is specified in the registry card General in the
field ,Number of seconds for double access control'.

7 Activate offline anti pass back
The anti pass back is activated also for the offline mode.

8 Picture comparison reader (FacePASS)
After a booking on this reader, the image of the person is detected at the FacePASS-
Face recognition system and checked. The access result is sent to the controller.

9 Picture comparison reader (manual comparison)

The door release after booking is coupled to an additional manual release by a
picture comparison system. A booking at the reader locks the reader first for more
card bookings. If the picture comparison is positive, then the door is released from
the supervisory staff and the reader is unlocked after activation of the passage
contact. Otherwise, the blocking of the reader is canceled after the expiration of the

passage monitoring time.
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Meaning of the input fields of the registry card Flags / reader

10

Fingerprint-reader

The door release is activated after a card booking and a biometric check.

11

Keyboard input as badge number

Special solution. The standard solution is to set the flag 2 in W3TM24P.

12

Activate associated XMP-RIM-Module

This flag activates the communication of the reader with the associated XMP-RIM

module.

13

Reader is used for Interlocking on Card

With this function, the access to different areas is denied for a predefined time when
a person has been contaminated by a chemical, bacteriological or radioactive area

(cross-contamination).

See also the documentation W3ContT]

14

Reader writes XMP-eLock access profiles on badge

The reader writes access rights on the ID-card for doors with electronic door

cylinders.

15

No emergency alarm on this reader

Special solution

16

PalmPASS reader verification

Connecting a XMP-Palm-001/002 controller. (Old Version)

17

Palm-Controller/PowerSill-Plus Verification

Connecting an XMP Palm-003 controller (New Version)

18

Increment BC Attribute after pass through

The BC-attribute (Booking counter) increments only in case of bookings with

successful passage (Input) on this reader (Type SY, Card 2, channel 1-8).

19

No elevator control with this reader

This reader is a normal access reader and is not used for elevator control. Thus

elevator readers and access control reader can be mixed on a controller.

20 to
23

Reserved for future applications
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6.3 The registry card “Parameters / readers”
Into the registry card Parameters/readers the following settings are made:

o definition of the control and supervision times for relay outputs and analog inputs,

respectively for the door control
o activation of the functions for relay outputs and analog inputs
o definition of a default identifier (SA/SAM) for the appropriate card reader
o setting of room numbers

o definition of the structure type for the identification number, the serial interface and the
protocol or the data format (according to the definitions in the registry card

Communication)

BB W3K22p [1] Local Server
File Help

P 8 2L 6k 9P E e

Communication | Flags/reader Parameters/reader | Inputs/Outputs ‘ Time control‘ General | Options ‘ ccTv l
o | 1 ]
Parameters Maximum door open time: 10,0
g Resemed time 1: 0,0
Pass through timeout: 0,0
e Rese.:rved time 2: 0,0
On time for door opener 5,0
5‘5 On tin.'le for alarm re.!lay: 0,0
Y Function of analog input 0: 1
Time Schede Function of analog input 1: 1}
Function of analog input 2: 0
g G Function of analog input 3: 1}
E‘ Function of relay output 0: 1
Routines Function of relay output 1: 1}
Default Identifier (SA/SAM):
Fram room: 0 0
To room: 0 0
Structure Definition (0 or 1): 0 1
Serial protocol (0 or 1): 0 1
i Protocol-Variant / Data format (0 or 1): 0 1
LINUX-Param. | Reserved
Reserved
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Meaning of the input fields of the reqistry card “Parameters/ reader”

Maximum door open

time:

The maximum door open time in seconds is specified here.

This is the maximum time, which may pass between opening and

closing the door, before an alarm will be released.

Reserved time 1:

Reserved time. Not used at the moment.

Pass through timeout:

This is the maximum time interval, which may pass between a
booking and pass through (activation or release of the pass through
contact). During this time, the reader is blocked and the message

“Terminal blocked” will appear on the reader display.

Reserved time 2:

Reserved time. Not used at the moment.

On-time for door

opener:

The maximum effective period (on-time) for the first door relay of the

respective card reader is entered here.

On-time for alarm-

relay:

The maximum effective period (on-time) for the second relay is
entered here, if this is set as alarm output (function of the relay

output 1 = 2). Otherwise the max. door opening time is valid.

Function of analog

input O:

: Disabled
: Doorframe contact active

: Reader handles door frame contact

With this reader (with BPA/9 protocol) the door supervision is

controlled externally.

This function is important for integration of older reader installations
based of BPA/9 protocol and integrated door supervision. The door
supervision and/or door control is carried out directly by the reader.
The alarms resulting from it are registered and processed by the
XMP-K32 as if it would concern supervision and control contacts of
the XMP-K32 itself.

With this function no supervision times may be activated.

Function of analog

input 1:

: Disabled
: Push button connected (For opening with alarm bridging)

: Handle contact connected
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Meaning of the input fields of the registry card “Parameters/ reader

Function of analog

input 2:

0: Disabled

1: Pass through contact active

Function of analog

input 3:

0: Disabled
1: Reader blocking input active

2: Pass through reset contact

Function of analog

output O:

0: Disabled

For the parameter setting of an anti pass back system the
inside reader should be an ,even reader“ (address 0, 2, 4 or 6) and
the outside reader an ,,0odd reader” (address 1, 3, 5, 7). If the
readers 0 and 1 work as anti pass back reader pair, the function for
the output relay of reader 0 should be set on ,,0“ and for reader 1
this function should be set on ,1%. By this constellation an authorized
booking at reader 0 as well as at reader 1 activates the same door

opener relay (BO2).
1: Door striker active
2: Door striker is reset when door opens  (according to VDS)

3: Door striker is reset when door opens and pass through contact

activated

Function of analog

output 1:

0: Disabled
1: ON while door opening is allowed (external alarm system is bridged)

2: Alarm output (badge related alarms, e.g. Badge not valid) with

- On time of alarm relay.

Default-ldentifier
(SA/SAM):

Each reader can get its own default identifier (e.g. A0 = access, B1 =
coming, B2 = going) by entering this identifier into this field. After a
booking this identifier (together with the card information) is send to the
control system.

If this field remains free, then the identifier of the reader (e.g. XMP-
TMC2503) is send. The card readers identifier is determined, e.g. on
basis of a key action at the reader (coming or going). With readers,
which do not sent an own identifier (e.g. XMP-TMC450N) the identifier
type AO will be send to the control system automatically.
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Meaning of the input fields of the registry card “Parameters/ reader

From room:

To room:

Virtual room numbers can be entered here. These numbers are used
for anti pass back in offline mode (also global!). Values from 0 to 254
are allowed. A special case is the room number —1, which marks an
undefined room. If a person is in room —1 the anti pass back is
deactivated temporarily, i.e. the person can go into every other room.
After restarting the XMP-K32, first, all persons are set as are being in
room —1 (to prevent problems). It is recommended, however, not
necessary absolutely, to use the same room numbers for the control
system and for the XMP-K32. This function can be activated with
systems up to 255 rooms.

The assignment of the room names is realized in the menu option
Rooms (W3ROOM.EXE) of the parameter set for the door control units.

The anti pass back option is only possible with an inside/outside reader
pair.

Structure-Definition
(Oor1l)

The code number (0 or 1) for the structure definition of the card reader
must be entered here (see registry card Communication).

Serial protocol

(Oor1)

The code number (0 or 1) for the serial protocol of the card reader must
be entered here (see registry card Communication).

Protocol variant/
Data format (0 or 1)

The code number (0 or 1) for the protocol variant and/or the data
format of the card reader must be entered here (see registry card
Communication).
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6.3.1 Examples of door control configurations

At the inputs of the controller XMP-K32/XMP-K12, different wiring configurations of the doors

can be parameterized. We define e.g. if the door is wired to a door frame contact, a door push

button, a pass-through contact, a lock with a handle contact or an alarm device.

The following examples describe different door configuration options that have an influence on

the inputs and outputs parameterization.

Controller I/O Reader Nr.
0=Disabled
Input BI-0 0 1=Doorframe contact active
2=Reader handles door frame contact
0=Disabled
Input BI-1 0 1=Pushbutton connected (For opening with alarm bridging)
2=Handle contact connected
O=disabled
Input BI-2 0
1=Pass through contact active
0=Disabled
Input BI-3 0 1=Reader blocking input active
2=Pass through reset contact
0=Disabled
Relay Output 1=Door striker active
BO-0 0 2=Door striker is reset when door opens
3=Door striker is reset when door opens and pass-through
contact activated
0=Disabled
Relay Output 0 1=0ON while door opening is allowed (external alarm system
BO-1 is bridged)

2=0n time of alarm relay
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6.3.2 Door control with door frame and handle contact

The input BI-0 of the controller is wired to the door frame contact and the BI-1 input is

connected with the door handle contact. The relay output BO-0 controls the door strike. When

leaving the room by activating the handle contact, no alarm is generated.

Controller K32 /K12

Reader

| BI-3 || BI-2 || BI-1 || BI-0 |
‘ ‘

Door frame contact

Handle contact

A

' Door opener

Booking on reader OK

Communication | Flags/reader Parameters/reader | Inputs/Out
Reader 0
Maximum door open time: | 8,0 | T2
Reserved time 1: 0,0
Pass through ti t: 0,0
ass through timeou BI-0 |

Resemved time 2: 0=Disabled 0,0

. 1=Door frame contact _':| T1
e 2=Reader handles door _ 2+ ¢
On time for alarm relay: frame contact 0,0
Function of analog input 0: 1
Function of analog input 1: BI-1 [2

2o e 0=Disabled -
Function of analog input 2: 1=Push button [1}
Function of analog input 3: el 0
Function of relay output 0: 1
Function of relay output 1: 0
BO-0

0=Disabled

1=Door striker

2=Door striker, resetted when door opens
3=like 2, and person pass through

The door must be opened in the

ON time for door opener (T1) 5
Relay output BO-0=1 S
Maximum door open time (T2) 8s

Door opening with reader supervised
with door frame contact BI-0

Door opening from inside supervised
by handle contact BI-1

T3 is the time that elapses between booking
(door release) and door opening.

Operating Manual

T1=5s4 | time windows T1 (T3)
I
I
T3 . T2=8s .E
A The door must be closed
Door open v in the time windows T2

Open time < T2

’ Door closed

i

\ .+ ¢ ¢ 4 4 4 | Secgnds

[ I
01 2 3 4 5 6 7 8 9 10 11 12

The door must be closed within the time T2, otherwise an
alarm is generated
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6.3.3 Door control with pass through contact

The inputs BI-0 and BI-1 of the controller will be wired to the door frame- and handle contact.
The input BI-3 monitors the pass through contact (e.g. light barrier). The relay output BO-0

controls the door strike.

Controller K32 /K12

Reader

| BI-3 | | BI-2 | | BI-1 | | BI-0 | | AB + - | | BO-0 | Communication | Flags/reader Parameters/reader | Inputs/Outy
Reader 0
Maximum door open time: 3,0 | T2
Door frame contact SR 00
Pass through timeout: 14,0 | T4
I Resemed time 2: 0,0
On time for door opener BI-0 _ Jaz.0 T1
On time for alarm relay: 1=door frame contact 0,0
D Function of analog input 0: an I
' . Door strike Function of analog input 1: BI-1 —:l
Function of analog input 2: 2stEndicieontact 1
I Function of analog input 3: BI-2 Ny ]
i Pass through H Function of relay output 0: 2=pass through reset 2 |
) Function of relay output 1: ]

BO-0
2=Door striker, resetted when door
opens

By booking on the reader the door open time and the “pass through time out” are initiated. The
pass through monitoring time is the maximum time that can elapse between booking and

activation of the light barrier. During this period, the reader is disabled.

A
Booking on reader OK [ ] Reader locked —»l
A
ON time for door opener (T1) o I I e - - - -
Relay output BO-0 - T1=12s max —
A
Pass through time out (T4) 14s R A ) ) ) ) )
_____ Faa i T4>T1 —
Door opening time (T2 max9s) | | e eeeieeeees \
If door is open, door opener is resetted Door open |<— T2=9s closed 4>.
BI-2: Light barrier is monitorrd by pass through
contact.
If passage occurs, then the reader is unlocked. Pass through
BI-2 activated |
Seconds
Lo
01 2 3 4 5 6 7 8 9 10 11 12 13 14
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6.3.4 Door control with push button and alarm signalling

The BI-0 input of the controller is wired to the door frame contact. The input BI-1 is connected to

the door push button which must be pressed to leave the room. The relay output BO-0 controls

the strike and the relay output BO-1 is used to trigger an alarm device. The duration of the alarm

output (ID-related alarms, e.g. invalid card) is set with the parameter "ON time for alarm relay".

Controller K32 /K12 Communication | Flags/reader Parameters/reader | Inputs/Out;
BO-1
Read
S Reader 0
|B|—3 | |BI—2 ||BI—1 | |BI-0 | |A/B+- | |Bo-0|
Maximum door open time: 8,0 | T2
Door frame contact Resenved time 1: 05U
Pass through timeout: 0,0
Reserved time 2: 0,0
I D On time for door opener 5,0 T1
. BI-0 |
: 3,0 I
On time for alarm relay: 1=Door frame contact 4 T5
Function of analog input 0: 1
T - gt 1 Bl e
) Function of analog input 1: 1=Pushbutton 3l
Door opener . .
Function of analog input 2: 0
Function of analog input 3: 0
I 5 Function of relay output 0: 1 I
Function of relay output 1: 2 I
BO-0 BO-1
1=door strike 2=Alarm
- A
Booking on reader OK
or
activation pushbutton
_ The door must be opened in the
ON time for door opener (T1) 5s _‘_ T=1 =55 ¥ time windows T1
. Fe— —as T T T T 1
Max door open time (T2) 8s _:4— T2=8s —>
Door frame contact BI-0 The door must be closed
Real door open time open closed | in the time windows T2
L .+ 4 vy 4 | Seconds
01 2 3 4 5 6 7 8 9 10 11 12
A Card number unknown
Alarm
ON time for alarm relay (T5) 3
Relay output BO-1 S Alarm T5
I B I B ! Se‘conds
01 2 3 4 56 7 8 9 10 11 12
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6.3.5 Door control with In/out readers

For the parameter settings of an IN/OUT control the inside reader should be an ,even reader®

(address 0, 2, 4 or 6) and the outside reader an ,0dd reader” (address 1, 3, 5, 7). If the readers

0 and 1 work as a reader pair, all settings for both readers will be performed in the column for

reader 1, excepted analog input O which must be also set to 1. By this constellation an

authorized booking at reader 0 as well as at reader 1 activates the same door opener relay (BO-

2).

Controller K32 /K12

Outdoor-
reader 1

Indoor-

BI-0 reader 0

reader 1

Door frame contact

Communication | Flags/reader Parameters/reader Inputs,FOutputs"I‘lme

Relay

| _Hi
I

Door opener

=]

Reader 0 1
Maximum door open time: 0,0 ‘M T2
Reserved time 1: 0,0 0,0
Pass through timeout: 0,0 0,0
Reserved time 2: 0,0 0,0
On time for door opener _|9.0 T1
On time for alarm relay: 1=Door f?alr;\(i contact B 0,0 L0
Function of analog input 0: :L_I I:L_—l
Function of analog input 1: 0 0
Function of analog input 2: |0 0
Function of analog input 3: BO—ll u .
Function of relay output 0: 1=door strike N 0 E
Function of relay output 1: 0 0

: 3

ON time for door opener (T1) , The door must be opened in the

Door is controlled by reader 1/ relay 0 5s > T1="5s i »] time windows T1

(BO-2) i

Maximum door open time (T2) 8s 7 :< T2 = 8s max ’i ---------------
‘ Booking on outdoor reader (L1) OK —l

. T3 A

Relay O reader 1 controls door strike closed ¢

Booking on indoor reader (LO) OK H

Relay O reader 1 controls door strike open closed y

L1 [ Y T B B ‘Secg”ds
01 2 3 4 6 7 8 9 10 11 12

T3 is the time that elapses between booking
(door release) and door opening.

The relais 0 of the outdoor reader controls the door
strike on entry or leaving the room.
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In the anti pass back configuration of the input and output reader, the door is always controlled

by the input reader (odd address). This feature is enabled in the system by selecting the

function “Four doors with in/out readers and pass through control” in the registry “inputs /

outputs”.

Communication | Flags/reader | Parameters/reader Inputs/Outputs |1‘lne mntml' General

Options |

(") Standard configuration. If & readers are connected you need one KDM and one KDA in addition

@ Free definable. Please assign the physical inputs/outputs to the logical inputs/outputs in the matrix below

Assignments of physical in/out to logical in/out

B

0 1
Input 0: AT 00
Input 1: AT 01
Input 2: AT 02
Input 3: AT 03
Qutput 0: BO 00
Cutput 1: BO 01
ﬁ Load/save assignments w

Operating Manual
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u Standard configuration for 8 readers with 4x RIM

! Standard configuration for 8 readers with 8x RIM

; Standard configuration for 8 readers with KDM/KDA (all features possible)
F 4 turnstiles with infout readers and pass through control

l- 8 separate normal doors without pass through control

l- 4 doors with inf/out readers and pass through control
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Free definable:

By selecting this option it is possible to assign outputs and inputs for the reader on individual

way. To do this the operator can use the scroll down menus in the matrix.

@ Free definable. Please assign the physical inputs/outputs to the logical inputs/outputs in the matrix below

Assignments of physical in/out to logical in/out

0 1
Input 0: AT 00 LI 04
Input 1: AT 01 AT 05
Input 2: AI 02 AT 06
Input 3: AT 03 AT 07
Output 0: RIMO/BOO EO 02
Output 1: ~|[BO 03

Load/save assighments

With this selection menu it is possible to load or save frequently realized standard and own

input/output configurations.

Assignments of physical in/out to logical in/out
0 1

Input 0: AT 00 AT 04
Input 1: AT 01 AT 05
Input 2: AT 02 AT 08
Input 3: AT 03 AT 07
Output 0: BC 00 BO 02
Output 1: BO 01 BO 03

P

% Load/save assignments =

g Standard configuration for & readers with 4x RIM
g Standard configuration for 8 readers with 8x RIM

Standard configuration for & readers with KDM/KDA (all features possible)

l : 4 turnstiles with in/out readers and pass through control
ll & separate normal doors without pass through control

ll 4 doors with infout readers and pass through control

@ Load infout configuration from text-file
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7  W3TM24P - Call the utility program

With the program W3TM24P all necessary parameters to read the data from the readers are
set. This program also serves to update the reader firmware.

The program W3TM24P will be started under the following path:

Network administration / W3Port / K32/K12 Parameters /W3K32p / Utility functions / start menu W3TM24P.

W3K32p [1] Local Se
File Help

NI WIER )

émmmunicaﬁo d | P: ters/read |InputstUt|J@ Show actual dipswitch settings

ﬁ Download new firmware
Serial Protocol (0)

|6: SecuCrypt® Protocol with strong Blowfish/AES encryptior ¥| ﬁ Download pictures and other files

Protocol Variants and Data format (0) @ HTML Export of Attributes
IU: Standard-Reader (TMC22xx, TMX24xx etc.)

ad @ Activate optional features

Attributes
5; Structure Definition {0)
=1 | TR TTeTes |nl,nz,ns,m,ns,ne,m,na,09,10,11,12,13,14 :
Time Scl

Badge number: |01,02,03,04,05,06,07, 02,03, 10,11, 12,13, 14 E!‘ Start TMC25xx configuration program (W3TMS500P)

PG 2

. Versi ber: ' 8| - -

@ ersion numoer I a Start TMC22xx/TMC24xx configuration program (W3TM24P)
Company Code: I UL R R

Routines | Start RIM configuration program (W3RIMP)

Code structure: I » »01,02,03,04,%0,

7.1 W3TM24P - Display Reader Status

In the registry-card “Reader status®, those card readers, which are connected via SecuCrypt®
protocol to the corresponding controller, can be shown. The card readers will be displayed with
address, type, serial number and firmware version. In the column "Bootloader version" the
version of the bootloader appears. For older readers, this function may not be given. The

bootloader is reader specifically responsible for downloading new firmware versions.

2 W3TM24P [1] Local Serve (97

P @ T @

|V Mifare | X Hitag | X Legic| X HID| X 20-Scanner |

MNo. | Type |Serial number |Firmware Version Bootloader version
0 XMP-TMC2260 1998 MIFARE-SC V3.4 25/01/10; 13:00
1 KMP-TMC2803 -Adv 910 TMC28xx V2.8a 05.02.10 16:15

After a successfully upload of parameters from the readers, the
~ MIFARE

recognized reader technology will be quit with

Operating Manual EXMP-TMC22-23xx_Readers Page 47 of 114



Security System XMP-BABYLON

Meaning of symbols of the task bar

Ezﬁ Leave program

L]

Parameters upload from card reader

The upload of the card reader parameters is started by activating the symbol “Parameter upload
from card reader”.

Card readers which are connected via UCI or BPA9 protocol to the XMP-K32 will not be
displayed.

Options
e Upload of reading header information (for XMP-TMC28xx)

Enabling this option allows you to read the firmware version installed in a XMP-TMC28xx
reading head. When downloading reader parameters in the reader head (e.g. security

keys), make sure that the tamper contact of XMP-TMC28xx is closed!

¢ Upload from reading head information from XMP-USB-MIF/LEG

With this option, information from reading head connected to a particular COM-port can be

read. The appropriate COM-port must be selected first.

| Upload of reading head information (only for TMC28xx)
During parameter and key download for reading head information
the sabotage contact of the TMC28xx must be closed!

v Upload from reading head information from XMP-USB-MIF/LEG

fcon<J e
cons

COMS
COME =
COMT |5
COM3
COMSg
COM10
comil ¥
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7.2 Load new firmware into the reader
If the SecuCrypt® communication is active, it is possible to execute a firmware update for the

card reader with the symbol “Reader firmware download @ of the reader configuration
program W3TM24P.

o T T =
P8 & T @

[ Reader status |( Mifare | X Hlm LEGIC | X HID| X 2D-Scanner |

No.  [Type |Serial}\|(nher | Firmware version | Bootloader version

0 HXMP-TMC2260 1998 MIFARE-SC V3.4 25/01/10; 13:00

1 XMP-TMC2803 -Adv 910 TMC28xcV2.8a 05.02.10 16:15

2 —

3 {2l

4 . |
5 Suchen in: | | EXOS386P ~| c@erEr

6

7 : Name Anderungsdatum

TM280cV1.5.HEX 01.11.2013 09:26
Zuletzt besucht

-

Desktop

-

[ Upload fro Bibliotheken

Y

Computer

@

Metzwerk

4

P
Dateiname: I LI Offnen I
=]

Dateityp: IReaderFirmware file (*.hex) Abbrechen |
0009 (80/09) /)

Z

The firmware must be available as “TM24xxVxy.hex" file and can be downloaded into the
selected card reader.

In case of an active firmware download, the yellow, green and red LEDs will flash in subsequent
way.
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7.3 Change of address with IP67-readers

Conditioned by their design, |IP67-readers have no DIP-switches for addressing. After delivery

all IP67-readers are set to address 0. To change the address, open the window with the icon

A2
drs and enter the old and new address before sending it to the reader.

B3 wstvzee ) o Sere
|9 & & & @

Change address for IP67 readers

Old reader address: 0 - Baudrate = const. = 9600: &
New reader address: B - Close

It should be take into account that during an initial installation, the

readers must be individually connected to the controller and provided

immediately with the new reader address.
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8 Configuration MIFARE® Classic

8.1 W3TM24P - Meaning of symbols of the task bar

} W3TM24P [1] Local Ser

P LS S D

1

5 Reader status ¥ Mifare Ix Hitag | % Legic| % HID| X 20-Scanner|

':ﬁ Leave program

% Read parameters from file

% Save parameters into file

ﬁ Parameter upload from card reader

ﬁ Parameter download into card reader
& Import data/parameters from another file

@ Special reader definitions
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8.1.1 MIFARE® Classic reader features

With the registry card “MIFARE®, specific settings for MIFARE-cards can be executed. A
required card reader property will be activated by setting a checkmark into the desired field and
a subsequent parameter download with the program symbol “Parameter download into the card

reader”.

P S S | @ & m| B

3 Reader status X Mifare |x HITﬂGl X LEGI{Zl X HIDl X ED-Scannerl

- Reader alarm in case of wrong key

. Input of PIN or badge booking possible (PIN: 4.6 digit)

- Mo leading "4" in case of senal number check

. Load keys wia parameter card’ activated

. Keyboard actitve, if a badge booking was performed before
- Delete keys in case of card reader sabotage alarm

- Reader reads only DESFire badges

- Shift of the 4 byte Classic UID by one position to the right
9. Reader returns eLock alarm messages

10. ASCI presentation with LICI protocol possiible

00 = M M 4= La PBI —

11. Reader reads only Mifare-Classic badges

12. Several eLock keys in case of Mifare Classic
13. 4-Byte-UID in hexadecimal presentation

14. Reader deletes eLock authorisations

—Selection
® MIFARE Classic
" MIFARE DESFire
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8.1.2 Meaning of the reader features

FLAG | DESCRIPTION

1 | Reader alarm in case of wrong key
This alarm is generated by the card reader, if the current badge does not match the
required card reader key during reading of sector block information. This is a reader
internal alarm which is not forwarded to the XMP-K32 or to the host computer. This
option should not be used if the pass through supervision (XMP-K32 input I-2) is
activated or the card reader is used for writing parameter cards.

2 Input of PIN or badge booking possible (PIN: 4-6 digit)
Instead of a badge booking it is also possible to insert the corresponding badge
number directly via PIN-code. For this special case the badge number check must be
realized as 4-6 digit check (not 14 digits). This number has nothing to do with the
secret code, which is normally entered under “Badge Definition” in the personal
database.
Hint: The use of this option reduces the security

3 No leading "4" in case of serial number check
For historical reasons, MIFARE card readers of the TMC-family send always a leading
4% by reading a 14-digit serial number. Normally this 4 not belongs to the serial
number of the badge. By activating this option the leading ,4 will not be generated.

STANDARD PRESENTATION  [CLASSIC (4 BYTES) 40034908539740)
Fading out the leading 4  |CLASSIC (4 BYTES) 00034908539740)
4 | “Load keys via parameter card” activated

Beside the possibility to load the MIFARE-key with the program W3TM24P into the
MIFARE-readers XMP-TMC2250/2260, it is also possible to load the key by using a
special parameter card (XMP-MIF-PARA-CARD) for reading the sector-block.

By setting this flag, the reader is prepared for reading the key information from the
parameter card. After reader configuration, the flag will be automatically deleted to
avoid a modification of configuration. This flag is not stored into the reader, that

means, after power-off the flag must be set again if necessary.
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Meaning of the reader features

) Keyboard active, if a badge booking was performed first

If the reader is set so that the PIN will be entered after booking (W3Port -> Flag 24,
W3K32P -> “Reader/ Flags” -> Flag5), with this option the reader keyboard will be
deactivated. After a new card booking the keyboard is again active for about 10

seconds.

6 Delete keys in case of sabotage alarm at the reader

If a tamper alarm occurs at the reader, the security keys will be deleted. The keys

must be reloaded into the reader after power-on.

7 Reader reads only DESFire badges
If this flag is set, the reader reads only DESFire badges. Classic cards are ignored.
After completing a migration from Classic to DESFire, this flag can be set to improve

project safety.

8 Shift of the 4 byte UID-Classic by one position to the right
With this flag, the four byte of a UID-number from a MIFARE® Classic card is shifted

by one position to the right, to ensure the simultaneous use of MIFARE® Classic and
DESFire cards.

40033672387420 - Flag 8 deactivated
40003367238742 - Flag 8 activated

9 Reader returns eLock alarm messages

By setting this flag and with appropriate XMP-eLock configuration, the reader looks
first for alarm messages in the eLock alarm memory of the ID-card and then starts
with the reading of the badge data.

04/04/13 18:12:55 99 ? Door 1 elock elo_test Battery too low

10 | ASCII presentation with UCl-protocol possible
With this flag the reader sends the badge data to the XMP-K32 in a format which will

match with the UCI-protocol from the controller and allows the data to be forwarded as
ASCIl-data.

(K32->Serial Protocol = 0: UCI Protocol, Protocol Variants and Data format 4: ASCII-
data)
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Meaning of the reader features

11

Reader reads only MIFARE
If this flag is set, the reader reads only MIFARE® Classic badges. DESFire badges

are ignored.

12

Several eLock keys in case of MIFARE® Classic

Normally the memory space of the MIFARE® Classic cards reserved for XMP- eLock

data is encrypted for all sectors with the same key.

With this flag the reader can be set for reading a maximum of 4 consecutive card

sectors with a different key for each sector.

13

4-Byte-UID in hexadecimal presentation

By default, the serial number (UID — 14 digits) of the card is sent in decimal format.

When this flag is set, the transmission is done in hexadecimal format.

14

Reader deletes elL.ock-authorizations

With this flag, the access authorization at electronic offline door locks is deleted.
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8.2 Reading the MIFARE® Classic Data
8.2.1 Reading the MIFARE® Classic Serial Number (UID)

In the selection box the reader MIFARE® Classic or MIFARE DESFire® can be selected. By
clicking on the button "Specific definitions", depending on the selection Classic or DESFire, the

configuration page is opened.

In many applications, the 4-byte UID (Unique Identifier = serial number) of the RFID identity
cards is used.

£% W3TM24P [1] Local Server . - pom-. EEIEN
-
P S S @ @ = @
© Reader status v Mifare ‘X Hitag| X Legic| X HID |/ 2D-Scanner|
L3 Definition of MIFARE sector-block keys _ ol x|
. Reader alarm in case of wrong key -
. Input of PIN or badge booking possible (PIN: £ E:ﬁ é i % [g 1

1
2

3. No leading "4" in case of serial number check
4. 'Load keys via parameter card’ activated

5. Keyboard actitve, if a badge booking was perfi
6. Delete keys in case of card reader sabotage ¢
7. Reader reads only DESFire badges

8. Shift of the 4 byte Classic UID by one positior
9. Reader returns eLock alarm messages

10. ASCIl presentation with UCI protocol possii
11. Reader reads only Mifare-Classic badges
12. Several eLock keys in case of Mifare Cléssic
§| |13. 4-Byte-UID in hexadecimal presentatjén

14. Reader deletes eLock authorisatio

initon of key for badge identification

v ictivation of serial number check (deactivate key)

Activate download for the following card readers:

Lo L1 [ Selectall readars —
b

3
iy | | , H

After the selection of the MIFARE-Classic and the function @ a window opens with the function

@ Mifare Classic (TMC2450)
" Mifare DESFire (TMC2452

to activate the serial number check.

After downloading the settings with («8’ , the reader is ready to read the serial number of the
MIFARE card.

Field Description
Activation of serial If activated and downloaded the card reader will read the serial
number check number of the badge again.

All other fields will be faded out.
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8.2.2 Reading the memory data of MIFARE® Classic (Sector/Block)

In various applications, the card number is read from the card memory. To read the desired
information from the memory (1K or 4K) the reader needs a security key and the sector/block
address. In addition, the reader must know, in which data format, the 16 bytes may be sent to
the system. With the program W3TM24P, these settings will be defined and sent to the selected

reader(s).

With the icon “Special definitions” @ you open the window "Definition of MIFARE Sector Block
Keys".

Q W3TM24P [1] Local Server —

— :
D S U @ @

7 Reader status ¥ Mifare ‘x Hitagl X Legicl X HID‘ X 2D-Scanner

E5% Definition of MIFARE sector-block keys
1. Reader alarm in case of wrong key %
f
2. Input of PIM or badge booking possible (| :ﬁ % % L % [ﬁ

3. Mo leading "4" in case of serial number ¢

Meaning of the icons in the definition of MIFARE-keys

Leave program

Read parameters from file

Save parameters into file

Key download for marked card readers
Key definition for special applications

Prepare parameter card

N2 ®E kP

MAD definition
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8.2.2.1 Key definition for the badge identification

The entry of keys (Key A or B) or the modification of a key (12 characters) is hidden and
followed by a verification. The characters must be entered in hexadecimal format (0..F) and in

uppercase for the letters.

Q W3TM24P [1] Local Server N e

4 2 2 & 6§ =5 P @

> Reader status X Mifare lx Hitag] X Legic] x HID] X 2D-Scanne

. Reader alarm in case of wrong key @ Definition of MIFARE sector-block

_Input of PIN or badge booking possible (PIN: 4.6 digit) .:ﬁ % é ,i
¥

- Mo leading "4" in case of senal number check
- 'Load keys via parameter card’ activated

B
_ Keyboard actitve, if a badge booking was performed bef

- Delete keys in case of card reader sabotage alarm Definiton of key for badge identification
. Reader reads only DESFire badges

. Shift of the 4 byte Classic UID by one position to the rig
. Reader returns eLock alarm messages

10. ASCIl presentation with UCI protocol possiible

11. Reader reads only Mifare-Classic badges Block number 14 Sector 4 Block 2 (AbS. Addro 18 ;]
12. Several eLock keys in case of Mifare Classic

13. 4-Byte-UID in hexadecimal presentation Key itk Change key?

14. Reader deletes eLock authorisations

0 = oy s ) pa

[ Activation of serial number check (deactivate key)

w

[v' Blockinformation as sector/hlock {info)

Key type Data format
® KeyA (" 32 half bytes
" KeyB & 16 bytes ASCII
Selection Activate download for the following card readers:

@® Mifare Classic (TMC2450) Lo | L1 | L2 | L3 | L4 | L5 | L6 | L7 | [ Selectall readers -
~ Mifare DESFire (TMC2452) :

Field Description
Key 6 byte key (12 characters)

(invisible input)
FFFFFFFFFFFF = transport key

Use capital letters for the characters A to F!

Key-Type A- or B-Key

Data format Sending data as 32 half bytes
e.g. 54657374617573776569732054455354

or

interpretation of the 16 byte memory information as ASCII characters
e.g. Test card TEST
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8.2.2.2 Setting of block number for reading memory data
For this task the following settings may be done:

» Enter the relative block address

» Select reader for data download

» Activate the block info field to check the sector/block address

In the picture below sector 4 block 2 and relative address 14 is set.

£28 W3TM24P [1] Local Server I — =] 2K |

L - .
& @
P S S 8 8§ @
7 Reader status X Mifare lx Hitagl X Legicl X HI
1. Reader alarm in case of wrong key LIEI—
/| |2. Input of PIN or badge booking possible (PIN: 4.6 digit)
3. Mo leading "4" in case of serial number check
4_'Load keys via parameter card’ activated
5. Keyboard actitve, if a badge booking was performed bef o i o i
6. Delete keys in case of card reader sabotage alarm Definiton of key for badge identification
7. Reader reads only DESFire badges
B S ailisd e Eheere LDy eTe i e fia [ Activation of serial number check (deactivate key)
9. Reader returns eLock alarm messages
10. ASCII presentation with UCI protocol possii
11. Reader reads only Mifare-Classic badges Block number 14 Sector 4 Block 2 (Abs Addr:18 )
12. Several eLock keys in case of Mifare Cldssic
13. 4-Byte-UID in hexadecimal presentatign Key Change key?
14. Reader deletes eLock authorisatio
[v Block information as sectorfblockYgio)
Key type Dats format
® KeyA " 32half bytes
&L MIFARE 1K Address
Sector-N° | Block-N° | absxlute relative
Selgction Activate download 0 16 12
@ Mifare Classic (TMC2450) w1 e 4 1 17 13
. . : 2 18 14
 Mifare DESFire (TMC2452) _ v " 9

For specifying the starting address to be read in the card, the relative

=

block address must always be entered in the field “Block number”.

The parameters created on this page can be stored on encrypted way
into the file $$FES.386 (DB No. 251) into directory EXOS386P> or

ACL32>. The used password must be the same for all applications!

=
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8.2.2.3 Download of the parameters into the reader

The download of the key data — defined on this way — will be activated for the marked card

reader by clicking the symbol ,Key-Download for marked card readers’ &

@ Definition von MIFARE Sector-Block-Keys

The corresponding card readers will acknowledge the download with an acoustical signal and

the message OK or error (ER).

Activate key download for the following card readers:

o | L1
COER |

The defined key data can be saved by the symbol ,Save current key definition’ into a file and be

loaded again from file by the symbol ,Get last defined key definition’ at later times.
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9 Special Applications MIFARE®-Classic

With the icon % the "Definition of keys for special applications" window appears. In these fields
are entered the key, and the parameters for MIFARE® Classic applications. These data will

then be loaded into the defined reader(s).

¥ W3TM24P [1] Local Serve C—— — N —

|9 & & &4 & 9 © | €

5 Reader status X Mifare |x HITAN X LEGIC | % HID| % 2D-Scanner |

2% Definition of MIFARE sectoxb

3. Mo leading

Na. Application | Key | Activate Param1 |Param2 |Param3
1 (A) | eLock Key v 0 0 33
2 [A) 0 0 0
3 (A) 0 0 0
4 [A) 0 0 0
5 (A) 0 0 0
1 (B) 0 0 0
2 (B) 0 0 0
3 (B) 0 0 0
4 (B) 0 0 0
5 (B) 0 0 0

ctivate download for the following card readers:

Lo | L1 | L2 | L3 | L4 | L5 | L6 | L7 | [T select all readers

Meaning of symbols of the task bar

':ﬁ Leave program item
% Get parameters from file
% Save new defined parameters into file

ﬁ Parameter download into the marked card readers
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9.1
9.1.1

XMP-BABYLON enables the management of the access authorizations of electronic door
cylinders or door locks. These electronic locks (eLocks) are equipped with MIFARE® Classic or
DESFire reader-heads and will be programmed wireless via a programming tool with
appropriate parameters (access levels, authorization times, holiday calendar and MIFARE®

security keys). Then the eLocks work in an offline mode without direct connection to the XMP-

Security System XMP-BABYLON

General

BABYLON Host computer.

9.1.2

To get access to an offline door lock, the access rights must be written in the employee-ID with

dedicated readers. This is done daily. The access data for offline locks are defined in XMP-

The “eLock” application with MIFARE® Classic

Programming steps for Offline-eLocks and access readers

authorization reader(s)

elo-Download-File

BABYLON.
] [
Settings : Settings for offline
for authorization readers [ eLocks

I
I
I

W3K32P W3TM24P | W3SDEF W3HOLI

Definition of authorization readers MIFARE-Key : -Access level Holiday

- Flag 27 W3PORT Flag 9 Alarm | -Authorization calender

- Flag 14 W3K32P Flag/reader : period
I
I
—»-MIFARE-Key
I
I

v :
Download to : A2 A2

I Create
I
I
I
I
I

«

2

Operating Manual

Write ,access rights on
card” for elocks

A

U3elock

USB-Programming :
station

)
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9.1.3 Key-Definition for eLock-application

P S S5 @
Mo. Application | Key |hctivate Param1 |Param? |Param3
1 (A) | eLock Key LA L 0 33
2 (A) 0 0 0
3 (A) 0 0 0
4 (A) 0 0 0
5 (A) 0 0 0
1 (B) 0 0 0
2 (B) 0 0 0
3 (B) 0 0 0
4 (B) 0 0 0
5 (B) 0 0 0

Activate download for the following card readers:

10 |1 |12 |13 |14 [ L5 | L6 | L7 || [ Selctalreaders
v

9.1.3.1 The field "No"

These fields define the number and the key-type of the selected applications.

9.1.3.2 The field “Application”

In this field the application type is entered.

9.1.3.3 The fields “Key” and “Activate*

The corresponding MIFARE-Keys will be entered or changed with verification.

If a field is blue-backgrounded then this field already contains a key which is different from the
virgin key = ,FFFFFFFFFFFF*.

As a standard the fields are predefined with the key ,FFFFFFFFFFFF” and have no coloured

background.

In the field “Activate” the application will be activated with a check mark.
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Security System XMP-BABYLON

Parameters 1 and 2 are not used for eLock application

Parameter 3 can be used for entering the block address starting from which alarm

messages of the eLock will be saved (for example “Battery to low”). This relative block

address is specified in the W3TM24P program.

S & | W

Mo. Application | Key |Activate Param1 |Param2 |Param3
1 (A) |eLock key A L 0 33
0-1K 0-1K
Addresses Addresses
Sector | Block |absolute| relative Sector | Block |absolute| relative

0 0 0 0 8 0 32
1 1 1 1 33
2 2 2 2 34
3 3 3 35

1 0 4 3 9 0 36
1 5 4 1 v
2 6 5 2 38
3 7 3 39

2 0 8 +f B 2+
1 ] 1 41
2 10 2 42
3 11 3 43

3 0 12 11 0 44 33 Lock alarm
1 13 1 45 34 |messages
2 14 2 46 35
3 15 3 47

4 0 16 W3Sdef [1] Local
1 17 File Help
2 18
e |9 B8 4 €

5 0 20 ’
1 b2 v System ﬂagsl Security rules E xmp-eLock | # Dongle Info
2 22 General Parameters for XMP-el ock
3 23 || |Start accesslevel for XMP-eLock (0-9992 must be divideable by 8): 800

&6 0 24 " | |Mumber of accesslevels for XMP-eLock (must be divideable by 8): 200
1 25 Logical start-blocknumber on the badge for elLock data:
2 26 Maximum number of blocks (a' 16 Bytes) on the badge to store eLock data (4-64):
3 27 Customer version number to be written on the badge (0-255):

7 0 28 | || |MIFARE keynumber (0-5): 1
1 2g Aor B key: @A B
2 30 Mumber of days for variant 6 4
3 31 | 3 | &3

Operating Manual
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9.1.4 MIFARE® Classic 4K — Address-assignment for eLock data

The eLock memory space can be defined between 4 and 64 blocks long. In this table the eLock

space starts at relative address 9 and has a length of 27 blocks.

0-1K 1-2K 2-3K 3-4K
Adressen/Addresses Adressen/Addresses Adressen/Addresses Adressen/Addresses
Sec. | Blo. [ abs. | rel. || Sec. | Blo. [abs. | rel. || Sec [ Blo. [ abs. | rel. || Sec.| blo. [ abs. [ rel
0 0 0 0 16 0 54 48 32 0 128 a6 36 0 192 156
1 1 1 1 65 49 1 129 a7 1 193 157
2 2 2 2 G6 50 2 130 a8 2 194 158
3 3 3 67 3 131 a9 3 195 159
1 0 4 3 17 0 58 o1 4 132 100 4 196 160
1 5 4 1 59 52 5 133 101 5 197 161
2 6 5 2 70 53 6 134 102 6 198 162
3 7 3 71 7 135 103 7 199 163
2 0 8 6 18 0 72 b4 8 136 104 8 200 164
1 9 7 1 73 55 9 137 105 9 201 165
2 10 8 2 74 56 10 138 106 10 | 202 166
3 11 3 75 11 139 107 11 203 167
3 0 12 9 19 0 76 a7 12 140 108 12 | 204 168
1 13 10 1 77 58 13 141 109 13 | 205 169
2 14 11 2 78 59 14 142 110 14 | 206 170
3 15 3 79 15 143 15 | 207
4 0 16 12 20 0 80 60 33 0 144 111 37 0 208 171
1 17 13 1 81 651 1 145 112 1 209 172
2 18 14 2 82 652 2 146 113 2 210 173
3 19 3 83 3 147 114 3 211 174
5 0 20 15 21 0 84 63 4 148 115 4 212 175
1 21 16 1 85 54 5 149 116 5 213 176
2 22 17 2 86 65 6 150 117 6 214 177
3 23 3 a7 7 151 118 7 215 178
6 0 24 18 22 0 858 66 8 152 119 8 216 179
1 25 19 1 89 67 9 153 120 9 217 180
2 26 20 2 a0 58 10 154 121 10 | 218 181
3 27 3 21 11 155 122 11 219 182
7 0 28 21 23 0 92 69 12 156 123 12 | 220 183
1 29 22 1 a3 70 13 157 124 13 | 221 184
2 30 23 2 94 71 14 158 125 14 | 222 185
3 31 3 95 15 159 15 | 223
8 0 32 24 24 0 a6 72 34 0 160 126 38 0 224 186
1 33 25 1 a7 73 1 161 127 1 225 187
2 34 26 2 a8 74 2 162 128 2 226 188
3 35 3 a9 3 163 129 3 227 189
9 0 36 27 25 0 100 75 4 164 130 4 228 190
1 37 28 1 101 76 5 165 131 5 229 191
2 38 29 2 102 77 6 166 132 6 230 192
3 39 3 103 7 167 133 7 231 193
10 0 40 30 26 0 104 78 8 168 134 8 232 194
1 41 31 1 105 79 9 169 135 9 233 195
2 42 32 2 106 80 10 170 136 10 | 234 196
3 43 3 107 11 171 137 11 235 197
11 0 44 33 27 0 108 81 12 172 138 12 | 236 198
1 45 34 1 109 82 13 173 139 13 | 237 1899
2 46 35 2 110 83 14 174 140 14 | 238 200
3 47 3 111 15 175 15 | 239
12 0 48 36 28 0 112 84 35 0 176 141 39 0 240 201
1 49 37 1 113 85 1 177 142 1 241 202
2 50 38 2 114 86 2 178 143 2 242 203
3 21 3 115 3 179 144 3 243 204
13 0 a2 39 29 0 116 a7 4 180 145 4 244 205
1 53 40 1 117 88 5 181 146 5 245 206
2 54 41 2 118 89 6 182 147 6 246 207
3 55 3 119 7 183 148 7 247 208
14 0 56 42 30 0 120 a0 8 184 149 8 248 209
1 a7 43 1 121 91 9 185 150 9 249 210
2 58 44 2 122 92 10 186 151 10 | 250 211
3 59 3 123 11 187 152 11 251 212
15 0 G0 45 31 0 124 a3 12 188 153 12 252 213
1 651 46 1 125 94 13 189 154 13 | 2563 214
2 652 47 2 126 a5 14 190 155 14 | 254 215
3 B3 3 127 15 191 15 | 2565
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9.2 The “Fingerprint on Card“ Application with MIFARE® Classic

The access with the function “fingerprint on card” is granted by reading first the ID-Card and
then by checking the fingerprint. The read fingerprint is transmitted in encrypted form to the

controller and compared with the fingerprint-template from the ID-card.

With the program W3TM24P the security keys are transmitted to the readers.

Configuration of
fingerprint-reader

Registration of fingerprint
and storage on card

W3K32P W3TM24P
FP- MIFARE-Key XMP-FES-MIF
Parameters for Fingerprint B
on Card ‘
'H
v A
Controller
Fingerprint = Template on card ?
A yes
Registration Fingerprint
e Call personal data
L/ Activation Fingerprint function

Read fingerprint in DB-$$BIO1
Store FP on card (FoC)

Access

=)

>

9.2.1  The fields “Parameter 1, 2, 3“ of the fingerprint application

For "Fingerprint on card" the starting block address must be entered in the field Param1 as a
relative block address. The number of blocks to be read has a constant size of 24 blocks (384
bytes), and therefore must not be entered as the second parameter. The function "fingerprint on

card" is only possible in conjunction with a XMP-TMC28xx-FP reader.

e = & @ 1

No. Application lKey IActivate Param1 |Param2 |Param3 |
1 (A) |Fingl oncCard v 96 0 0
2 (A) |Fing2 onCard v 126 0 0
I\ 3 (A) 0 0 0 Il
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9.2.2 Overview Fingerprint Start Block Addresses - MIFARE® Classic

0-1K 1-2K 2-3K 3-4K
Adressen/Addresses Adressen/Addresses Adressen/Addresses Adressen
Sec. | Blo. abs.\ rel. Sec. | Blo. abs.| rel. Sec | Blo. | abs. rel. Sec. | blo. abs.| rel.
0 0 0 0 16 0 64 48 32 0 128 - 36 0 192 156
1 1 1 1 65 49 1 129 1 193 157
2 2 2 2 66 50 2 130 2 194 158
3 3 3 67 3 131 3 195 159
1 0 4 3 17 0 68 51 4 132 4 196 160
1 5 4 1 69 52 5 133 5 197 161
2 6 5 2 70 53 6 134 6 198 162
3 7 3 71 7 135 - 7 199 163
2 0 8 6 18 0 72 54 8 136 = 8 200 164
1 9 7 1 73 55 9 137 g 9 201 165
2 10 8 2 74 56 10 138 2 10 | 202 166
3 11 3 75 11 139 = 11 | 203 167
3 0 12 9 19 0 76 57 12 140 — 12 | 204 168
1 13 10 1 77 58 13 141 13 | 205 169
2 14 11 2 78 59 14 142 14 | 206 170
3 15 3 79 15 143 15 | 207
4 0 16 12 20 0 80 60 33 0 144 37 0 208 171
1 17 13 1 81 61 1 145 1 209 172
2 18 14 2 82 62 2 146 2 210 173
3 19 3 83 3 147 3 211 174
5 0 20 15 21 0 84 63 4 148 4 212 175
1 21 16 1 85 64 5 149 5 213 176
2 22 17 2 86 65 6 150 6 214 177
3 23 3 87 7 151 B 7 215 178
6 0 24 18 22 0 88 66 8 152 119 8 216 179
1 25 19 1 89 67 9 153 120 9 217 180
2 26 20 2 90 68 10 154 121 10 | 218 181
3 27 3 91 1" 155 122 11 219 182
7 0 28 21 23 0 92 69 12 156 123 12 | 220 183
1 29 22 1 93 70 13 157 124 13 | 221 184
2 30 23 2 94 7 14 158 125 14 | 222 185
3 31 3 95 15 159 15 | 223
8 0 32 24 24 0 9% 72 34 0 160 — 38 0 224 186
1 33 25 1 97 73 1 161 1 225 187
2 34 26 2 98 74 2 162 2 226 188
3 35 3 99 3 163 3 227 189
9 0 36 27 25 0 | 100 75 4 164 4 228 190
1 37 28 1 101 76 5 165 5 229 191
2 38 29 2 | 102 77 6 166 6 230 192
3 39 3 | 103 7 167 - 7 231 193
10 0 40 30 26 0 | 104 78 8 168 H 8 232 194
1 | 41 31 1 | 105 79 9 169 H 9 | 233 195
2 42 32 2 | 106 80 10 170 & 10 | 234 196
3 43 3 | 107 1" 171 T 11 235 197
11 0 44 33 27 0 | 108 81 12 172 . 12 | 236 198
1 45 34 1 109 82 13 173 13 | 237 199
2 46 35 2 | 110 83 14 174 14 | 238 200
3 47 3 |11 15 175 15 | 239
12 0 48 36 28 0 | 112 84 35 0 176 39 0 240 201
1 49 37 1 113 85 1 177 1 241 202
2 50 38 2 | 114 86 2 178 2 242 203
3 51 3 | 115 3 179 3 243 204
13 0 52 39 29 0 | 116 87 4 180 4 244 205
1 53 40 1 117 88 5 181 5 245 206
2 54 41 2 | 118 89 6 182 6 246 207
3 55 3 | 119 7 183 B 7 247 208
14 0 56 42 30 0 | 120 90 8 184 149 8 248 209
1 57 43 1 121 91 9 185 150 9 249 210
2 58 44 2 | 122 92 10 186 151 10 | 250 211
3 59 3 123 1 187 152 " 251 212
15 0 60 45 31 0 | 124 93 12 188 153 12 | 252 213
1 61 46 1 125 94 13 189 154 13 | 253 214
2 62 47 2 | 126 95 14 190 155 14 | 254 215
3 63 3 | 127 15 191 15 | 255
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9.3 The “ILock on Card“ Application
9.3.1 General

It should be ensured by the system, that people who have been contaminated in a
pharmaceutical sector (chemical, bacteriological, radioactive, etc.), have no access for a

predefined time to certain other rooms. The application “Interlocking on card” fulfills these

requirements.

9.3.2 Meaning of W3TM24P for the llock on Card Application

The program W3TM24P writes only the security keys and parameters in the readers of the
monitored interlocking rooms. All other settings are made in the programs W3K32P and
W3CONTTI.

9.3.3 Meaning of Parameter 1

Parameter 1 indicates the relative block address from which the locking times will be written on

the Mifare-card (Example: rel. block address 12).

0-1K

Addresses
Sec. | Blo. abs.| rel.
0 0 0 0
: 1 1 1
No. Application |Key |Act|\tate Param1 |Param2 |Param3 2 2 2

1 (A) |1LOC on Card v 12 0 0 3 3
2 (A) 0 0 0 1 0 1 3
3 A 0 0 0 1 £ 4
4 (A) 0 0 0 2 6 5

5 (A) 0 0 0 3 7
1.(8) 0 0 0 2 0 8 6
2 (B) 0 0 0 1 9 7
3 (B) 0 0 0 ‘; 1‘1’ 8
4 ©) 0 0 0 ENIENEE
5 (B) 0 0 0 1|13 10
2N 14 1

ctivate download for the following card readers: 3 5\1_ 4

|— Select all readers 4 0 16 12
o |11 |12 13|15 |6 |17 | 1 | w7 13
v 2 | 18 14

3 19

m The function Interlocking on card is described in detail in the
documentation GCONTII.
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9.4 Configuration of parameter setting cards for MIFARE® Classic readers

In order to use MIFARE® Classic readers, key-parameters must be written in the readers. This
will be done with a MIFARE-parameter card which will be configured in W3TM24P with the icon

“Prepare parameter card [ﬂ ”. In the window ,Configuration of parameter card“ the
application data from the window ,MIFARE sector block keys" are taken over. These data can

be new defined or simply changed.

@ Configuration of parameter card —

Mifare parameter setting card l elock service card I

Key parameters for writing on parameter card

Mifare Classic

Block number (abs) s Murnber {blocks): 1

Key —

Key type Data format
® Key A @ 32 half bytes
 KeyB 16 bytes ASCII

[~ Read serial number
Write on parameter card with card reader no.: b ~

Hint: During creation the reader configuratiq 5 of reader 0 will be taken over.

— O D P =

Now the defined key-parameters can be written on the parameter card via the selected reader
address by clicking the symbol “Write current parameters on parameter card @

Within the next 2.5 seconds, after sending the data, the parameter card must be hold into the

card reader field. After expiring of this time frame, the data will be dismissed.

Special card reader properties should be deactivated during this operation.
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Meaning of the field Number (Blocks)

The input field “Number (blocks)” is only used for the reader XMP-TMC28xx and the special
solution “Access on Card”. If the MIFARE-reading-head of the XMP-TMC28xx should read
several subsequent blocks in the ID-card and send it by clock-data interface to the reader, the

number of blocks (max 9) will be entered in this field for programming the parameter card.

Settings:
o Data format: 32 half bytes
e XMP-TMC280x->SW3: mode 15
o XMP-TM500 parameters—>Time/Coding->Badge encoding 02/00), Flags>Flag 22

e General chip parameters-> Insert level for AOC)

Special feature for XMP-TMC28xx
If a XMP-TMC28xx or XMP-TMC26xx should read the block content in ASCII-format, the data

format for the parameter card must nevertheless be set on “32 half bytes”. The card data
received by the XMP-TMC28xx (after parameter setting of the reading head with this parameter
card) will be converted in the reader into ASCII format. In this case you have to enter the value

00/04 into the TM500-Parameters > Time/ Coding ->Badge encoding.

The parameter card can only be used to write parameters for reading the
card-ID from the card memory! Further application parameters, e.g. for
Fingerprint On Card or XMP-eLock cannot be written on the parameter

card.
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10 MADI1-Data MIFARE® Classic

In the standard reading process, the reader contents the block address to be read out of the
MIFARE-card memory. When using the MAD1-reading method, the reader contents the name of
the application (AID) and not the sector/block memory address. The reader sends the AlD-No.
to the card. The card looks in the MAD1-data for this AID-No. from AID-1 to AID-15. When the
searched AlID-number is found, the stored sector / block address is read out and sent to the

reader.

The MAD1-data are stored in the MIFARE 1K-chip in Sector 0 / block1 and 2.

( N
MIFARE CLASSIC CARD SECTOR 0
Block 0 uiD
Block 1 AID AID AID AID 2\“33 AID AID CRC
7 6 5 4 525 2 1
MAD1
Data
Block 2 AID AID AID AID AID AID AID AID
15 14 13 12 11 10 9 8
Block 3 Data
3 /)

Advantage of the MAD-Function

If for example the access control application cannot be stored for all company employees in the
same sector of the card, because this position is already assigned to another application,
reference is made to the MAD-addressing method. In the MAD-memory the applications are
defined with names and serve as pointer to the sectors. If the name of the application is found in

the MAD-structure, the card number will be read out of the respective sector number.
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Assignment AID to sectors

MAD-1

AID1 to AID 15

15(14[13|12|11|10] 9 | 8 [ 7 |6 [ 5|4 [3 ]| 21

Sector 1

Sector 2

i

Sector 14

Sector 15

Example: The reader tries to find the AlD-2525 in the MAD-blocks 1 and 2 of the card. If the

AID-Number is found, in our example, the MIFARE-card reads the sector 3, block 2, and

transmits the data to the reader. The AID-Nos. are directly attributable to the sector numbers i.e.
AID3 = sector 3. If the AID2525 has been found in AlD14, the card would read the data from

sector 14 / block 2.

=)

Mifare reader
MAD-parameter
AID 2525 / Block 2

(r N
MIFARE CLASSIC CARD
SECTOR O v
Block 1 AID AID AID AID ';égg AID AID CRC
7 6 5 4 2 1
Block 2 | AID AID AID AID A|1D AID AID AID
15 14 13 12 1 10 9 8
S )
Block 2 —
SECTOR 3
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10.1 Definition of the MAD-Parameters

With symbol ,MAD definition’ of the window ,Definition of MIFARE sector block keys®, the

window for configuring the necessary MAD-parameters will open.

£2¥ MAD Definitionen Datenformat

HF L5 S

) i® 32 Halb-Bytes
" 16 Bytes ASCII
Mo. | Sector ||(E‘f |I(eyty|:|e |Blnck |F0rmat Sta |:|Us.|Length |

12925 A 2 1 0 14
2 4711 B 1 2 0 14
3

4

5

[ Deactivate MAD [v tanual input of badge sector

Activate download for the following card readers:

|11 |12 |13 |14 |15 |16 |17 | v Selectall readers
W

The required information is read on the basis of the input application identifier (AID), the 12-digit
keys, the key type (A, B) and the block number of the card sector. The format type indicates
whether the information in half byte format (type 1, 32 half bytes) or in ASCII format (type 2, 16
bytes) should be interpreted. Furthermore, the information to be transmitted can be defined by

starting position and length.

10.1.1 The field “No.*

The number (No.) of the line corresponds to the MAD-application.

10.1.2 The field “AID”

The application identifier (AID) consists of a two byte-information, which defines the address of
the searched card sector by their position within blocks 1 and 2 of card sector 0 of the MIFARE-
badge.

The sequence of defined keys defines the priority of the information to read at the same time,
too. If already the first reading attempt with key 1 would be successful, a reading attempt for the

following key would be stopped, i.e. these keys will not be evaluated for this badge.
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10.1.3 The field “Key*“

The sequence in which the keys have been defined, defines also the priority of the information
to be read. If already the first reading attempt with key 1 has been successful, a reading attempt
for the following keys would be stopped, i.e. these keys will not be evaluated for this badge. The
data input of keys are hidden on the display and verified after seizure.

A blue highlighted field corresponds to a key that is not the Virgin-Key = "FFFFFFFFFFFF".

The sequence of defined keys defines the priority of the information to read at the same time,

too.

As a standard the fields are predefined with this key ,FFFFFFFFFFFF” and have no coloured

background. For the characters A to F capital letters should be used.

Mo. |Sector |+{e1_,.r |I{E1,rt},r|:|e |E=I|:|ck |Fnrmat |Start pns.|Length |
2525..... A 2 1 0 14
2 4711 B 1 2 0 14

10.1.4 The field “Key type”

It can be selected between key type A or B.

10.1.5 The field “Block*

In this field the block number is entered, which is read from the sector addressed by the
matching AID-Number. This field can only be entered a block number from 0 to 2, therefore no

absolute or relative block address.

Mo. |Sector |Key |I{E}rt:,r|:|e |E=I|:|ck Format |Start pos. |Length
1 7575 | sk A y) 1 0 14

10.1.6 The checkbox “Manual input of badge sector*

With the checkbox “Manual input of badge sector” the possibility exists to assign the card sector

information belonging to the key by direct input. Then the MAD is without effect.

Ga¥ MAD Definitionen . Mifare Classic
:ﬁ é é ‘# Addresses
= Sector Block absolute relative
0 12 9
Mo. |Sect0r |Key |Keytype |Bluck |F0rmat |Star‘( pos. |Length | 1 13 10
1 |3 ERRERRERREEY A 2 1 0 14 3
J 2 14 1
3 15
[ Deactivate MAD [v Manual input of badge sectar
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10.1.7 The field “Format” for MAD

The format type indicates if the information will be interpreted as half bytes (type 1, 32 half-

bytes) or as ASCII-format (type 2, 16 bytes).

Example: The 14-digit ID-number is stored in hex format in the memory of the card.

The following table shows the value in ASCIl and half bytes.

Hex 56 | 49 | 53 | 49 | 54 | 4F | 52 | 20 | 43 | 41 | 52 | 44 | 30 | 31
Halbbytes 56 | 49 | 53 | 49 | 54 | 4F | 52 | 20 | 43 | 41 | 52 | 44 | 30 | 31
ASCII v [ S | T 0 R C A R D 0 1

Start Position 0 1 2 3 4 5 6 7 8 9 10 | 11 12 | 13

10.1.8 The fields “Start position” and “Length”

The information to be transmitted from the card to the reader is defined with start position and
length. The length is always specified in bytes, and the total of the value of length and start

position may not exceed the number 16.

(T2

‘&a¥ MAD Definitioner

(9 & & @&

No. |AID |Key IKey type IBIock Format |Start pos. | Length I
1 4711 A A |12 1 |0 14

| 2 |2525 A 1 2 8 6

i

10.1.9 The checkbox “Deactivate MAD“

|7 Deactvate b I_ Manual input of hadge sector

Activating the checkbox ,Deactivate MAD’ ifollowing by a corresponding download will

deactivate all keys. The card reader will then read the serial number of the MIFARE-badge

again.

Currently, the AUTEC-readers support only MIFARE 1K with MAD1-data.
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11 Reader Specification MIFARE DESFire® EV1

The readers can read DESFire EV1 cards (2K, 4K, 8K) with AES-128 bit encryption. Other
DESFire cards can be read “PLAIN".

11.1  W3TM24P - Meaning of the symbols of the task bar

i

‘ 9 Reader status ¥ Mifare Ix Hitagl X Legicl X HIDI X ZD-ScannerI

Leave program
Read parameters from file

Save parameters into file

Parameter download into card reader

Import data/parameters from another XMP-K32 (KTMCppuu.386)

@
B
=
2 Parameter upload from card reader
L2
B

Special reader definitions

11.2 MIFARE DESFire® Reader Features

W3TM24P [1] Local Sel

[ & & @ & @ B €

| = Reader status " Mifare |x Hitagl x Legir:l x HID| x 2D-Scanner|

. Reader alarm in case of wrong key v
. Input of PIN or badge booking possible (PIN: 4_.6 digit)

. Mo leading "4" in case of serial number check

. 'Load keys via parameter card” activated

. Keyboard actitve, if a badge booking was performed before
. Delete keys in case of card reader sabotage alarm

. Reader reads only DESFire badges

. Shift of the 4 byte Classic UID by one position to the right
9. Reader returns eLock alarm messages

10. ASCIl presentation with UC| protocol possiible

11. Reader reads only Mifare-Classic badges v
12. Several eLock keys in case of Mifare Classic
13. 4-Byte-UID in hexadecimal presentation

[= T = I T S VT L5 TP

14. Reader deletes eLock authorisations
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11.3 MIFARE DESFire® - Meaning of the Reader Features

L

reader’. The desired feature is activated by placing a check mark in the appropriate field and

The current reader settings can be made visible with the icon , “Upload parameters from the

then by downloading the parameters into the readers.

FLAG | DESCRIPTION

1 | Reader alarm in case of wrong key

This alarm is generated by the card reader, if the current badge does not match the
required card reader key during reading of sector block information. This is a reader
internal alarm which is not forwarded to the XMP-K32 or to the host computer. This
option should not be used if the pass through supervision (XMP-K32 input I-2) is

activated or the card reader is used for writing parameter cards.

2 Input of PIN or badge booking possible (PIN: 4-6 digit)

Instead of a badge booking it is also possible to insert the corresponding badge
number directly via PIN-code. For this special case the badge number check must be
realized as 4-6 digit check (not 14 digits). This number has nothing to do with the
secret code, which is normally entered under “Badge Definition” in the personal

database.

Hint: The use of this option reduces the security

3 No leading "4" in case of serial number check

For historical reasons, MIFARE card readers of the TMC-family send always a leading
4% by reading a 14-digit serial number. Normally this 4 not belongs to the serial

number of the badge. By activating this option the leading ,4“ will not be generated.

STANDARD PRESENTATION  [CLASSIC (4 ByTES) 40034908539740)
Fading out the leading 4  [Classic (4 Bytes) 00034908539740)

4 “Load keys via parameter card” activated

Beside the possibility to load the MIFARE-key with the program W3TM24P into the
MIFARE-readers XMP-TMC2250/2260, it is also possible to load the key by using a
special parameter card (XMP-MIF-PARA-CARD) for reading the sector-block.

By setting this flag, the reader is prepared for reading the key information from the
parameter card. After reader configuration, the flag will be automatically deleted to
avoid a modification of configuration. This flag is not stored into the reader, that

means, after power-off the flag must be set again if necessary.
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Meaning of the Reader Features
) Keyboard active, if a badge booking was performed first

If the reader is set so that the PIN will be entered after booking (W3Port -> Flag 24, W3K32P -
> “Reader / Flags” -> Flag5), with this option the reader keyboard will be deactivated. After a
new card booking the keyboard is again active for about 10 seconds.

6 Delete keys in case of sabotage alarm at the reader

If a tamper alarm occurs at the reader, the security keys will be deleted. The keys

must be reloaded into the reader after power-on.

7 Reader reads only DESFire badges

If this flag is set, the reader reads only DESFire badges. Classic cards are ignored.
After completing a migration from Classic to DESFire, this flag can be set to improve

project safety.

8 Shift of the 4 byte UID-Classic by one position to the right
With this flag, the four byte of a UID-number from a MIFARE® Classic card is shifted

by one position to the right, to ensure the simultaneous use of MIFARE® Classic and
DESFire cards.

40033672387420 - Flag 8 deactivated
40003367238742 - Flag 8 activated

9 Reader returns eLock alarm messages

By setting this flag and with appropriate XMP-eLock configuration, the reader looks
first for alarm messages in the eLock alarm memory of the ID-card and then starts
with the reading of the badge data.

04/04/13 18:12:55 99 ? Door 1 elock elo_test Battery too low

10 | ASCII presentation with UCl-protocol possible
With this flag the reader sends the badge data to the XMP-K32 in a format which will

match with the UCI-protocol from the controller and allows the data to be forwarded as
ASCIl-data.

(K32->Serial Protocol = 0: UCI Protocol, Protocol Variants and Data format 4: ASCII-
data)

11 | Reader reads only MIFARE

If this flag is set, the reader reads only MIFARE® Classic badges. DESFire badges
are ignored.
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Meaning of the Reader Features
12 | Several eLock keys in case of MIFARE® Classic

Normally the memory space of the MIFARE® Classic cards reserved for XMP- eLock

data is encrypted for all sectors with the same key.

With this flag the reader can be set for reading a maximum of 4 consecutive card

sectors with a different key for each sector.

13 | 4-Byte-UID in hexadecimal presentation

By default, the serial number (UID — 14 digits) of the card is sent in decimal format.

When this flag is set, the transmission is done in hexadecimal format.

14 Reader deletes eLock-authorizations

With this flag, the access authorization at electronic offline door locks is deleted.
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11.4  Meaning of the MIFARE® DESFire Parameters

Selection
" MIFARE Classic

By using the selection box L‘ MIFAREDESFie . the reader MIFARE DESFire® is selected. By

clicking on the button "Specific definitions @ the configuration page is opened.

MIFARE DESFire application:

P S S 8

~DESFire parameters

MNo. Application ‘App\.f\D (hex) ‘F\Ie—ID ‘Key no. ‘Lenglh ‘Oﬂ’set ‘Secumy parameters |HByle |KDiv ‘Pararm |Param2 |
| 1 AccessCnir 0000F9 1 1 4 0 3-Fully encrypted 00 00
2 000000 0 0 0 0 00 00
3 000000 0 0 0 0 00 00
4 000000 0 0 0 0 00 00
5 000000 0 0 0 0 00 00

 DESFire key definitions

=
o

Y Key value (hex)

w0 |~ |m e |w (o

Activate download for the following card readers:

L0 | L1 ‘ L2 ‘ L3 | L4 | L5 ‘ L6 | 7 | |~ Select all readers
v

11.4.1 The field “No.“

This is the numbering of the 5 possible applications which can be downloaded in the readers.

11.4.2 The field “Application”

All application parameters setting in the fields will be downloaded into the selected readers.
e UID = The serial number is read from the MIFARE DESFire® card
e AccessCntr = Setting parameters for access control application
e Fingl on Card = Setting parameters for reading Finger template 1 on ID-Card
e elock Key = Parameters to download in reader for read/write eLocks

The application No.1 should always contain the parameters for the card number (UID or
AccessCntr)
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11.4.3 The field “Appl.-ID”

In the memory of the MIFARE®-DESFire EV1-chip, up to a total of FFFFFF (hex) Applications

(AID) may be defined, depending on the memory capacity.

MIFARE DESFire application:

~DESFire parameters
No. Application |Appl.-ID (hex) |Fi|e-ID |I-‘(e§.r no. |Length |Oﬁset |Se-:urit3.r parameters |HByLe |I-'(Di\|r |Param1 |F’aran12 |
1 AccessCntr 0000F9 1 1 14 1] 3-Fully encrypted 00 00
2 elLock Key 00Q0F9 2 2 0 0 3-Fully encrypted 00 00
3 oooof 0 0 0 0o 00
4 000000 0 0 0 00 00
I 5 000000 0 0 0 : :
MIFARE DESFire EV1
UID-Serial number ~=
{ AID: 0000F9 \
S~
AID: (000001) FID File 0
[ Applica'lion data ] FID File 1 Access Control
L 4
' FID File 2 elLock-Parameter
4 ' R
AID: (OO00F9) .
[ Application data ]/
. i J ’
E \ FID File 31 j
~
AID: (FFFFFF)

E Application data j

(& J

11.4.4 The field “File-ID*

In each application up to 32 files can be created (0 to 31 dec. / 00-1F Hex) which are

addressable via their FID (File Application Identifier).
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11.4.5 The field “Key-No”

The key number, registered in this field, must be the key used by the reader for decoding.

¥ 5 S @&~

~DESFire parameters
MNo. Application |f-‘\ppl.—ID (hex) |Fi|e—ID |Iﬂ(e§.r no. |Length |O'I‘fset |Securit§.r parameters |HByte |I'(Di\«r |Param1 |Param2
1 AccessCntr 0000F9 1 1 14 0 3-Fully encrypted 00 00
2 elock Key 0000F9 2 0 0 3-Fully encrypted 00 00
3 000000 0 0 0 0 00
4 000000 0 0 0 0 00
I 5 000000 0 0 0 0 '
~DESFire key definitions /

Key Key value (hex) /

0

1 **********************g*******

2

3

4

5

6

7

8

9

é The key must match with the key which was used for the encoding of the
application on the ID-card.

11.4.6 The Field “HByte*

If the check box “HByte” is marked, the reader sends the card data in half bytes and not in
ASCIl-format.
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11.4.7 The field “Length” and “Offset*

The field "Length" contents the number of bytes which the ID-card sends back to the reader.
The length must not exceed a total of 16 bytes including the offset. If this value exceeds the
encoded length, the reader gives no information back to the system. In the dark gray-shaded
fields no entries are possible. The field “Offset” specifies the byte number from which the ID-

number defined in the field Length is read.

Example with offset = O:

Format: 16 Bytes (ASCII)
Length: 14 Bytes
Offset: 0 > Read ID-Number: VISITOR CARDO1

2% MIFARE DESFire application

| |
‘ DESFire parameters
|

MNo. Application |Appl.—ID (hex) | File-ID  |Key no. |Length |O'I‘fset Security parameters | HByte |I'(Di\«r | Param1 Param2
AccessCntr 0000F9 1 1 14 1] 3-Fully encrypt 1] 1]
2 000000 0 0 0 0 0

Hex 56 49 53 54 4F 52 20 43 41 52 44 30 31
Half bytes 56 49 53 54 4F 52 20 43 41 52 44 30 31
ASCII \ S [ T O R C A R D 0 1

Start Position 0 1 2 3 4 5 6 7 8 9 10 11 12 13

Example with offset = 8:

Format: 16 Bytes (ASCII)
Length: 6 Bytes
Offset: 8-> Read ID-Number: CARDO1

P S S &

|'D ESFire parameters

MNo. Application |Appl.—ID (hex) |Fi|e—ID |I'(e3.r no. |Le ngth | Offset |Securit§.r parameters |HByte |I'(Di\«r |Param1 |Param2
AccessCntr 0000F9 1 1 6 8 3-Fully encrypted 1] 1]
Hex 43 41 52 44 30 3
Half bytes 43 41 52 44 30 31
ASCII c A R D 0 1
Start Position 0 1 2 3 4 5 6 7 8 9 10 1" 12 13
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11.4.8 The field “Security-Parameter”

This field defines the type of transfer (encryption, data integrity) for the air interface.
1- Plain, without key: no authentication required by the application.

2- Fully encrypted: access to the application only possible with authentication (128-bit AES key).
The read data are sent fully encrypted with checksum to the reader. The decryption takes place

in the reader.

MIFARE DESFire® has currently the following security levels:

LOW
» Plain without Key
» Plain with Key
» MACed
»  Fully encrypted
»  Fully encrypted with key-diversification
HIGH

11.4.9 The field “KDiv”

11.4.9.1 Objective of Key-Diversification

The special feature of the Key-diversification is that the badge data of each card in a project are
read with an individual key. This option protects the total project from a security attack in terms
of unauthorized knowledge of project-Keys. If security Keys of some cards are known from
unauthorized persons, only these cards must be disabled in the system, but not the total cards

of the project.

A further advantage of this procedure is that the security keys are not loaded in the reader, but
stay in the door controller and are transmitted encrypted to the reader for each booking. The
diversified (derived) key is calculated from the door control unit on the basis of the badge UID
and the project Master Key. The Master Key is saved on a dongle which is required for setting
the option Key-diversification. After set up the system, this dongle can be stored in the safe of
the customer. Only if using the security dongle, the customer assigned project master key can
be loaded in the door control units or in XMP-TMC3500-terminals.
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11.4.9.2 Requirements for Key-Diversification
The use of KDIV requires the following technical preconditions:
o License for Dongle Master-Key XMP-NT-141
° Door control units of type: XMP-K32/K12 or XMP-TMC3500.
(Version 4.6, BD = 07.09.2012) "Enable Key-diversification" with option 13
o Use of access control readers of the family MIFARE-DESFire® (version V4.4)
° Use of cards DESFire-EV1 (AES128-bit encryption) with appropriate encoding of cards

11.4.9.3 Reading process by Key Diversification

1-  After placing the card in the reading field, the reader sends the UID with the needed
parameters- defined in W3TM24P - to the XMP-K32.
2-  The XMP-K32 calculates for this card the KDIV based on the UID and the project master

key and sends it back to the reader.

3-  If the key-authentication-process between reader and card is successful, the data will be
read from the card and are sent to the XMP-K32 for further evaluation.

DESFire EV1 Reader without key K32 with MASTER KEY
@ in security area
Badge with individual key N\ - ‘
uID UlD

——r ——r

_ Indiv.Key Indiv. key
Badge data Badge data
Please note:

The card encoding should be performed on the basis of the project

master key. This may be done with the program W3DESFire, the
encoding station XMP-USB-MIF and an appropriate XMP-K32 controller.
The encoding process can also be realized by an authorized card
manufacturer.
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11.4.10 The fields “Parameter 1 and 2”

It depends on the application whether a value must be entered or not in the fields “Param1 and

Param?2”.

11.4.11 The DESFire Key-Definition

Up to 10 keys (128-bit AES keys) can be loaded into the reader and assigned to the appropriate

applications. A key is a 32-character string with the value 0 to 9, and A to F.

Example: ,,AOA1A2A3A4A5A6A7TABA9AAABACADAEAF

MIFARE DESFire applicatiol

P s S @

~DESFire parameters

No. Application |Appl.—ID (hex) |Fi|e—ID |Key no. |Length |Oﬁset |Security parameters |HByte |I'(Di\|r |F’aram1 |F’aran12
1 AccessCntr 0000F9 1 1 14 1] 3-Fully encrypted 0 0
2 elock Key 000000 2 2 0 0 3-Fully encrypted 0 0
3 000000 0 0 0 0 0 0
4 000000 0 0 0 0 0 0
5 000000 0 0 0 0 0 0

~DESFire key definitions

Key Key value (hex)

EES S S S S S EE LSS E T TS EEEES

w oo |~ o ;| w(m s o

Activate download for the following card readers:

L | |2 |13 |4 |15 |6 |LT |

Operating Manual

[~ Select all readers

EXMP-TMC22-23xx_Readers
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12 MIFARE DESFire® Applications
12.1 The UID-Application

The application No.1 should always include the parameters with the badge-ID!

When the UID-function (serial number 7 bytes) is enabled in the field “application”, all other
fields are then without signification.

This entry ensures that the card number (also called ID-number) will be read from the UID-

sector and not from the card memory.

DESFire parameters

No. Application |Appl.—ID (hex) |Fi|e—ID |Key no. |Length |Oﬁset |Securit3|r parameters |HByte |KDiv |Param1 |Param2
uiD - 000000 0 0 0 0 00 00

12.2 The Access Control Application

The badge ID-number is read from the card memory (application = AccessCntr) with
corresponding access parameters. In the following figure, the ID-number is read from the
application-ID 0000F9, in file-ID 1, and with Key No. 1.

E MIFARE DESFire application

~DESFire parameters
MNo. Application |Appl.—ID(hex) |Fi|e—ID |I'(e3.r no. |Length |O'I‘fset |Security parameters |HByte |KDiv |Param1 |Param2
1 AccessCntr 0000F9 1 1 14 0 3-Fully encrypted 00 00
2 eLock Key 0000F9 2 2 0 0 3-Fully encrypted 00 00
3 00001 0 0 0 00 00
4 000000 0 0 |00
I 3 000000 0 0 100
MIFARE DESFire EV1
UID-Serial number [ ~a \
( .
AlID: (000001) FID File 0
[ Application data ] FID File 1 Access control data
-
' FID File 2 eLock-Parameter
.
AID: (O000F9)

[ Application data

AID: (FFFFFF)

E Application data j

/

FID File 31 j
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12.3 The Access Control Application with “Key-Diversification”

The Key diversification can only be used with the application "AccessCntr". For this function no

reader-Key is required.

DESFire parameters

No. Application |Appl.—1I) (hex) |Fi|e—1D Key no. |Length |Offset |Security parameters |HEyte |KDiv |Param1 Param2
1 AccessCntr 0000F9 1 1 14 0 3-Fully encrypted ‘/ 0 0

12.3.1 Settings in Controller and W3PORT

Before downloading a project master key in the controller with the utility program W3SMKEY,
the communication between the controller and XMP-BABYLON must be encrypted with the
following settings:

¢ In the controller: DIP switch block 3 - switch 7 to ON

* In the software: W3Port - activate datagram encryption.

* In the software: XMP-K32 - Dongle Flag 13 must be enabled

EN-RAFE BN NN I |

© Index ' Details |
ﬂ No. |Pon IPoII |Status ‘Errors |IP—Address IType |Name IComment
v

0009 80/09 v & 7444 1921685100 HEIXMP-K32 K32Adr. 9

Polling activated: v Point name: K32 Adr. 9
IP-Address: 192.168.5.10!| | Comment:
Subaddress: 0 1
Mode: 0 Datagram encryption: v Day M
PoliGroup (click right): 0 §oeluime consaton 0 0
Custom encryption(0-2): 0 e e 0 0
Redanad o= n Correct network errors: = =
' Controller Type: K32 - LX
. Serialnumber: 4868 |
Firmware-Version: 46 | [
Error counter for feature-activation: 0 |
- - —_ T— |
’12 = Enable Visonic Interface @  Activate ||
[ 13 = Enable Key-Diversification v
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12.4.1 General

XMP-BABYLON enables the management of the access authorizations of electronic door locks.
These elLocks are equipped with MIFARE DESFire® reader-heads and will be programmed
wireless via a programming tool with appropriate parameters (access levels, authorization

period, holiday calendar and MIFARE®-security keys). Then the eLocks work in an offline mode

Security System XMP-BABYLON

The eLock-Key Application

without direct connection to the XMP-BABYLON host computer.

12.4.2 Programming steps for Offline-eLocks and access readers

To get access to an offline door lock, the access rights must be written in the employee-ID with

dedicated readers. This is done daily. The access data for offline locks are defined in XMP-

BABYLON.

authorization reader(s)

elo-Download-File

I
Settings ! Settings for offline
for authorization readers | eLocks
I
I
I
W3K32P W3TM24P : W3SDEF W3HOLI
Definition of authorization readers MIFARE-Key | -Access level Holiday
- Flag 27 W3PORT Flag 9 Alarm | -Authorization calender
- Flag 14 W3K32P Flag/reader | | period
I
I
—» -MIFARE-Key
I
I
A v :
Download to : Y Y
I Create
I
I
I
I
I

2

Operating Manual

Write ,access rights on
card“ for elocks

EXMP-TMC22-23xx_Readers

A 4

U3elock

station

USB-Programming )})
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12.4.3 Settings in W3TM24P

In parameter 1, the start address is entered for writing back alarms from the eLock to the ID-

card.
File-ID 02
Block addresses eLock-Data__|
2 _
E g S S
4
5
5 DESFire parameters
7 MNo. Application |App\.-ID (hex) |FMe-\D |I(ey no. |Leng‘th |Oﬁset |Secunty parameters |HBy‘te ‘KDN’ |Param1 |Param2
8 1 AccessCntr 0000F8 1 1 14 0 3-Fully encrypted 00 00
3 2 eLock Key 0000F9 2 2 ] 0 3-Fully encrypted 31 00
n
1
12 —
13
14 P - W3Sdef [1] Local Server _
5 File Help
&
: =P @
18 —
13 —
20 v System ﬂagsl Security rules B XMP-eLock l ¢ Dongle Info
2
72 General Parameters for XMP-elock
23 Start accesslevel for XMP-eLock (0-9992 must be divideable by 8): 800
24 Number of accesslevels for XMP-eLock (must be divideable by 8): 200
25
o6 Logical start-blocknumber on the badge for eLock data: 1
7 Maximum number of blocks (a' 16 Bytes) on the badge to store eLock data (4-64): 34
28 Customer version number to be written on the badge (0-255): 17
23 MIFARE keynumber (0-5): » |2
20 . @a ()8
7 Elack- Aor B key: _ .
12 e e Number of days for variant 6
33
34 <

12.4.4 The fields Length and Offset

The entries for the offset and length parameters are set internally by the application.

12.4.5 Security-Parameter for eLock-Application

Depending on the used DESFire EV1 card type (e.g. ISO standard), it may occur that the eLock
data cannot be read in the communication mode "full encrypted" from the door cylinder. In this
case, the communication mode "Plain" must be used. Furthermore, this type of door cylinder
can neither read the ID-card number "fully encrypted", then the data stored in the logbook will
be either the UID (7 bytes) or depending of the settings, the card number read from a “PLAIN”

encrypted memory space.

More details are available in the documentation:

Card readers / Offline Card readers eLock / Documentation/ eLock

Program description

Operating Manual EXMP-TMC22-23xx_Readers Page 90 of 114



Security System XMP-BABYLON

12.5 Configuration of a MIFARE DESFire® parameter card

This function enables the programming of cards to configure the card reader with key-

parameters.

With the symbol ,Prepare parameter card’ of the window ,MIFARE DESFire® applications®, the

window ,Configuration of parameter card“ will open. The application data from the window
-.MIFARE DESFire® applications“ are taken over. But the data can be new defined or simply

changed.

@ Configuration of parameter card — O]

Mifare parameter setting card | elock service card ]

Key parameters for writing on parameter card

MIFARE DESFire

Application-|D; |0000F9

File-1D: 1

Key no. I

Key | [ Key visible during input
Length |16 Overwrites current key!!!
Offset 0

Security parameters  [3-Fully encrypted ~|

Data format IASCII |

[~ Read serial number
Write on parameter card with card reader no.: B -

Hint: During creation the reader configuration flags of reader 0 will be taken over.

Now the defined key-parameters can be written on the parameter card via the selected reader
address by clicking the symbol “Write current parameters on parameter car [ﬁ

Within the next 2.5 seconds after transmitting the data, the parameter card must be hold into the

card reader field. After expiring of this time frame, the data will be dismissed.

Special card reader properties should be deactivated during this operation.
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13 Reader specification Hitag®
With the registry card ,Hitag®, it is possible to configure specific settings for card readers of
types XMP-TMC2230 and XMP-TMC2330. These readers work in the low frequency range of

125 KHz and always read the serial number (UID) of the card. The current reader parameters
can be displayed with the program symbol @ “Parameter upload from card reader”.

The necessary card reader features are activated by setting a checkmark into the corresponding

field and a download in the reader with the symbol ®

P & S @ ¥ 8 €

> Reader status|| X MIFARE || ¥ HITAG| X LEGIC| X HID| X 20.Scanner|

0 L1 L2 13
1. Reads serial number of MIRO cards
2. Reads serial number of HITAG-1 cards
3. Reads serial number of HITAG-2 cards
4. Input of PIN or badge booking possible (PIN: 4..6 digit)
5. Card type identifier (0..2) will be set at position 1
6. Reserved
7. Reserved
8. Keyboard actitve, if a badge booking was performed before
9. Reserved
10. 4-Byte-UID in hexadecimal presentation

1 Meaning of the symbols in the task bar Hitag

Leave program

Read parameters from file

Save parameters into file
Parameter upload from card reader

Parameter download into card reader

E = ® [k & &

Import data/parameters from another controller
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13.2 Hitag® Reader Features

1 Reads serial number of MIRO badges

2 Reads serial number of Hitag®1 badges

3 Reads serial number of Hitag®2 badges

4 Input of PIN or badge booking possible (PIN: 4-6 digit)

Instead of a badge booking it is also possible to insert the corresponding badge
number directly via PIN code keyboard of the card reader. For this special case the
badge number check must be realized as 6 digit (not 14 digits) check. This number
has nothing to do with the secret code, which normally is entered in the personal

database “Badge Definition”.

Hint: The use of this option reduces the security

5 CARD TYPE identity (0..2) setting to Position 1

To ensure compatibility with 3rd party readers, the card type identity can be moved

from position 14 to position 1.
(0 = Miro, 1 = Hitag®1, 2 = Hitag®2).
10002774591265: ID card unknown Flag activated (Hitag® 1 on Pos. 1)

00027745912651: ID card unknown  F|ag deactivated (Hitag® 1 on Pos. 14)

All combinations of reading methods are possible.

6 reserved
7 reserved
8 Keyboard active, if a badge booking was performed first

If the reader is set in this way that the PIN input can also be executed if a Badge
booking was executed first (W3Port>Flag 24, W3K32P->tab. ,Reader/Flags’>Flag 5)
— with this option the reader keyboard can be deactivated for the time without
preceded badge booking. After badge booking the keyboard will be active for

approximately 10 seconds.

9 Reserved

10 4 Byte-UID in hexadecimal presentation

By default, the serial number (UID, 14 digits) of the card is sent from the reader in the

decimal format. When this flag is set, the transmission is done in hexadecimal format.
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14 Reader specification LEGIC® prime
14.1 General
The following data can be read from the Legic prime ID-cards:
o 6-digit ID-number
o 14-digit ID-number
o Serial number (UID)
o Data from Segment

o Data from segment with search string (Stamp max. 7 bytes)

14.2 LEGIC® Reader Features

With the registry card ,LEGICY it is possible to configure specific settings for card readers
(LEGIC® prime and advant) of types XMP-TMC2270/2280 and XMP-TMC-2370/2380. These

readers work in the frequency range 13.558 MHz. The current reader parameters can be

U

The necessary card reader features are activated by setting a checkmark into the corresponding

displayed with the program symbol ", “Parameter upload from card reader”.

field and a download in the reader with the symbol &

@wu_
[ =P & & @ ® = B

© Reader status | X MIFARE | X HITAG|| v LEGIC| X HID| X 2D-Scanner :anner |

Decimal output of serial number

If option 1 active -> PIN or badge possible (PIN: 4. 6digit)

Display ":;<=>7?" as "ABCDEF"

Output of data in Interflex format

Reader reads Legic prime cards

Reader reads Legic advant cards (ISO 14443A)

Reader reads Legic advant cards (ISO 15693)

Keyboard active, if a badge booking was performed first

. Prime compatibility mode - like TMC2470 (only for TMC2472/TMC2370)
10. 4-Byte-UID in hexadecimal presentation

©ONOO A WN

Legic reader type
(® Legic TMC2470 (prime) (" Legic TMC2370 (prime + advant)
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14.3 Meaning of symbols of the task bar LEGIC

':ﬁ Leave program

é Read parameters from file

% Save parameters into file

(ﬁ Parameter-upload from card reader

Li Parameter-download into card reader

=) Import data/parameters from another controller

@ Special definitions (reader type dependent)

14.4 LEGIC® Reader Features

1 Decimal output of the serial number
The hexadecimal serial number of a LEGIC-card is converted in the reader to a
decimal value and is sent to the door control unit in positions 1 to 14.
The LEGIC chip must be configured accordingly (see icon special definitions).
2 If option 1 active = Input of PIN or badge booking possible (PIN: 4..6 digit)
Instead of a badge booking, it is also possible to insert the corresponding badge
number directly via PIN-code keyboard of the card reader. For this special case the
badge number check must be realized as 4-6 digit check (not 14 digits). This number
has nothing to do with the secret code, which normally is entered in “Badge Definition”.
Attention: This option should only be used if the option 1 (decimal output of the serial
number) is activated. The use of this option reduces the security
3 Display ,.;<>?“ as ,ABCDEF*
Character conversion
4 Output of data in the format InterFlex
The Interflex memory data, encoded in the hexadecimal format, are converted and
sent by the reader in decimal.
5 Reader reads LEGIC® prime badges
Operative only with LEGIC® advant readers
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LEGIC® Reader Features

6 Reader reads LEGIC® advant badges (1ISO14443A)

Operative only with LEGIC® advant readers

7 Reader reads LEGIC® advant badges (1ISO15693)

Operative only with LEGIC® advant readers

8 Keyboard active, if a badge booking was performed first

With this option the reader keyboard will be deactivated. The PIN-code input can
only be executed if a badge booking was executed first. After badge booking the
keyboard will be released for approximately 10 seconds (W3Port>Flag 24,
W3K32P->tab. ,Reader/Flags’>Flag 5).

9 Conversion of Prime UID as XMP-TMC2470 (for TMC2472/TMC2370)

The hexadecimal serial number (UID) of the LEGIC® prime card is interpreted
differently in the LEGIC® advant chip as in the LEGIC® prime chip. To be

compatible in projects, the UID can be adjusted with this flag.
Example:

Result with LEGIC® prime-reader: 1484973202 (E4 58 82 92 hex)
Result with LEGIC® advant reader TMC2370: 1486021762 (58 92 E4 82 hex)
The setting of the flag allows to adapt the reader results between prime and advant

when reading the UID-number as identification.

10 4 Byte-UID in hexadecimal presentation

By default, the serial number (UID, 14 digits) of the card is sent from the reader in
the decimal format. When this flag is set, the transmission is done in hexadecimal

format.
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14.5 Reader configuration LEGIC® prime
These cards are suitable for multi-applications and have a programmable segment
length. Up to 127 applications can be stored in max. 1Kbytes. The serial number (UID) or

segment memory data can be read from the LEGIC® prime cards.

Legic reader type
® Legic TMC2470 {prime) (" Legic TMC2370 (prime + advant)

By using the selection box the reader

LEGIC® prime will be selected. By clicking on the button "Specific definitions@", the

configuration page is opened.

Depending of the Legic badge organization (segment settings), it is necessary to define the
position of the data and the security features in the badge. These parameters will be

downloaded in the readers.

g Legic setup parameters J

P LH S

Definition of the | egic setup parameters

-

Read 6-digit badge number (standard)
Read 14-digit badge number

Read serial number

Extended settings

B

Segment number: 1
Search string (max. 7 bytes. optional)

[ Activate CRC check

—

Zyklus-Zeit in 20ms -Schiritten: 4

Activate download of configuration data for following readers:

o |11 |12 |13 |a |15 16|17 | [ Selectall readers
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14.6 Definition of the LEGIC® Setup Parameters

Field

Description

Read 6-digit badge
number (Standard)

Standard parameters for transmitting the 6 digit badge number are
set. (Start pos. 14 >16 bytes)

Read 14-digit badge

number

Standard parameters for transmitting the 14 digit badge number are
set. (Start pos. 18 >16 bytes)

Read serial number

Standard parameters for transmitting the serial number of a Legic
badge are set. All input fields not necessary for this setting are faded
off.

Extended settings

All settings necessary for reading the required information from the
Legic badge can be performed by the user. All input fields are faded

n.

Number of bytes to

read

Number of bytes that must be read starting from start address. One
byte badge information consists of a two half byte information, which

will be transmitted separate to the door control unit.

Example: 11 bytes = 22 data to the system

Start address (dec.)

Relative start address (in decimal) in corresponding segment. Starting

from here the information must be read.

Segment number

Number of segment, from which the information must be read.

In connection with the search string (see Search string) it defines the

segment start number.

Activate CRC check

Activates an additional security step within the Legic chip. It causes,
that a CRC check (CRC8 or CRC16) via the read data will be
performed and compared with a CRC value stored at defined memory

position. In case that the CRC check fails no data will be transmitted.

Search string

(optionally)

A maximum 7 bytes search string can be entered here.

In connection with the field ‘Segment number’ (has to be considered
as start segment for searching) the card information is read from this

segment where the search string — entered here - was found.

CRC-Address

Specification of CRC-Address in segment

Cycle time in 20 ms

steps

Special application

Operating Manual
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14.7 LEGIC® Prime Applications
14.7.1 Reading badge number from segment X

The card number can be reader as 6-digit or 14-digit from the specified segment.

Definition of the | eqgic setup parameters

-

Read 6-digit badge number (standard)
(" Read 14-digit badge nurnber

(" Read serial number

(" BExtended settings

Segment number: 1

Search string (max. 7 bytes, optional) |

14.7.2 Reading the badge number with Search string

Definition of the Legic setup parameters

(" Read B-digit badge number (standard)
(@ Read14-digithadge number
(" Read serial number

{ Extended settings

Segment number: |1

search string (max. 7 bytes, optional) |1234

The badge number is read from the segment where the search string (Stamp=1234) was found.
The search starts from segment 5. If the specified search string does not exist, no data will be

sent back.
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14.7.3 Reading badge number with extended settings

Here it is possible to define the beginning and the length of the data to be read.

Definition of the | egic setup parameters

" Read 6-digit badge number (standard)
(" Read 14-digit badge number
-

Fead serial number

@ Extended seftings
Start address (dec.): 1
Murnber of byltes to read: 1

Segment number:

Search string (max. 7 bytes, optional)

1T

14.8 Download of LEGIC Prime reader settings

The download of the Legic configuration data in the card reader is realized with the symbol 3

,Parameter download into the readers’.

The card reader acknowledges the download with an optical and acoustical signal.

Activate download for the following card readers:

to [t 12 (13 4|15 16 |17 | ctallreaders
v v Y

The parameters created on this page can be stored on encrypted way into the file $$FES.386
o
into directory EXOS386P> or ACL32>, with — (,Save current Legic parameters®) and can

iy
also be uploaded from there = (,Get last defined Legic parameters®).
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15 Reader specification LEGIC® advant

LEGIC® advant cards are compatible with the ISO standards 15693 and 14443A. Here, up to

127 applications (segments) in max. 4K-bytes can be stored.

15.1 Additional hint for LEGIC® chips SM4200 and SM4200M
15.1.1 SM4200 - LEGIC® prime & advant

In W3TM24P (beginning with Version 3.1s) the readers XMP-TMC2370/80 (SM4200) shows a ,-

010“ under ,Type“ und ,Bootloader version”.
TE8 WaTM24P [1] Local Server h 9 2 = » CSRI X )
¥ & @ 7 @

7 Loser-Status | v Mifare | X HITAG | v LEGIC | X HID| X 20.Scanner

N Typ Senennummer Firmware-Version Bootloader-Version
0 XMP-TMC237x -010 4000 LEGS5T-T237x V1.5, 12.05.16 Bootl. LEG65T-T237x-010 V1.4, 08.04.2016

010 = LEGIC® prime & advant - UID and memory

&

The segment no. for LEGIC® prime & advant begins with “0”. The older
version TMC2370/80 (SM2570) begins with “1”.
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15.1.2 SM4200M - LEGIC® prime & advant / MIFARE® classic & DESFire EV1

In W3TM24P (beginning with Version 3.1s) the readers XMP-TMC2370/80 (SM4200) shows a ,-
020" under , Type“ und ,Bootloader version”.
"8 W3TM24P [1] Local Server b

P & ¥ VNV @

< Leser-Status | v Mifare | X HITAG| v LEGIC| X HID| X 20-Scanner

N |Typ | Senennummer Firmware-Version | Bootloader-Version

0 XMP-TMC237x  -020 4000 LEG6ST-T237x V1.5, 12.05.16 Bootl. LEGSST-T237x-020 V1.4, 08.04.2016

m 020 = LEGIC® prime & advant - UID and memory / MIFARE® classic &
DESFire EV1 - UID and memory

m The segment no. for LEGIC® prime & advant begins with “0”. The older
version TMC2370/80 (SM2570) begins with “1”.
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15.2 Meaning of the LEGIC® advant Parameters

Legic reader type
® Legic TMC2470 (prime) (" Legic TMGC2370 (prime + adwvant)

By using the selection box the LEGIC® advant reader

is selected. By clicking on the button "Specific definitions@", the configuration page is opened.
It needed to inform the LEGIC chip, exactly where and with what security features are required
to read the card data.

The LEGIC-Chip in the badge has to known the start address, the length and the security

features of the data to be read.

ﬂ LEGIC advant applications

B L S

LEGIC parameters

No. |Application |seg-Mo |seg-Type  |startadr |Length |CRC-Cck |CRC16? |CRC-Adr.|ASCI? | Search-String (hex) |
1 |AccessCntr 2 Data 10 14 v 25
[ _—
Header Search string :—> Data CRC
|

Advant Segment No. 2 (schematic)
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Meaning of the LEGIC® Parameters

Function

Description

No.

Number of the application

Application

Name of the application:
AccessCntr = Access control by using memory data

UID = reading serial number of LEGIC® card

Seg-No.

Number of the segment from which the data will be read.

Seg-Type

Selectable are data segment (standard) or LEGIC® access segment

StartAdr

Start address in the relevant segment from which the information must be

read (in decimal format).

Length

Length in bytes of the return.

If this value exceeds the real encoded length, the reader will not return any

information to the system.

CRC-Cck

If the flag is set, a comparison is done between the redundancy check of the
specified data on the card during the card encoding and the value in the field
"CRC addr.". If both data match, the badge data are sent - otherwise not.

By default, a CRC8 calculation is performed. If the badge encoding has been
realized with a CRC16 calculation, the flag in the field “CRC16” must be set

too.

At Prime-cards (only for Prime-cards!) the CRC-calculation could integrate
security functions and/or the stamp. Depending on these settings, the flags
for CkStmp and/or CkWR must be set.

CRC16

The CRC check is performed as CRC16, and not as CRC8.

CRC-Adr.

The CRC8 or CRC16-value is written in this address.

ASCII

The encoded user data are interpreted by the reader as ASCIlI-data.

e.g.: 313233 34 35 36 37 38 =,12345678..“ as ASClI-data

otherwise ,3132333435363738..“ as half bytes
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Meaning of the LEGIC® Parameters

Function Description

SearchString | A maximum of 7 bytes search string can be entered here.

In connection with the field ‘Segment number (has to be considered as start
segment for searching) the card information is read from this segment where

the search string is found.

StamplL* Only prime!! In the “advant Philosophy” the stamp does not belong to the
utilizable data of the segment. An entry of a stamp length accomplished here

takes the Stamp information off from the data information.
e.g.: Stamp + user data BC0O0A01112345678901111
input StampL =4: - data =,12345678901111“

else StampL =0 - Data = ,BC00A01112345678901111¢

CkStmp* Only prime!! Stamp data were involved during the coding of the card to the

CRC calculation.

CkWR.* Only prime!! Protection features (WRP/WRC/RD) were involved during the

coding of the card to the CRC calculation.
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15.3 Reading the LEGIC® advant Application
15.3.1 Reading the UID-Application

The UID-function (serial number, 7 bytes) is activated in the field “Application”. All other fields

are meaningsless.

£23 LEGIC advant applications —|C
P S S| @
-~
LEGIC parameters
No. Application |Seg-N0 |Seg-Type StartAdr |Length |CRC-Cck |CRCL6? |CRC-Adr. ASCI? | Search-String (hex) ‘StmpL* CkStmp™ | CKWR..™
1 U

15.3.2 Reading the Access Control-Application

The badge number is read from the memory of the card (application = AccessCntr) with
corresponding access parameters. In the following parameters the badge number is read of
segment 1, start address 0, length 14 bytes, no CRC-check and no Search-String.

LEGIC parameters

No.  |Application |seg-no |seg-Type |startadr |Length | CRC-Cok |CRC16? |CRC-Adr. [AScIP | search-String (hex) |stmpL* | ckstmp™ | clwr.. >
1l AccessCntr 1 Data 0 14

*For LEGICZ prime cards only - if required.

15.3.3 Reading the Access Control-Application with CRC-Check

The badge number is read from the memory of the card (application = AccessCntr) with
corresponding access parameters. In the following parameters the badge number is read of
segment 3, start address 0, length 14 bytes, CRC-check, CRC-Value stored in address 19

(decimal), and no search-string.

Q LEGIC advant applications

H S S @
\=
LEGIC parameters
No. |Application |seg-no |seg-Type |startadr |Length |cRc-Cek [cRC16? |CRG-Adr.|Asc? | search-String (hex) |stmpL= | ckstmp* | ckwr..*
1 | AccessCntr 3 ‘Data 0 14 v 19
Header Search string > CRC

—

Operating Manual EXMP-TMC22-23xx_Readers Page 106 of 114



Security System XMP-BABYLON

15.3.4 Reading the Access Control-Application with search string

As search string with an up to 7-byte value (Hex) can be specified. In connection with the field
“segment number”, whose value gives the start of the search (segm.2), the data are read from

the segment in which the search string will be found (segment 4).

LEGIC Parameter

Nr. Anwendung |Seg-N0 |Seg-Type |Star‘tAdr |Length |CRC-Cck |CRC16? CRC-Adr. | ASCII? |Search-5tring (hex) |
1 AccessCntr 2 Data 0 14 12ABCDE
Segment 1 | Segment 2 || Segment 3 Header Search string Badge number
g g 12ABCD ¢} Segment 5
— _
N
Segment 4

15.4 Download of LEGIC® advant reader settings

The download of the LEGIC® configuration data in the card reader is realized with the symbol
"3' ,Parameter download into the readers’.

The card reader acknowledges the download with an optical and acoustical signal.

Activate download for the following card readers:

w | 12 |13 4|15 |16 |17 ]

The parameters created on this page can be stored on encrypted way into the file legk.FIL into
o
directory EXOS386P> or ACL32>, with = (,Save current LEGIC® parameters*) and can also

1t
be uploaded from there = (,Get last defined LEGIC® parameters®).
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16 Reader specification HID iClass® (13.558 MHz)
The TMC2390/2395 reads HID iClass® ID cards with 14-digit card number and the formats
H10301 (26 bits) and Corporate 1000 (35 bits). The reader parameters can be displayed with

the icon @ . The reader properties will be enabled by placing a check mark in the appropriate

field and subsequent download of the parameters i ).

w01 Loca server SR e
P &5 S 8 8 8 D@

5 Reader status | X Mifare | X HITAG | X LEGIC |+ HID Ix 2D-Scanner |

L1 12 L3 L4
1 Keyboard actitve, if a badge booking was performed first
2 If option 1 active -> PIN or badge possible (PIN: 4__6digit)

16.1 Meaning of the symbols in the tool bar HID

':ﬁ Leave program fi Parameter-download into card reader
é Read parameters from file £ Import data/parameters from another
% controller

Save parameters into file
@ Special reader definitions

=

Parameter-upload from card reader

16.2 HID® Reader Features

At time the following settings are available:

1 Keyboard active, if a badge booking was performed first

With this option the reader keyboard will be deactivated. The PIN-input can only be
executed if a badge booking was executed first. After badge booking the keyboard will
be released for approximately 10 seconds (W3Port>Flag 24, W3K32P->tab.
,Reader/Flags’>Flag 5).

2 If option 1 active = Input of PIN or badge booking possible (PIN: 4..6 digits)

Instead of a badge booking, it is also possible to insert the corresponding badge
number directly via PIN-code. For this special case the badge number check must be
realized as a 6-digit check (not 14 digits). This number has nothing to do with the
secret code, which is entered under “Badge Definition”.
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17 Reader specification 2D-Scanner

The reader XMP-TMC2450-TUR-2D is a dual reader capable to read 1D/2D barcodes or
MIFARE® classic & DESFire® cards. The reader settings for MIFARE® are performed in the
registry “MIFARE” and the barcode settings in the registry "2D Scanner".

The communication protocol “Secucrypt” is required for these readers.

The current reader parameters can be displayed with the icon ﬂ , “upload parameters from

the reader”. The reader properties will be enabled by placing a check mark in the appropriate

field and subsequent download of the parameters ﬁ ).

17.1 2D-Scanner reader features

At time the following settings are available:

'3 W3TM24P 1] Local Server

(9 2 & & & 2 ©| @

= ReaderstatUSH X MIFAREl X HITAGl X LEGICl x HID“\( 2[:-.5canner|

L
1. Activates "Aiming" v
2. Eleminates duplicate bookings
3. Deactivate scanner
4. Deactivate reading head

1 Activate ,Aiming*

2 Eliminate duplicate bookings
3 Deactivate scanner

4 Deactivate reading head
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18 Firmware-Update of readers

If the SecuCrypt® communication is active, it is possible to execute a firmware update for the

card readers with the symbol “Reader firmware download” of the reader configuration program

W3TM24P.

#: W3TM24P [9]

&[] @

s | Wifare |

I

No. [Type Suchenin: | () V1.4

(1] XUPTHCZ230/2430 [Elt2452v44 DESFire:hexi
2 |XMP-TMC2250/2450

3 XMP-TMC2250/2450

4

5

6

7

15/12; 17:00

15/12;17:00
15/12;17:00

| Bootloader, V1.6, (

Bootloader, V1.8, :
Bootloader, V1.8, &

The firmware must be available as ,TM23xxVxy.hex* file for being downloaded into the selected

card readers.

In case of a successful firmware download, the yellow, green and red LEDs will flash in

subsequent way.

2 W3TM24P [1] Local Serve

W @

| % Hitag | X Legic| X HID| X 2D-Scanner |

| Seriennummer | Firmware-Version

| Bootloader-Version

ponm
1 | seen[Toomwr ] cmom-

Name : Anderungsdstum Typ

i

weurden keine Suchergebi nden.
A Es wurden krine Suchergebnisse gefunde

Detename. - Ofinen
Detetyp. Faacsr Frmware fle (*hex) - Aebrechan
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19 Data points and attributes for readers

The status of the reader is given with the data point attribute values of type SY, Card 1, 2 and 3.

More information about data points, attributes and routines are available in the data point
documentation "GW3POIN".

-
Type Card No. Channel No. Attributes ]
N\
— 0 —> Internal system information
o | 1 —> of the controller and firmware
— 2 —> XMP-TMC3500/ANPR data
— 3 —> FacePass data
\
o1 [ —> Controller data
— 1-8 —» Reader 1-8
02 Extension data
— 18 ' Reader 1-8
| Data about last booking
03 1-8 on reader 1-8
J
SY | PalmVein data
(System) 04 1-4 Reader 1-4
— 015 —>» XMP-KDM16 Addr.1-16 Inputs
o5 [ 16-23 —» XMP-KDA24 Addr. 1-8 Outputs
— 24 —> XMP-GA-Al Addr.0
— 25 —> XMP-GA-Al Addr.1
48 gperic; gnline Data
07 oor 1-
39 > Network data
Type of controller, local IP-Addr.
08 — Data about recording of IP-
— 14 —» cameras
16 — 14 : Status of connected XMP-RIM-
Modules Addr. 1-4
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www.autec-security.com

FEDERAL COMMUNICATIONS COMMISSION INTERFERENCE STATEMENT
This equipment has been tested and found to comply with the limits for a Class B digital device, pursuant to part 15 of the FCC Rules.
These limits are designed to provide reasonable protection against harmful interference in a residential installation.
This equipment generates, uses and can radiate radio frequency energy and, if not installed and used in accordance
with the instructions, may cause harmful interference to radio communications. However, there is no guarantee that interference
will not occur in a particular installation.
If this equipment does cause harmful interference to radio or television reception, which can be determined by turning the
equipment off and on, the user is encouraged to try to correct the interference by one or more of the following measures:
-Reorient or relocate the receiving antenna.
-Increase the separation between the equipment and receiver.
-Connect the equipment into an outlet on a circuit different from that  to which the receiver is connected.
-Consult the dealer or an experienced radio/ TV technician for help.

CAUTION:

Any changes or modifications not expressly approved by the grantee of this device could void the user's authority to operate the
equipment.

This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may not cause
harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.

RF exposure warning

This equipment must be installed and operated in accordance with provided instructions and the antenna(s) used for this transmitter must
be installed to provide a separation distance of at least 20 cm from all persons and must not be co-located or operating in conjunction
with any other antenna or transmitter. End-users and installers must be provide with antenna installation instructions and transmitter
operating conditions for satisfying RF exposure compliance.

FCC ID:2A6AAXMP2357

Copyright © 2016 AUTEC Gesellschaft fur Automationstechnik mbH - All rights reserved

Revision: July 2016 - This issue replaces all previous issues. Availability, errors and specifications are subject to

change without notice.

The information presented in this document is for informational purposes only and may contain technical

inaccuracies, omissions and typographical errors.

Transmitting as well as copying of this document, utilization and communication of its contents are not
permitted, if not explicitly allowed. Contravention obliges for compensation. All rights reserved for the case

of patent allocation or registered design registration.

The list of information in this manual occurs according to best knowledge and conscience. AUTEC gives no
guarantee for the correctness and completeness of information in this manual. In particular, AUTEC cannot be made

liable for consequential damages, which are due to erroneous or incomplete information.

Since mistakes - in spite of all efforts - cannot be avoided completely, we appreciate hints at any time.

The installation recommendations gained in this manual presume the most favorable general conditions. AUTEC

gives no guarantee for the perfect function of an installation in system foreign environments.

AUTEC gives no guarantee that the information of this document is free from other industrial property rights. With this

document AUTEC grants no licenses for own or other patents or other industrial property rights.
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  -Connect the equipment into an outlet on a circuit different from that     to which the receiver is connected.
  -Consult the dealer or an experienced radio/ TV technician for help.
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This device complies with Part 15 of the FCC Rules. Operation is subject to the following two conditions: (1) this device may not cause harmful interference, and (2) this device must accept any interference received, including interference that may cause undesired operation.
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This equipment must be installed and operated in accordance with provided instructions and the antenna(s) used for this transmitter must be installed to provide a separation distance of at least 20 cm from all persons and must not be co-located or operating in conjunction with any other antenna or transmitter. End-users and installers must be provide with antenna installation instructions and transmitter operating conditions for satisfying RF exposure compliance.
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