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Hardware description

1.1. Installation of equipment :

A.Install the copper pillar first :




B. And then install the upper plate :

Screw the screws and lead copper posts on the upper plate

C.Install low frequency antenna :

Tip: The low-frequency antenna can also be installed in four symmetrical positions on the
top, bottom, left, and right, and you can choose according to your preferences. In the

recommended way, the two antennas have the least influence on each other.



IC HF card placement location :

The IC card is recommended to be placed on the back of the device and aligned with the
device, which is the most stable.



.
:
:
3

portasle ANT V2.0
Center freq:12%¢

LF

Place the card as shown in the picture above. Normally, there is no problem. In addition,
please keep away from metal objects and metal tabletops. Individual keychains or small
cards with poor signals can easily interrupt the reading and writing. At this time, you
can read the card as shown in the figure below and put the low-frequency antenna

under the high-frequency antenna to solve the problem.

3.ID low frequency card placement location :



£2,53213

cz2

1

0010014691

Just stick the card on the circular antenna

Some ID cards have poor signal, you can install the circular antenna on the

left side, the sensitivity of the card reading will be improved

4.0ther parameters :

( When the low-frequency antenna is installed on the right side)

# LF antenna: 29.84V @ 125.00 kHz
# LF antenna: 32.31V @ 134.00 kHz
# HF antenna: 28.43V @ 13.56 MHz

(When the low-frequency antenna is installed on the left side)

# LF antenna: 43.86 V @ 125.00 kHz
# LF antenna: 24.48V @ 134.00 kHz
# HF antenna: 25.13 V @ 13.56 MHz

Factory firmware version : 2.5
Operating Voltage

3.5-5.5V

Working current :

50-130Ma



— . Driver Installation

The following is an example process of W7 64 installation. The
installation of different systems is slightly different, please refer to the
under this folder

AWindows XP Windows 722235
| B.Windows 8 Windows 10223215,
é L [W7_64TRE0E0] MBEESHAREMNEEZN  QeEERE5G 7 ot

Lz 4t | proxmark3.inf

Guide to operate :

4 = tssmcu-PC-E40

g IDE ATA/ATAPI $=5138
0 wEs
o REEARR
P =iy
. HE
Lo

4[5 BEftiRE

HE 10 ;ﬁﬁ]&g{
&5 MEEEA EEEREEESEA)
{ FE.E B#e
)‘j BRI
§ EEscEEsE
= BeaE

oY FEmEEE
. EriaE

>y NERER

1.Connect PM3 to the computer, right-click the properties of the unknown
device in the device manager

2.Click Update Driver
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2.Click below-- Browse the computer to find the driver software (R)

RIS ZIRERE R ?

> ENEREHABKEIEFIRIHS)
Windows HEEEHITHENIAD Internet HSRATIEXRENSHIRNEFR
%, BIEERE SRR,

> RS ENUABEHIREFEFRIHR)
EUE SRR,

3.Click below--Select from the computer's device driver list (L)

LS B ERIREERIE
EURC BTN
v | MER.
VI aEFxHsE
> MHTENIRERIIEFFIETISIEL)
HFIEEET Bl RS R s T R38R

FrERaEFRE.

4. After the next step, install from disk
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SRE AN ERNR SRR
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[T | CEE]

5.Select the drive directory, select the drive file

HIaE]Es

EHERE@: j« CIC (new serial interface) Q e (} g v
@ } E zg{iﬁmlﬁﬁ e :
a,&gﬁgmg S 3R 2013/3/7 19:08 :
A B vtssmcu
= LE .
| RFIDGEATifist
== L RAER
N | BARIEF
E | pm3-bin-2.0.0
FHATOE | Windows Drivers
m COC (new serial 1ntert'ac»'::_li

6. Next step
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Proxmark3

MERZE(H)...

[ T2 | [ 5 |

7.Click below-- Always install this driver software (I) , finish drive install.

~

[ @ Windows =% I lil

@ Windows Fo23iE I AR AR H B A =

> FEEMHIRAMEFTAFN)
| AEESEEORE  RERENEFRNEFRE,

> MR ARARE R
{REsR O ERM AR, RRRRE S KU TS
RS ENSRREE.

(v) ESEEEE0D)

If everything is normal, a virtual serial port will appear. As shown below :

,@r &0 (COM #a LPT)
. .Y Proxmark3 (COMS)

COMS can be any number, and the driver installation is now complete,

Reasons for unsuccessful driver installation and solutions :
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1. The driver signature verification is not turned off, just turn off the driver signature
verification.

2. WINDOWS may be a simplified version of GHOST.

3. Use a virtual machine to connect to the device.

4. The system lacks dependent files.

5. Try another computer or another USB port for a try

PM3 compatible system: XP/W7/W7 64/W8/W10/LINUX/Android
(requires relevant knowledge)

= . Quickly test basic functions

47 &0 (COM 1 LPT)

First check the serial port number in the explorer : = ' Proxmark3 (COM20)

Then open the file in the official firmware directory, (our fimeware is pm3-

bin-V2.5)' EAHNEE » pm3-bin-2.0.0 » win32 (client+GUI) ',dauble click

™ Proxmark Tool.exe

Select the correspondina serial port after
. COM PORT  HEY ~

opening If the

bottom is blank, the connection is normal.

ERROR: invali ; o . .
OR: invalid sexial port yn4icates that the connection is not

If display
normal,
Try to plug and unplug the USB again, first select another serial port number, and
then plug in the USB, and then select the correct serial port after the ding-dong
sound.

Note that if you cannot open the serial port several times in a row, you need to
close the "Proxmark3.exe" process in the task management

1.Antenna voltage test:

13



r—
M_Proxmark Client By El
! = :
. —_— — = >
[7] Expand TreeView COM PORT COMiZ COMMAND TO SEND hw tune ) 7
G " ; » || PM3\Hardware\Tune BLA] U\Eﬁtﬁ‘u)\?ﬁ‘é i
[#-HF (High Frequency ] ¢
~LF (Low Frequency) TEST  ANTENNA " =
(51 DATA AT AR R AE
E|--H:ardware Measure antenna tuning
i Detect Reader =
;"“FPG" 0ff 5 This command can be issued to verify that the an
BU:D sweep to complete and the cutput values to be pr
. ~Send Commands in this region:
i ‘wReset LCD L
wRaad Flash Hemory, ¢ LF antenna @ 33.97 V @ 125.00Khz
“Resal T3 “ || & LF antenna @ 22.29 V@ 134.00Khz
“:""’; ﬁ_““’“‘s ¢ LF optimal @ 33.97 V@ 125.00Khz
~iux oettings s b AN ¢ HF antenna @ 14.27 V @ 13.56&Mhz
- Tune  ummm— pinE SRRl Rezd the =actinn nn antenna bnildina far mare de
- Version ag | K 1
Log
-
proxmark3> hw tune
Measuring antenna characteristics, please wait.........
# LF antenna: 36.99 V @ 125.00 kHz AR 4R7r125KBY B E
¢ LF antenna: 29.01 V @ 134.00 kHz
¢ LF optimal: 41.33 V @ 127.€¢€ kHz s <
# HF zntenna: 24.21 V @ 13.56 MHz 23K E%7E13.56MBY BB E
Displaying LF tuning graph. Divisor 89 is 134khz, 395 is 12Skhz.
proxmark3>
Ready! s
- 5“

When testing the resonant voltage of the antenna, do not place cards or metals
around the antenna, otherwise the measurement result will be low

1.Read the high frequency card test :

m Proxmark Client By

- P!II&‘HF - ; PM3\HF (High Frequency)\ISO14443A\14443A READER
= 1 Y equency,
(- IS014443A E
144434 LIST /
144434 READER \
144434 SEND RAH COMMANDS
144434 COLLECT UIDs

Laian sTATE AGEEESE, R EARE

- 144434 SHOOP 3y
- 144434 TAGs u&%}#%%ﬁ%o
i#- Infineon
(#- Innovision/Broadeom
=- l"foPHILIPS
[=-MIFARE (Originals/Clones/Chinese)
i [F-Classic Tags
1 ]

proxmark3> hf 14z reader = -EH‘H:',F@T’{E'JUID‘EJ‘

ATQA : 00 04

UID : 51 33 38 dd L —

: 08 [2]
: NXP MIFARE CLASSIC 1k | Plus 2k SL1
proprietary non iscl4443-4 card found, RATS not supperted

::2:::?:1{;: chinese magic backdoocr commands: NO Jzijgka—‘_\,_l% H-UID%E\E- [y\ {L%Ei
~E SME ] EAZERUIDAT = 0y fix
" EEARR"RMNMUIDR

You can try to test the cards by putting different cards "M1 S50" and "M1 UID" on the
antenna.

14



[7] Expand TreeView

COM PORT

comiz

COMMAND TO SERD

(=) PM3
#-HF (High Frequency)
=-LF (Low Frequency)
- SEARCH LF
INVESTIGATE LF
-~ SEND RAY COMMAND

- SNOOF
- SIMULATE LF TAG

- SIMULATE LF ASK
~SIMULATE LF FSK
- SIMULATE LF PSK
- TAGs
- Help

~READ 125kHz/134kHz ID
- CONFIGURATION ON DEVICE

- SIMULATE LF BIDIRECTIONAL

PM3\LF (Low Frequency)\SEARCH LF

Press button to search a 125kHz unknown tag; if
then check the read samples against EM410x, HID
If offline it will check inside the graphbuffer

D Check to use graphbuffer insted of a real tag
[7] Check to search for unknown tags (raw fsk, ask/man

WERE, SeEaan
— S, LEDSEEND

W2 EDIEE

Example:

< | 1

CLEAR

o =
o
L3

"Mmmmm

NNNNN

3.5B
3.5C
14/IK2
15/IK3
20/ZKR

~gooo

Other
Pattern Paxton :
Pattern 1
Pattern Sebury :
Valid EM410x ID Found!

: 000.52821

: 018.52821

: 003693684854¢61
: 00045527567018¢6
: 0€100000120807031010

_ARERERS, fRR B

: 52821_015_01298005
1445465173

: O0x4AA3DC - 4891612
$2821 19 1298005

(hex: CESS 13 13E55)‘ﬁ%ﬁﬁ+ﬁ1&%‘ﬁ§iﬁﬂ/‘?\ﬂ5§

prommark3> W jramo lphsio

Ready!

You can try to test the card type by putting different cards "HID" and "T5577" on the

antenna.

The sensitivity of this command to read the ID card is not good. When some cards cannot be
read, you need to use another command to read, as shown in the figure below.

[7] Expand TreeView

COM FORT COMT

v

COMMAND TO SEND

HF (High Frequency)

[=-LF (Low Frequency)

- SEARCH LF

- INVESTIGATE LF

- SEND RAY COMMAND

- READ 125kHz/134kHz ID
- CONFIGURATION ON DEVICE
- SHOOP

- SINULATE LF TAG

- SIMULATE LF BIDIRECTIONAL
-~ SIMULATE LF ASK

- SIMULATE LF FSK

- SINULATE LF PSK

[=-TAGs

EM410xread
EM410xdemod

EM410xwrite

f WMALEN-And

nm

m

PM3\LF (Low Frequency)\TAGs\EM4x\EM4 10xwatch
[\ Check to nse 134kHz

SCAN FOR TAGS

Log

CLEAR

}
Other

DEZ 20/2K

§3219_152_10014691
Pattern Paxton : 1152151971
Pattern 1 : Ox&4ABE7 - 6597807
Pattern Sebury : 532139 24 1626083

proxmark3>

02020000010915031207

(hex: CFE3 18 18CFES3)

Ready!
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Page up after reading, as shown in the figure below, the red box is the ID card number :

Log CLEAR

Checking for known tags:
EM410x pattern found:

=M TAG ID : 4400598cfe3
Unique TAG ID : 220015£3c7
Possible de-scramble patterns
HoneyWell IdentKey {

DEZ 8 : 10014691
DEZ 10 : 0010014631
DEZ 5.5 : 00152.53218
DEZ 3.52 : 068.53219

Note: Some T5577 empty cards cannot be read before they are initialized. We need to
write the ID once to read them. Some cards have an ID number by default.
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. Four. Card basics

Common cards are:

Type Frequen| Characteristic
cy
Mifare S50 (M1) high The most common card, each card has 4
frequen| unique UID number, which can be stored
cy Store modified data (student card, meal
card, bus card, access card)
Mifare UltraLight (MO) high Low—cost card, factory—cured UID, can
frequen| store modified data
cy (Metro card, bus card)
Mifare UID(Chinese magic card) | high Variant version of M1 card, UID can be
( UID card) frequen| modified, called China abroad
cy Magic card, can be used to clone the datal
of M1 S50 completely
EM4XX ( ID card) high Commonly used solidified ID card, factory
frequen| solidified ID, can only read but not write
cy (Low—cost access card, community access card,
parking lot access card)
T5577 (Modifiable ID card) Low It can be used to clone ID card, the
frequen| factory is empty card, it can also have
cy sectors inside

Store data, and passwords can be set for
individual sectors.

HID Prox II C HID) Low Low—frequency card commonly used in the
frequen| United States, rewritable, not used with
cy other cartoons

M1 S50 card introduction.M1 S50 is the most commonly used card in China, also known
as IC card.Developed by NXP, a subsidiary of Philips, domestically produced compatible
cards are also available, but the card information cannot be determined. The card

information is as follows:

[ —
proxmark3> hf 14z reader
ATQA - 00 04

UID : b2 a& de 1d

SAK : 08 [2]
TYPE : NXP MIFARE CLASSIC 1k | Plus 2k SL1
proprietary non iscl4443-4 card found, RATS not supported
Answers toc chinese magic backdoor commands: NO
prcxmark3>|

17



When you see TYPE: NXP MIFARE CLASSIC 1k | Plus 2k SL1
It means this is an M1 S50 card.

This kind of card is like a small-capacity U-disk, which is inherently mandatory to
encrypt. The password cannot be cancelled.

The factory will set the password to the default password that everyone knows,
FFFFFFFFFFFF. easy to use

BE R 3R 2
0 0 BCS9FCOF160804000138E31F63B2971D

0 1 00000000000000000000000000000000 | =
0 2 00000000000000000000000000000000

0 3 FFFFFFFFFFFFFFOTS069FFFFFFFFFFFF

1 4 00000000000000000000000000000000

1 5 00000000000000000000000000000000

1 6 00000000000000000000000000000000

1 7 FFFFFFFFFFFFFFOTS069FFFFFFFFFFFF

2 3 00000000000000000000000000000000

2 9 00000000000000000000000000000000

2 10 00000000000000000000000000000000

2 11 FFFFFFFFFFFFFFOTS069FFFFFFFFFFFF

3 12 00000000000000000000000000000000

3 13 00000000000000000000000000000000

3 14  00000000000000000000000000000000

s _ 1S  FFFFFFFFFFFFFFOTS0ROFFFFFFFFFFFF  ~
< | 11} )

As shown in the figure above, it is the data structure of a card. There are 16 sectors in
total, and each sector is composed of 4 blocks. The first three blocks of the 4 blocks
are used to store data, and the last block is used to store passwords. Just like an
encrypted small U disk, each sector has two passwords for common management.
Screenshot of single sector data:

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00
00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

00 00 00 00 00 00 00 00 00 00 00 00 00 00 00 00

iff EffF £ Ff ff* CL_

It can be seen that there are four rows in this sector, each row is a block, and
the first three blocks store data. The fourth block is to store the password. The
two yellow circles are the A password and the B password. The middle four
bytes are the control word, which is used to manage the password authority,

18



just like the password setting option of the safe, which is used to set A and B
Password function. When it is not modified by default, you can use the A
password to read and write all data. Password A cannot be read out, password

B can be read out with password A.

19



Although the password is stored there, the password is not necessarily readable. This is
determined by the control word. Please refer to the [Card Information] folder for the
detailed comparison table setting table.Except for the first sector in the M1 card, the
structure of the other 15 sectors is exactly the same. The following figure shows the

structure of the first sector:

000000 00000000000000000000000000

00 00 00 000000 00000000000000000000
1 5 i i i 1 i 0

The red circle is not only the UID number of the card, but also a unique and unmodifiable
ID sequence for each card. It can be read without a password. The rest of the data in block
0 of the first sector is factory built-in, including manufacturer and card information. Can not
be modified. Can only read.

M1 UID card introduction

The M1 UID card is a variant card specially made by the Chinese for the M1 S50 card. It is
used exactly the same as the M1 S50 card, except that it has one more function, that is, the
data of the 0 sector block can be modified at will. Therefore, the UID number can also be
modified at will, and the manufacturer information can also be modified at will, hence the

name of the UID card.

|proxmark3> hf l4a reader

ATQA :- 00 04

UID :- a2 £7 90 7é

SREK :- 08 [2]

TYPE : NXP MIFARE CLASSIC 1k | Plus 2k SL1

proprietary non iscl4443-4 card found, RATS ncot supported
Answers to chinese magic backdoeoor ccmmands:
proxmark3> |

As shown in the figure, "YES" means it is a UID card. But some UID cards with poor

20



compatibility will display NO , Cards with poor compatibility can be written with both
software, but when reading data, the Chinese GUI cannot read the data, and the
English GUI can read the incomplete data of the last block.
The advantage of this modification is that the M1 S50 card can be copied perfectly and
the UID number is exactly the same. In this way, if the card reader has a verification
UID number, there is no problem.
UID card modification 0 sector 0 block data is to enter the factory mode by instructions,
you can directly edit any data of the whole card, you can read and write the card
without a password, and you are not afraid of writing bad cards, even if you write
wrong 0 blocks, write bad sectors The control word can also be repaired at any time
without affecting the subsequent use, so it is widely used and won the hearts of the
people.
But the disadvantage is that the new card reading system can detect the UID card by
detecting the card's response to the special command, so it can deny the UID card's
access to achieve the function of shielding the copy card. But after all, it is still a
minority.

M1 FUID, CUID card introduction
The FUID card is optimized by the Chinese for the UID card. As mentioned above, the
UID card will be detected and therefore blocked. The FUID card is a UID modifiable
card without a backdoor. Its sector 0 data can only be modified once in a lifetime.
Besides, it is exactly the same as the M1 standard card, so it is difficult to detect and
block.
The CUID card is optimized for the FUID card. As mentioned above, because the block

0 can only be written once, it is difficult to write it wrong or it is difficult to reuse it.
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Therefore, the CUID card can modify the block O repeatedly, but it and UID The
difference of the card is that it does not have a backdoor, and can write 0 blocks by
using conventional password verification. The other sectors are the same as the
standard M1 card. The disadvantage is that there is still the possibility of being
detected. At the same time, if the check digit of the UID number is accidentally written
incorrectly, the card cannot be read. At this time, the card cannot be repaired, and the
card can only be scrapped. Note that PM3 can write the above two types of cards, but
the official English software can only write the cards one block at a time. Our Chinese
GUI software can directly write the entire data file into the card, which is convenient to
use.

ID, HID, card introduction

ID card is our common name. The full name of the internal chip is called EM4100 or EM41XX. It
is a low-frequency card. Each card has a unique ID number when it leaves the factory and
cannot be rewritten. HID Proxcard card is similar.

T5577 card introduction

The T5577 card is a low-frequency card that can write data and can be encrypted. The
most special thing is that writing an ID number can transform it into an ID card, writing
an HID number can transform it into an HID card, and writing an Indala card number
can transform it into an Indala card.

We first write the 5577 card into ID:1111111111, at this time 5577 has been
transformed into an ID card, and then use the read 5577 full card data command to see
the full card data

proxmark3> 1f t55xx detect
Modulation : ASK

Bit Rate : 5§ - RE/64
Inverted : No

Offset Sd ©

Block0O : 0x00148040
proxmark3>

fproxmark3> 1f t55xx dump

0x00148040 00000000000101001000000001000000 [0O]
OxFF8Ce318 11111111100011000110001100011000 [1]
0xCe318Ce0 11000110001100011000110001100000 [2]
0x00000000 00000000000000000000000000000000 [3]
0x00000000 00000000000000000000000000000000 [4]
0x00000000 00000000000000000000000000000000 [5]
0x00000000 00000000000000000000000000000000 [€]
0x00000000 00000000000000000000000000000000 [7]
ProRN=r RS>
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As shown in the figure above, the first 3 blocks of the card will be automatically
calculated by PM3 after ID is written, and the data will be written to achieve the
transformation effect. Don't look at the 0 and 1 at the back, just look at the data at the
front. There are 8 blocks in 5577, and each block can only store 8 digits. Block 0 is used
to set the card type and modulation method, which determines whether the card is an
ID card or an HID card. If you modify it at will, you will not be able to read the card. The
last block of the seventh block is the data area when it is not encrypted. After
encryption, its data becomes a password.
Note: Sometimes the 5577 card with the ID written into it does not respond after
swiping, and the ID number cannot be read on the PM3 again. Explain that the card
reader has a firewall, which is specially designed to prevent ID duplication of the card. In
this case, you need to encrypt the 5577 before you can go through the firewall.
ID card: 0 block write: 00148040 no secret

00148050 encryption
HID card: 0 block write: 00107060 no secret

00107070 encryption

Steps to encrypt the ID card:

Write ID number — read 57 full card data (see password) — write 0 block data

—Read the full card data again (verification)—=Complete
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PM3 read unencrypted 5577 full card data method :

[} Expand TreeView  COM PORT  COMT  + COMMAND TO SEND
[=-PM3 » || PM3\LF (Low Frequency)\TAGs\T5
[#-HF (High Frequency) B
=-LF (Low Frequency) Rasawords
.. SEARCH LF

.. INVESTIGATE LF
s i oar) W
- READ 125kHz/134kHz ID

... CONFIGURATION ON DEVICE N, . SR
- swor an RNz

.. SIMULATE LF TAG
.. SIMULATE LF BIDIRECTIONAL 1\% iE

. SIMULATE LF ASK

.. SIMULATE LF FSK s —
. STVLATE LF PSK j][]{f,‘ ‘E‘iﬁ_’ﬁ

=~ TAGs
- AWID P

[+ EM4x {f; @J

- FLEXPASS

- HID

+|- INDALA

#-ioProx (Kantech)

3l

2l

m

(ra M M ralra ]

-TI (Texas Instruments)
- HITAG

- YERICHIP DEMODULATE
[=- TSSXX

(ral

SeASl R A ECE

Fige

o PORTO2U

Log CLEAR

broxmark3>
broxmark3> 1£f

t55xx detec
odulation z;sr_( zr/s‘;‘- *ﬁj}ﬂ“ %IJ B{JEE
Ne

=it Rate
1

Inverted 3

Dffset =

Block0 : 0x00148040 g
oroxmark3> 2 - k.
oroxmark3> 1f t35xx dump <— 19;‘;:':]' %ﬁﬁ
PDx00148040 00000000000101001000000001000000 ([0]
PDxFF8CCS29 11111111100011001100010100101001 [1]
Dx4A5259424 (01001010010100101001010010100100 [2]
Dx56565656¢ 01010110010101100101011001010110 [3]
Dx00000000 00000000000000000000000000000000 [4]
Dx00000000 00000000000000000000000000000000 [5]
K20000000 __ 00000000000000000000000000000000 [€]

—57
px00000005 ] opqghiaNaeaaa0A00000000000000 171 PR Tl
iy

broxmark3>

Note that if it is encrypted 5577, the configuration cannot be detected, or the read blocks

are all the same data.
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Write 5577 card when encryption is canceled:

[7] Expand TreeView

COM PORT

g

COMMAND TO SEND

ERLE
#-HF (High Frequency)
=-LF (Low Frequency)
- SEARCH LF
. INVESTIGATE LF
- SEND RAY COMMAND
.. READ 125kHz/134kHz ID
.. CONFIGURATION ON DEVICE
- SHOOP
- SIMULATE LF TAG
... SINULATE LF BIDIRECTIONAL
- SIMULATE LF ASK
- SIMULATE LF FSK
.. SIMULATE LF PSK
| ) TAGs

(4] TNDALA
[-ioProx (Kantech)
#-TI (Texas Instruments)
(5] HITAG
VERICHIF DEMODULATE
(=) TSSXX
- TSSXX READ BLOCK

\ RTSSXX WRITE BLOCK

- TSSXX READ TRACE

- TSSXX DETECT

- TSSXX CONFIG

- TSSKX DUMP

- TSSKX SPECIAL
- TSSXX Help

- PARADOX

o PrR7TO21

- TSSXX READ INFORMATION

>

m

PM3\LF (Low Frequency)\TAGs\T55XX

o . o B0k

Data to Write:

00148040 ‘_

Password:
00000000

BN
HIE Y

et &/E
—ERHH R

Log CLEAR

Writing to bleock: 0 data
pwd : 0x00000000
proxmark3>
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proxmark3> 1f t55xx wr 0 00148040 00000000
: 0x00148040
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The following table is from RADIOWAR and clearly shows PM3’ s support for cards

BRRIE #it
2 et
s HBERE AN RIAES SESH & 85N
MIFARE CLASSIC v v v v v x v v
MIFARE v v X v v v X v
CLASSIC(Chinese
Magic Card/UID)
MIFARE Ultralight v v X X X v x x
HID v v x x x x v v
HID iClass v v v v x v v v
is014443a v f x v x v v v
is014443b v 4 X v x 3 v 4
is015693 v v X v X v v ¥
SRI512 v v x X X x v x Eg;%‘%’gg’%gfigfg_
F — % RFID
SRIX4K v v x x x x voox 2,‘;‘;5{;@ ﬁgﬁtﬂ*m
- ARGt Do Fr R,
Legic v v x x x Y voox SHERSEMRHUIDE
AELRS, FL“ERE
epa v '’ x x x x x X sk chphedg BV RATHE S
HALRFIDA AT AR
em410x v v x x X v v AHRFIDS Bl R
em4x50 v v B¢ x x v v v RADI Y8 WAR
Ti v v x x x x x x oo g e
Hitag/Hitag2 v v x v x x v x
indala v v x x X x x v
T55xx v v x x X x x v
FlexPass v v x x x x x x
VeriChip v v x x X x x x
PCF7931 v v X x X x x x
Kantech ioProx v v x x X x x x

This table is for reference only, most of the cards are rarely seen in China, so they have not
been tested,

fi . Card security test (whether it can be copied)

Overall process

First read the card to determine the card type, whether it is
an ID card or an IC card.

Note that the shape of the card has nothing to do with the
model, the same chip can be packaged into a completely

different shape

TYPE : M1 S50
FREQ : 13.56M

o~ g o




ID card: read the card ID number — replace the T5577 card — write the ID number into
the card = complete

IC card: vulnerability decryption — read the entire card data — replace the UID card —
write the data into the card — complete

Idea of IC card:

1. Obtain the key of any sector (any of the following can be used) a. 0 sector key for
PRNG vulnerability attack

b. Scan the default password to get the key

c. Sniff the card reader and card interactive data to obtain the key

d. Simulate as M1 card and capture the key after swiping the card (picking the card
reader, the compatibility is not good) 2. Using the MFOC vulnerability, use the known
sector key to find all the sector keys

3. Use the cracked key to read out the card data and import it into the computer

4. Put the empty UID card and write the data in the computer into the card

1. Try to obtain any key in the 16 sectors of the card

There are four ways, any one of which has obtained the key, you can proceed to the
next step.

a) (Only the card is required) Through the PRNG vulnerability attack, the 0 sector key
can be obtained unconditionally.

i. Send the command hf mf mifare, or click DARKSIDE ATTACK in the command tree

[7] Expand TreeView  COM PORT  COMS  « COMMAND TO SEND
= M3 » || PM3\HF (High Frequency)
=-HF (High Frequency) 3 : :
4 TS014443A Nt f£from previous dar!

144434 LIST
144434 READER

144434 SEND RAY COMMANDS Thig i rry to
144434 ‘COLLECT UTD= ¢|] | START DARKSIDE ATTN:KI)
144434 SIMULATE ™
144434 SHOOP
[=)- 144434 TAGs
+)- Infineon
(- Innovision/Broadcom
=) NXP/PHILIPS
—-MIFARE (Originals/Clones/Chinese)

~-Classic Tags
iRead Block
~-frite Block

Read Sector
—)-Hacks
i-Test Block Keys

DARKSIIE ATTACK

m

- NESTED ATTACK
- SCRIPT - Automatic Mifare Crack
fowDump Mifare Classic

i-Restore Mifare Classic

o Sniff
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b)

After clicking to start the attack, the card cannot be pasted in the middle
of the antenna. You need to move to the edge until ABCD flashes,
indicating that the card can be cracked, keep the position unchanged, and

just wait.

p3:a key:23980113&70axf

pl:2c465 p2:2524
2fc3 p3:b key:0cbeled44e553

pl:3374¢€ p2:
key count:12

proxmark3>

i. After completion, the result as shown in the figure will be displayed, and the
0 sector key is in the red frame.

ii. If the card is not supported, or if the card is not put in, it will freeze after ten
seconds, just reconnect PM3. You can use the complimentary M1 S50 to
practice first.

iii. Matters needing attention:
iv. Not all cards can be cracked smoothly, and sometimes it takes a chance.

v. The UID card does not support cracking, nor does it need to be cracked,
and the data can be read directly without a password

Use the default passwords commonly used by the card manufacturers to test
the card, and scan the sectors to see if there is a default key.
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i. Send command: hf mf chk *?, or click in the command treeTest Block

Keys
B 243 ~ || PM3\HF (High Frequency)\ISO 1444
=-HF (High Frequency) =
(=) IS0144434 Block Number:
- 144437 LIST * v
- 144434 READER
- 144434 SEND RAW COMMANDS Key to Use:
144434 COLLECT UIDs ? -
144434 STWULATE =
- 144434 SHOOP Key to Test (leave blank if
- 144434 TAGS
(#-Infineon
[+)- Innovision/Broadcon Write down dictionary file n
(= NXP/PHILIPS
[=-MIFARE (Originals/Clones/Chinese) B
E-Classic Tegs Dump keys to dumpkeys.bin
~Read Block
Write Block ]

i Read Sector

. Hacks i button and wait!
(((zest axs )
i DARKSIDE ATTACK
i~ NESTED ATTACK
SCRIPT - Automatic Mifare Crack
- Dump Mifare Classic
~Restore Mifare Classic
i Sniff
(= SIMULATOR
“-Simulate
i Clear Simulator
iGet Memory Block
i-Set Memory Block 2 L2 ] n

Put the card first, and scan the default password

No key specified, trying default keys
chk default key[ 0] ff££ffffffff
chk default key[ 1] 000000000000
chk default key[ 2] a0zlaZa3a4das
chk default key[ 3] bOblbZb3b4bs
chk default key[ 4] aabbccddeefs
chk default key[ 5] 4d3a395c351dd
chk default key[ €] 1laS882ZcT7e4535z
chk default key[ 7] d3£7d3£7d3£7
chk default key[ 8] 714c5c88¢€eSs7
chk default key[ 8] 587ee5£3350f%
chk default key[1l0] a20478cc350351
chk default key[ll] 533cb&c723fe
chk default key([lZ] 8£fd0a4£f25ceS

—-—sector: block: 3, key type:A, key count:13
ound valid key: [£E£££££££££EE
--sector: block: 7, key type:A, key count:13

£ £f££f]
—-—-sector: 2, block: 11, key type:A, key count:13
Found walid key:[£f£ £

30
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ii. Asshown in the figure, the top 12 common default passwords recorded in
the dictionary will be used to verify the card in turn. If the red box "Found
valid key:[ffffffffffff]" appears, it means that the corresponding key is found.
The content of the key is "ffffffffffff", and the box above is the sector number
corresponding to the key.

iii. If the card does not have a default key, there will be no such prompt.

iv. Matters needing attention :
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Sometimes there may be minor bugs in scanning the default key, so the results
must be verified .

Principle

Pre-stored 12 sets of world-wide, factory default keys for the card, and test
them one by one. The factory default of domestic cards is generally "ffffffffffff".

¢) (Need to go to the scene) Put the antenna between the card and the card
reader to sniff the communication data and extract a sector key.

i. Send command: hf mf sniff, or click Sniff or SNOOP in the command tree

The password obtained by sniffing cannot be specified. It is the sector of the
card that the card reader has accessed to obtain which code. When other
codes cannot be obtained, only the data of these sectors can be used, and no
copying is required. The data of the entire card.

[=-FM3 NI
—-HF (High Frequency)

[=- IS014443A START SHIFFING

144434 LIST

- 144434 READER

14443A SEND RAY COMMANDS

14443A COLLECT VIDs

14443A SIMULATE

- 144434 SHOOP

(= 14443A TAGs

#)- Infineon

m

+- Innovision/Broadcom
(=)~ NXP/PHILIPS
[=-MIFARE (Originals/Clones/Chinese)
[=]-Classic Tags
i Read Block
iofrite Block
- Read Sector
=) Hacks
- Test Block Keys
i DARKSIDE ATTACK
i NESTED ATTACK
- SCRIPT - Automatic Mifare Crack
.Dump Mifare Classic
i~Restore Mifare Classic
(=] SIMULATOR
- Simulate
~Clear Simulator

After clicking to start sniffing, the PM3 high-frequency card reading area is sandwiched
between the card and the card reader, and then the card is swiped. None of the three
should be placed too close, and there should be no metal shielding on both sides.
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£

PM3 [ ]

ERAL

In general, you can first stick PM3 on the card reader very close to the position of PM3

and the card reader, and then swipe the card on top of PM3 several times to obtain the
most stable data, but the card reading distance will be very close, if you read the card If
the card cannot be recognized by the machine, you can gradually increase the distance
between the PM3 and the card reader until the card can be swiped normally, the effect

is the best. When sniffing, make adjustments according to the actual situation.

received trace len: 135 packages: 1

tag select uidilbZ a2¢ de 1d| atga:0x0004 sak:0x08
RDR(0) :e0 T7e 4b
TAG(1) {£8_Oe ee 3¢ W= tag chalenge

R0R(2) [4e cB 84 03|92 44 51 s0| @==——veader challenge response
TAG(3) :|2b bl 7b 5e| fem—

RDR(4):c2 12 47 a4 tag response

TAG(5):dl d3 Oa 56 e4 ef 4e el £& 7¢ ca bb 858 aZ2 ae 72 4¢ da
RDR (&) :-4f 0d 44 4¢

As shown above, after swiping the card once, take it away and wait for a few seconds,
the computer will return the sniffed data.

Pay attention to looking for the data starting with 60 or 61, 60 means to use A
password to access, 61 means to use B password. At the beginning, RDR is the
instruction issued by the card reader, and TAG is the instruction issued by the card.

The red circle indicates that the card reader has accessed the 21st block. 21 is
hexadecimal, converted to decimal is 33. The first box "b2a6deld" is the UID of the card
The second box "f80eee3c" is the tag challenge (number of card challenges)

The third box "4ec88403" is the reader challenge (the number of reader challenges), the
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fourth box "d2dd5180" is the reader respones (the number of reader responses), and
the fifth box "2bb17b5e" is the tag respones (card response) number)

Fill in the "craptolgui.exe" software one by one. (In the "Gadgets" folder)

iw craptolgui 1.01 - www.dexl... [S{m= | S|
= ot P TR

craptolgui, based on craptol v1.1

reader challenge 4EC88403 exit

txy

tag challenge

reader response D2DD5180
tag response ZBB17BSE
key FFFFFFFFFFFF

build 20090611
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Click crak key to calculate the key. The conclusion is: the card reader uses A to access
the 33rd block and the password used is FFFFFFFFFFFF

v. Matters needing attention

When sniffing, the antenna must be between the card and the card reader. If the
sequence is wrong, complete data will not be obtained.

The card reader must be the one that usually reads this card, not necessarily a card
issuer. If the key is not available, it may be that the card reader did not use the
password to access the card sector, or it may be due to the poor signal of the card
reader.

If it is not allowed to bring computers on site. When you want to sniff offline, you need
to flash the firmware to version 816.

The command used under 816 is SNOOP instead of Sniff. After sending the command,
turn on the power switch, unplug the USB, approach the card reader with the card, and
swipe back and forth a few times until the A light goes out. Plug it back into the
computer and use hf 14a list to view it. You may reset it first, but the data is still there.
After waiting for a few seconds, send hf 14a list again to view the data. Never turn off
the PM3 power switch, otherwise data will be lost. The following figure is a comparison
of the difference between the two instruction
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848 firmware (old) 2.X.0 under firmware (new)
SNooP snifforder SNooP snifforder
order order
Sniffing card Sniffing card Only show
Features readers and no readers and the key to
card card decrypt the
integrity integrity M1 card
Interactive Interactive data
data data
Pre-stored in Pre-stored in .
usage PM3, use hf no PM3, use hf (?(I:cprl/a;tec:he
14a list list 14a
key data on
Check Check
the
computer in
real time
Record very short no very long unlimited
length
] ) Incomplete, easy Datais complete| Datais complete
Data integrity Lost packets, pick no and dear and dear
the machine Clearandclearly | Clearand clearly
annotated annotated
Offline support no Don’t Don’t support
recording support
Support Support Withdraw only
Record 14443A no 14443A M1 card
object
Any card Any card Decryptdata

Need to pay attention to SNOOP, it will not pick automatically. Need to manually find out
the valid data segment. Generally judged by similar data length and form,

As shown in the figure above, the beginning of 93 70 means that the card with the UID of
b2 a6 de 1d is selected, and there will often be valid data behind. After the card reader

selects the card, it is ready to access the card.
481¢€e0 | 4592124 | Rdr | 93 70 b2 at¢ de 1d d7 £8 &0

principle

The M1 card uses the craptol algorithm when the card reader and the card exchange data

and passwords.

Even if the same card and the same password, the interaction data obtained by sniffing is

random, but as long as the four sets of random arrays and UID mentioned above are

obtained, the key can be reversed.
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(Need to go to the scene) Simulate the antenna as an M1 card, induce the card reader to
read the card, capture the data, and solve a sector key.
i. Send command: hf mf sim x, or click SIMULATOR in the command tree
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[=-PM3 G 5 PM3\HF (High Frequency)\ISO14443A\14443A TAC
=}-HF (High Frequency. B
[=- 150144434

- 144437 LIST

-~ 144434 READER

14443A SEND RAY COMMANDS

--14443A COLLECT VIDs [7] Enable specific UID (optional) [enter UID wal:

- 144437 SIMULATE

-~ 144434 SKOOF

- 144434 TAGs

(- Infineon

[#- Innovision/Broadcom

(= WXP/PHILIPS
[=}-MIFARE (Originals/Clones/Chinese)

)-Classic Tags [] Enable exit after -n- blocks read (optional)
iRead Block

Lofrite Block Write -n- walue here:

‘-Read Sector

=) Hacks
i.Test Block Keys
- DARKSIDE ATTACK
i NESTED ATTACK -
-SCRIPT - Automatic Mifare Crack [7] Interactive (optional)
iw.Dump Mifare Classic
-Restore Mifare Classic

Write here the specific UID [8 or 14 HEX

m

o Sniff

& sm @:rack (optional)

s Clear Simulator

i Get Memory Block
- Set Memory Block =
- SCRIPT - Convert dumpdata bin to .eml

- SCRIPT - Convert dumpdata. eml to .html
~SCRIPT - Convert dumpdata. eml to .bin

~Load (. eml)

~Save To File ( eml)

~-Fill Simulator Memory

~Print Keys

=} 1K Chinese Cangeable UID Cards

ioWrite UID

i..Read Block

i-Write Block

i--Read Sector

iw.Load Dump

..Save Dump

Dt Feeesald ©.oa..nDI.oln

SIMULATE

e FIRAR

You can leave out the UID to be simulated on the right, PM3 will automatically
select a default UID, as shown in the figure below

proxmark3> hf mf sim X
uid:N/2&, numreads:0, £flags:8 (0x08)
proxmark3>

proxmark3> §dbg 4B UID: e68487£3

Then swipe the card near the card reader. After finishing press the button

to exit, it will automatically return to the data. Such as :

‘mfkey32 e68487£3 01020304 91641e54 Ob7bdcdd 94199bbé b7de6dsb
First open the following batch file, modify the data in it and replace it with your own data.

pm3-bin-2.0.0 » win32 (client+GUI) » mfkey
B ZERsEEmikey32.bat 2015/6/7 17:52  Windows #ANE... 1K
s

IHF) FE(E) BX0) =ZEB(N) EEiH)
mfkey32. exe e68487f3 01020304 TTaedadd T057dacd c2685aeb 307e6516

pause.

After the replacement is complete, double-click to open the batch and get the result:
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GUI>\mfkey>mfkey32.exe eb8487f3 01020304 77aedad4 70574ac4 c2685ae5 387e6516
MIFARE Classic key recovery — hased 32 hits of keystream
Recover key from two 32-hit reader authentication answers only?

Recovering key for:
uid: e68487f3
nt: 810820304
{nr_B>: 77aedadd
{ar_0>: 78574ac4
{nr_1>: c2685aeb5
{ar_12>: 307e6516

LFSR succesors of the tag challenge:
nt’: 28f8ed56
| nt’’: 3c2hbcdad

'Keystream used to generate {ar> and {at>:
| ks2: 5Bafa?92

Found Key: [aBalaZa3a4ab]l

v. Matters needing attention

Note that this function is not 100%, and it is not compatible with some card
readers and cannot be returned correctly.
1 Obtain all sector keys through known keys

Use the command, [hf mf nested 1 0 A ffffffffffff d] one password and more
passwords

This is to use the nested authentication vulnerability to use the known key of any
sector to obtain the keys of all sectors. This vulnerability has a higher success rate. In
the example, it represents the A key ff of sector 0. You can see that a "d" has been
added to the tail cone,

If d is not added, the key file will not be output. If d is added, the key will be saved
to the file dumpkeys.BIN. When using nested, pay attention to choosing the correct

card capacity. 1-4K.
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|| Expand TreeViex

COM PORT CoM?

COMMAND TO SEND

ERTE)
£ HF Ofigh Frequency)
- IS0144434
|- 144434 LIST
14443A READER
144434 SERD RA¥ COMMANDS
144434 COLLECT VIDs
144434 STMULATE
14443A SHOOP
144434 TAGs
{4 Infineon
i Tnnovisi on/Broadeon
£ NXP/PHILIFS
£ MIFARE (Originals/Clones
() Classic Tags
Read Block
firite Block
Read Sector
Hacks
Test Block Key.
DARKSIDE ATTAC
SCRIFT - Autom
Dunp Mifare C1
Restore Mifare
Sni ££
- STULATOR
K Chinese Cangesble
e tralight / Ultrali;

« m »

il

©

m

PM3\HF (High Frequency)\ISO 14443A\14443A TAGs\NXP/PHILIPS\MIFARE (Originals/Clones/Cl

EHEFRAE
o "wi- EFFERX N E G RRX S

Key to Test:
A

Mifare Iag Type:

1

Key Value (found with 'DARKSIDE ATTACK' or with 'Test Block Keys'):

FFFFFFFFFFFFF '% %uléﬂﬁ
unkn cnm

Target Block Number (optional - leave blank i

-

Target Key (optional - leave blank if unknown):

Select where to copy keys (optional - leave blank if none):

© e d, REHEZLH

Hit below button and wait!

o SRS

« i | »

Ready!

The picture below is a screenshot of a successful attack :

proxmark3> hf mf nested 1 0 A FFFFFFFFFFFF

Testing known keys. Sector count=1é

nested...

Time in nested: 4.010 (inf sec per key)

Iteraticns count: 0 RES{‘E%#%
Pt === -H
|seclkey A key B = >
mERZL KR
1000| f£EEEEEEEEEEE | 1 | EEELEELELLEE | 1 | g-—-f

1001] EEEEEEEEEEEE | L | EEEEEEEELEEE | 1 | M‘E—UJIEB%

1002| f£EEE£EFEFFEEE | 1 | EE£LLLEEFFFEE | 1 | iy

1003| <f£E£££££££££EE | 1 | £E£E£E£E£££££EF | 1 | = ~
1004 f£EEELE£EEEEEEE | 1 | EEELEE£EEEEE | 1 | ﬁu %IEO . {tﬁ
100S| £EE£EL£££FEEEE | 1 | £££££££FFFEE | 1 |

1006| E£EEEFEEEEEEE | 1 | EEEEEEEFEEEE | 1 | %6@%7“&

1007| <f£E££L££EEEEEE | 1 | EEELLELEFEEE | 1 | Ly )(

1008 f£EEE£E££EFFEEE | 1 | E£ELE£E£EFFEE | 1 |

10091 £L££E£££££££EE | 1 | £EL£££££££££E | 1 |

1010 <fE£EL£E££€E€EL | 1 | EELLLEEEEEEE | 1 |

1011 <£E£E£££££E£EEE | 1 | EEELLE£££EEE | 1 |

1012 f£EL£££E££££EEE | 1 | £EEE£E£EL££££EF | 1 |

10131 £££££££££££E | 1 | £EE£££££££££€ | 1 |

1014| fE£££££££E£EF | 1 | EE£ELE££FEEEE | 1 |

101S| fEE£££E££E£EEE | 1 | £EELE£EEE£££££EF | 1 |

===} === Fe==

proxmark3>
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1.Read the card data to the computer

8 Proxmark Client By El Gaucho De La Livida Palude

[7] Expand TreeView  COM PORT

COMT v COMMAND TO SEND

144434 COLLECT UIDs
144434 SIMULATE
- 14443A SNOOP
[=)- 144434 TAGs
[#- Infineon
[#)- Innovi sion/Broadeor
WiP/PHILIFS

[=)-Hacks

Sniff

= 1K Chinese C:

< m

= DUMP MIFARE
[=)-MIFARE (Originals/Clones/Chinese)

=]-Classic Tags

Read Block
Write Block
Read Sector

- Test Block Keys
DARKSIDE ATTACK
NESTED ATTACK

[+ SINULATOR

frite UID

Read Block

frite Block

Read Sector

Load Dump

Save Dump

Restore Corrupted SectorOBlockl -

» || PM3\HF (High Frequency)\ISO14443A\14443A TA

Memory Size (Kb):

1 v

™ Jhis _functign need a DUMPKEYS.BIN file w

1

angeable UID Cards

j » <| [T

#dbg READ BLOCK FINISHED
Successfully read block 0 o
#dbg READ BLOCK FINISHED
Successfully read block 1 o
$db# READ BLOCK FINISHED
Successfully read bleck 2 o
#dbg READ BLOCK FINISHED

"

"

"

sector 15.

sector 15.

sector 15.

ror 1S

11 dohlock 3 of
)

Ppumped 64 blocks (1024 bytes

to file dumpdata.bin I

g2

Just use the instructions above. The read card data file is saved in the root

directory , dumpdata.bin

2.Read the card data in the computer and write it into the UID card

card by PM3.,

First, we need to convert the dumpdata.bin file to the xxxxx.eml format. This format can

be opened and viewed with Notepad before it can be retrieved and written into the UID

8 Proxmark Client By El Gaucho De La Livida Palude [E=EE

[T] Expand TreeView  COM PORT  CONT  + COMMAND TO SEND

(High Frequency)
150144434

14443A LIST

14443A READER

144437 SEND RAH COMMANDS
144434 COLLECT VIDs
144437 SIMULATE

1l 14443A SNOOP

144434 TAGs

- Infineon

- Tnnovi si on/Broadeon

' =)+ WXB/PHILIPS

£ Classic Tags
Read Block
firite Block
Read Sector
- Hacks
| Test Block Keys
DARKSTDE ATTACK
NESTED ATTACK

Dunp Mifare Classic

I SnifE

£ STHULATOR

Simulate

Clear Simulator
Get Memory Block

SCRIPT - Convert
Load ( eml)

- MIFARE (Originals/Clones/Chinese) 1\ JEH j—"g

SCRIFT - Automatic Mifare Crack .
= he 2 Y = y A
Restors Mifars Classic S| Zﬂ]?g?ﬁi ﬁ IJ\ Aﬁfj jﬂ;t fq: 2

Save To File ( enl) (=

[] check to specify .bin filename below-If mone

Input .bin file (£ill ONLY if above field is checked):

[7] check to specify .enl filename below-If none

Output .eml file (fill ONLY if above field is checked):

[comvERT . bin 10 . en |

(file will be saved in client folder)

B .emISCAFRUERR B %
Flan. 11223344.eml

dunpdata. enl to .bin

< I

Log CLEAR
#db# READ BLOCK FINISHED

#db¢ REZAD BLOCK FINISHED

Ready!

Successfully read block 0 of sector 1S.




As shown in the figure below, retrieve the .eml file and write it to the UID card,
and the cloning is complete,

r
Proxmark Client By El Gaucho De La Livida Palude ]
] Expand TreeView COM PORT comt - COMMAND TO SEND
B = | [ PM3\HF (High Frequency)\ISO14443A\14443A TAGS\NXP/PHILIPS\MIFARE (|
KF (figh Frequency) r i
£ TS014443A Load From Emulator Memory:
14443A LIST ]

144434 READER
144434 SEND RAW CONMANDS Dump File Neme: ety —
144434 COLLECT VIDs 11223344 iﬁ k= %jﬁ ﬁ-j— H(j EM LY ﬁ:
144434 STNULATE a
14443A SHOOP Z: j] ): Q}X
144434 TAGs M= X
- Infineon
- Innovisi on/Broadeon
=) NXP/PHILIPS

(-MIFARE (Originals/Clones/Chinese)
@ Classic Tags
11K Chinese Cangeable UID Cards =
Hrite UID
Read Block
Hrite Block

Load Dunp
e Tanp
Restore Corrupted SectorOBlockd
- Ultralight / Ultralight Chinese Chaneg

Debug Mode
Mifare Help
NTAG203
144434 Help
- IS0144438
5015693 |
ELECTRONTC IDENTIFICATION DOCUMENTS
- LEGIC
() iCLASS
List RA¥
Tune
Help -
< il » P P —T— »
Log
proxmark3> hf mf cload 11223344 -
File not found or locked.
proxmarks> o=

Ready!
U

If the card cannot be read after writing, or the
data is disordered , You can use the following

methods to reliably write :

{8 Proxmark Client By El Gaucho De La Livida Palude l
[7] Expand TreeView COM PORT COMT v COMMAND TO SEND
[=-Classic Tags » || PM3\HF (High Frequency)\ISO14443A\14443A TAGs\NX|

- Read Block

5 w::le Bl“:ck Load From Emulator Memory:

~-Read Sector

- Hacks
~-Test Block Keys Dump File Name:
- DARKSIDE ATTACK 11223344
- NESTED ATTACK
SCRIPT - Automatic Mifare Crack || |[LOAD DUME

- Dunp Mifare Classic 5 'E Bﬂ' TT _I:ﬁ/g

~-Restore Mifare Classic
Sniff
SIMULATOR
\vsimulaie
-Clear Simulator
" Get Memory Block
-Set Memory Block
-SCRIPT - Convert dumpdata. bir &
V;] ﬁ -~ SCRIPT - Convert dumpdata.eml
-SCRIPT - Convert dumpdata. eml
- Load  ( eml)
Save To File ( eml)
- Fill Simulator Memory
L.Print Keys
[=)-1K Chinese Cangeable UID Cards
| Write UID
Read Block —!
= firite Block
Read Sector
>
Save Dump
Restore Corrupted Sector0BlockD
(#-Ultralight / Ultralight Chinese Chaneg
Debug Mode
Mifare Help
KTAG203 ¥
I <l [ » < n

| Log CLEAR

Hrnravmarras hE m& ~1azd 11772244

Check the data and complete the clone
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Low frequency card operation:
1. Read ID, HID, INDALA and other cards:
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First , EM4X is the chip of the ID card we often say. It is a low-frequency card and
needs to be read by a circular antenna.

After reading the card, the following data will be displayed, "Valid EM410X ID
Found!" means that the serial number of the ID card has been read.,

proxmark3> 1f search
#db¢ Sampling config:

#db% [q] divisor: 95
#dbg [b] bps: 8
£#dbg [d] decimation: 1
£dbg [a] averaging: 1
#dbg [t] trigger thresheld: 0
£db¢ Done, saved 40000 ocut of 40000 seen samples at 8 bi

$dbg buffer samples: b3 bS bl ad aa a7 a4 a0 ...
Reading 20000 bytes from device memory
Data fetched
Samples @ 8 bits/smpl, decimation 1:1
NOTE: some demeods output pessible binary
if it finds something that looks like a tag

False Positives ARE possible :
Checking for known tags: ﬁ L%B—\j- 'Err%' == E% B(]
=
=]

EM410x pattern found: g
EM TAG ID - 1234567830

Unique TAG ID : 482c€alelS
Possible de-scramble patterns
HoneyWell IdentKey {

DEZ 8 : 05668960

DEZ 10 : 0878082182

DEZ 5.5 : 13398.30864

DEZ 3.52 : 018.30884

DEZ 3.SB : 052.308¢64

DEZ 3.5C : 086.308¢%4

DEZ 14/IK2 : 00078187493520

DEZ 15/IK3 : 000309982797321
DEZ 20/ZK : 04080212061001140009
}

Other : 30864_086_05666960
Pattern Paxton : 308983440

Pattern 1 : 0xC9D049 - 13226057

Pattern Sebury : 30864 8& 5666360
Valid EM410x ID Found!
proxmark3>

Record the serial number behind the EM TAG ID in the figure above, and that's it.

(hex: 7890 5& 5&7830)

Ifitis an HID card, it will display [HID]. If it is INDALA, it will display [INDALA].

1. Write different types to T5577 card

to clone the card : Clone into ID card :

L

[7] Expand TreeView  COM PORT  COMS v COMMAND TO SEND

(= EM3 + || PM3\LF (Low Frequency)\TAGS\EM4x\EM4 10xwrite

- HF (High Frequency)
=-LF (Low Frequency)
SEARCH LF
INVESTIGATE LF
SEND RAY COMMAND

SIMULATE LF TAG
SIMULATE LF BIDIRECTIONAL
SIMULATE LF ASK
SIMULATE LF FSK
SIMULATE LF PSK

- EM410xwatch

o EMdxxxReadiord
- ElMdxxxReadt or difi the
EtMsexxfriteford

‘. EM4x Help

assword

o EMstcxir i teWor difi thPassword

< i

| »

m

1234567890

UID (10 hex characters): o , o
BEAEZENFS

Destinantion Tag Type:

READ 125kHz/1341Hz ID 1 v G :[i
CONFIGURATION ON DEVICE " 1
SHOOP Clock Rate:

B4 *

HEEE64

- TAGs
AWID
- EMx i .
L EM410xread l:‘E H)\_E }:l]- g )1\ .
- EM410xdemod Ef‘\:': 5 5)\ )
- EM410xsim

RS AR

proxmark3>

proxmark3> #db# Clock rate: 64

proxmark3> #db# Started writing T55x7 tag ...

proxmark3> $dbg Tag TSS5x7 written with OxffB8ca64a38£8c802

Ready!
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Clone into HID card :

B Proxmark Client By El Gaucho De La Livida Palude Wl

|| [C] Expand TreeView COM PORT  COMT v COMMAND TO SEND

[=- N3 PM3\LF (Low Frequency)\TAGs\HID\HID CLOM
- HF (High Frequency)
=-LF (Low Frequency) HID Prox Carxd II ID (up to 85 bits):

SEARCH LF 123456789
- INVESTIGATE LF
- SEND RAY COMMAND [] Check to use at ID (not checked = 44bit

- READ 125kHz/134kHz ID
- CONFIGURATION ON DEVICE
- SNOOP
-~ SINULATE LF TAG iﬁ )\ —E‘ 2
- SIMVLATE LF BIDIRECTIONAL i 7
- SIMULATE LF ASK
- SIMULATE LF FSK
SIMULATE LF PSK
TAGs
L AWID
(= EMdx
-~ EM410xread
EM410xdemod
- EM410xsim
- EM410xwatch
- EM410xspoof
- EM410xwrite
-EM4xS0read
- EMdxxxReadford
- EMdxxxReadfor dfi thPassword =i
- EMxxxiriteford
- EMxxxiritefordfi thPassword
- EM4x Help
FLEXPASS
=)-HID

mn

0]

HID DEMODULATE

HID FSK DEMODULATE
~DATA HID DEMODULATE FSK
- HID SIMULATOR

~ [T

Log

Clening tag with ID 12345€783
proxmark3>
proxmark3> f#dbg DONE!

||Ready!

Clone into INDALA card :

8 Proxmark Client By El Gaucho De La Livida Palude .

[7] Expand TreeView  COM PORT  COMT - COMMAND TO SEND

[=-EM3 PM3\LF (Low Frequency)\TAGs\INDAL/

BT O Pradua) Ch t 224bit ID t che
[-LF (Low Frequency) [7] Check to use it ID (not checke:

3 i;c;g;&é‘:—m 1F Indala UID (up to 224 bits):
SEND RAY COMMAND 123456789

~READ 125kHz/134kHz ID

- CONFIGURATION ON DEVICE

- SHOOF

- SIMULATE LF TAG

-~ SIMULATE LF BIDIRECTIONAL
SIMULATE LF ASK

-~ SIMULATE LF FSK

- SIMULATE LF PSK

e TA?:WID j‘E )\ —‘IE‘ %

- Bt
- FLEXPASS
- HID

- INDALA

NI K IEMODULATOR
INDALA CLONE
“1ofrox antec.

1-TI (Texas Instruments)
[+- HITAG
- VERICHIP DEMODULATE
- TSSXX
-~ PARADOX
[+ PCF7931
- PYRAMID
- Help
(- DATA
() Hardware
[#-Seripting
- MANUAL COMMANDS
- HELP GENERAL
- EXIT

Log

Cloning 64bit tag with UID 123456783
proxmark3>
proxmark3> £dbg DONE!

i)
[

@
£}

Ready!
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-I: . Software introduction :

m Proxmark Cllent By El Gaucho De La Livida Palude

« TUESEHAESRIT

- 144434 READER
- 144434 SEND RAY COMMANDS
144434 COLLECT UIDs

144434 SINVLATE
- 144434 SNDOP 14443AF A
[CEigaasa 156 ) "
[ Inﬁneo: NXP ( ,E"’

& Imovision/Broy
| (- WAE/PHILIPS

) WIFARE (OrlgxnalleiWinéig G
.

[7] Expand TreeView  COM PORT  COMS COMMAND TO SEND %
T 29 1
wRBEOE MRLEEES
| =-em3 b ) » || PM3\HF (High Ffquer\cy)\lSO14443A\14443A READER
! £-HF (High Frequency 3
i P —
’ £ l: =2

o ) E
z‘»—L -F i Read Block g &
BES K <\ frite Block p I
8 " Read Sector g
il #=EfE © B-Hacks
i Test Block Keys P
- oarxstoE arTack +— PRNGIF L BOXZERL
NESTED ATTACK TR S A
=4 e W sy ti"E' MEs Bk Hofh i X Z BLiRE T E (MFOC)
el bt ~Dunp Mifare Classic e T
_-i anj B - R‘::l:or: l::'area;;;:s)c QZF‘-KE i g !lj:ll _F }:L%Z?g ‘Z T':F 2} HEI
i s T
WERIF G TMILATOR et F i i o
simlate @ FRIAAMIF, HEH s L R L R A
¥ ear im ator £ s
- Get Memory Block 1% j{l A+
.Set Memory Block o ” »
- SCRIPT - l}:,onver\ dunpdata. bin to . eml ===l bin ‘ST Q’E—Zf—#ft’hw Ei em’%i

- SCRIPT - Convert dumpdata. eml to .html
i SCRIPT - Convert dumpdata. eml to .bin <mmmmti—
iwLoad (. eml)

.-Save To File ( eml)
+~Fill Simulator Memory

.emlE# A% .bin

]~
o 08

()
"\

: “.Print Keys - ==k EI%F’ZUID—- 3‘]UID
(- 1K Chinese Cangeabl 5

UIL T iiraes e TEEZLEAED

= Read Block — /LT g FITEER

ik Mrite Block —

i
i

T E AR ED
-Read Sector TREETEREX
Load Dump s |

.5 D EZEEU_}_EJfAJE “1‘- ‘/“F‘%/\UID—F
i R:s:er:mgorrupted SectorDBlock) f‘; %\ —E H'JUID_EA

o
B
i

The figure is a preliminary translation and description of the software interface to help
understand the meaning of the software instruction tree.

How to avoid the trouble of restarting the software multiple times: PM3 often crashes
when running some commands and needs to reconnect to the USB. Often the software
also needs to be reopened. If you disconnect the USB, select the serial port to another
number, plug in PM3, and then select the serial port to the correct number after the ding-
dong sound. This can avoid the trouble of restarting the software every time.

J\ . Note :
1.Hardware matters :

As PM3 is developed by hackers amateurs, it does not consider too much in terms of ease of use
and humanization, so it often crashes, some commands do not have a clear success and failure
response, and some details are not handled well.
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Therefore, when the device is running the attack command, if the card does not support or does
not put the card, it will directly crash. After the crash, the device needs to be plugged and
unplugged at any time to force the computer's serial port to connect normally. During the
decryption operation, the ABCD four LEDs on the device should be used as the operating basis.
If the LED is flashing, it means it is in progress. If it is completely off or always on, it means the
attack has failed. Waiting for all to be off means it has stopped running. Unplug and plug the

device again.

2. Software matters :

Computer software

The software can use the CMD command line, the English GUI with the blue icon, or the

Chinese GUI we opened.

Official CMD
command line

(PM3 command
console. bat)

GUI
(Proxmark

Tool. exe)

GUI
(Proxmark3 EASY GU

I. exe)

principle

i B Proxmark3. exe

1 FH Proxmark3. exe

P Proxmark3. exe

Report
poison

no

no

Will misidentify and
report poison

Read and
write
UID card

Read and write,
compatible with
display
“NO” UID card

Read and write,
compatible with
display
“NO” UID card

Read and write, only

compatible with reading

and writing
Good UID card

Read and
write

FUID/CUID

Read and write,
need manual order

Solo block

Read and write,
need manual order

Solo block

Read and write, after
loading the file

Write full card

Ease of
use

Not easy to use,
need to recite
English

Text instruction

Generally easy to
use, need to watch
English
Text operation,
comprehensive
functions

Easy to use, extract
frequently used
functions

Later, a small function

was added

compatibil
ity

High
compatibility,
cross—platform

Windows Good platform
compatibility

Sometimes it will flash

back when open, open
Can be solved twice

Keychain
card DUMP
data

There is no
automatic reread
mechanism,
Easy to interrupt
and not smooth.

There is no
automatic reread
mechanism,
Easy to interrupt
and not smooth.

Added an automatic
reread mechanism,
The small card is
also smoothly read

46




Device firmware

The firmware is arranged from the old to the new:
r486—756—816—848—852—1.0.0—2.0.0—2.5.0 old firmware before entering hw
version to directly see the version number.

After 1.0.0, only the date will be returned, and the version number will be judged
by the date.

2.0.0 : #db# bootrom: /-suspect 2015-04-02 15:12:04
#db# os: /-suspect 2015-04-02 15:12:11
#db# HF FPGA image built on 2015/03/09 at 08:41:42
250 : bootrom: /-suspect 2015-11-19 10:08:02
os: /-suspect 2015-11-19 10:08:09
LF FPGA image built for 2s30vq100 on 2015/03/06 at 07:38:04

HF FPGA image built for 2s30vql100 on 2015/11/2 at 9:8:8

71 . Instruction introduction

[Hw tune] Antenna tuning voltage test
The command is used to test the antenna resonance voltage.
When testing, the antenna should be upright, away from metal
and away from the card, in order to obtain an accurate voltage.
Sometimes the voltage may be lower than the nominal value. The
voltage of the antenna does not affect any operation and
function. In fact, it can be used normally if the high frequency
exceeds 5V and the low frequency exceeds 10V. It's just that the
higher the voltage, the farther the card reading distance will be.
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[Hf 14a reader] Type of card reader
As a card reader, read the high-frequency card ID, test the type of the high-frequency
card, put the card first, and then execute the command.

[Hf mf chk O A ffffffffffff] Check password
For M1 card, check whether the A password of sector 0 is ff....

[Hf mf chk *1? T] Check the default password

For M1 cards, check whether there are default passwords in all sectors, that is,
automatically use the default passwords in the dictionary to verify 16 sectors.

(Most of the cards are used to modify the password of the used sector, the unused is
the factory default password, the default password of individual manufacturers will be
different, PM3 built-in more than ten common default passwords)

[Hf mf mifare] PRNG attack
This is a test for a PRNG vulnerability. The password of the first sector can be calculated
directly through the vulnerability, which is also called blasting. Not all cards support
this vulnerability. Sometimes the English "Can’ t select card" will be prompted during
the process. This is a BUG prompt, please ignore it. If ABCD keeps flashing during
operation, it means it can be cracked, just wait for the result.
For unsupported cards, no matter how you adjust the card position, the LED will not
change, and PM3 will eventually reset and drop.

(PRNG vulnerability introduction:

http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%

92%84%€9%94%99%e8%af%af%e6%bc%8%e6%b4%9e%e5%88%86%e6%9e

%90%e7%9c%8bmifare-classic%e5%ae%89%e5%85%a8.html )
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http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%9a%84%e9%94%99%e8%af%af%e6%bc%8f%e6%b4%9e%e5%88%86%e6%9e%90%e7%9c%8bmifare-classic%e5%ae%89%e5%85%a8.html
http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%9a%84%e9%94%99%e8%af%af%e6%bc%8f%e6%b4%9e%e5%88%86%e6%9e%90%e7%9c%8bmifare-classic%e5%ae%89%e5%85%a8.html
http://radiowar.org/security/%e4%bb%8e%e4%b9%8c%e4%ba%91%e7%9a%84%e9%94%99%e8%af%af%e6%bc%8f%e6%b4%9e%e5%88%86%e6%9e%90%e7%9c%8bmifare-classic%e5%ae%89%e5%85%a8.html

[Hf mf nested 1 0 A ffffffffffff d] One password has more passwords

This is to use the nested authentication vulnerability to use the known key of any sector to
obtain the keys of all sectors. This vulnerability has a higher success rate. In the example, it
represents the A key ff of sector 0. You can see that a "d" has been added to the tail cone,

If d is not added, the key file will not be output. If d is added, the key will be saved to the
file dumpkeys.BIN. When using nested, pay attention to choosing the correct card capacity.
1-4K.

[Hf mf dump] Read card data and save it in dumpdata.BIN

This command reads and saves the data of all sectors of the card in the binary file
dumpdata.BIN on the premise of obtaining all the keys. Then you can use "Ultrakdit" to
open the file and cross-compare with other data. The UltraEdit installation package is in
"Gadgets".

[Hf mf cload e dumpdata.eml] Clone data to UID card

Write dump data to UID card. Followed by the data file name "dumpdata.eml”. The
dumpdata.bin generated earlier cannot be imported directly, it needs to be converted to
eml and then imported. The card data in Eml format must contain complete 64 rows of data.
After the conversion is completed, the integrity of the dumpdata file needs to be confirmed.
(The conversion format can be converted with its own script)

After cloning is completed, we can DUMP the UID card data again in the same way for
comparison. Or read some sectors individually for comparison.

[Hf mf csetuid 1234bcdf] Modify the UID of the UID card
Modify the UID of the UID card to 1234bcdf, and the UID is four bytes.
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[ hf mf eclr] Clear the cache
Before monitoring the card reader without a card, be sure to clear the cache.
[Hf mf sim x] No card monitor card reader
The antenna of PM3 is simulated as a card, which induces the card reader to
read the card, and captures the verification key issued by the card reader.
Cannot operate offline, press the button to exit after monitoring.
[Hf 14a snoop] There is a card to monitor the card reader to get a secret
2.0.0 Firmware online monitoring:

Click SNOOP or enter the command directly to enter the monitoring mode.
The antenna and the card are close to the card reader. The card reader can
operate the card. The four LEDs will change. After the monitoring is
completed, press the button to exit. The four LEDs will go out. Then send the
command hf list 14a to view the monitoring results.

ST I o S N

75

[7] Expand TreeView COM PORT COMe - COMMAND TO SEND hf 14a list
Il s

=-EN3 + || PM3\HF (High Frequency)\ISO14443A\14443A READER
£-¥F (figh Frequency) (T 45 A RBATER | o
B- 150144434 7 craptolgui 1.01 - www.dexl.. @_ﬁ

14443A LIST
14443A READER

m

14443A COLLECT UIDs
144434 SIMULATE

craptolgui, based on craptol vi.1
14443A SHOOP
14443A Help

uid 732ESDDC crack key
% MIFARE

+- 150144438 tag challenge BESBFOC4
#- IS015693 ¥

(- ELECTRONIC IDENTIFICATION DOCUMEN [[[reader challenge 22527045 exit
+- LEGIC
- iCLASS

clear

bl

tagresponse SSDEF43S

key FFFFFFFFFFEF

: TAG 04 build 20090611

: TAG a6 e3 e9 e7! c2! d2! e9 47! cl! d4! Sb 51 23! 05 e 83! 49 as! tere
: TAG 04 00

2 26

: TAG 04 00

: TAG 04 00

: TAG 04 00

kit o ey |

Find the data structure group as shown in the figure above, and that's it. If there is no
structure group as shown in the figure above, there may be the following reasons:

1. The card reader only reads the UID of the card without performing password verification
operations.

2. The signal of individual card readers is poor and no signal can be recorded.
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3.The distance between the card and the PM3 antenna should be a certain distance, not too far
nor too close, about one centimeter. The password can be calculated by entering the
corresponding data into the gadget.
[If em4x em410xwatch] Read low frequency card ID
This command is to read the ID of the low-frequency card. A low-frequency
antenna is required. The command is executed first and then the card is released.
Colleagues who record the ID need to pay attention to the value of the clock rate,
which is generally 64.
(Small knowledge: em4x is the chip model of most fixed ID low-frequency cards.
Generally, the fixed ID card is printed with a string of numbers on the card. The
unique ID number is fixed at the factory and cannot be modified.)

[Lf em4x em410xwrite 12345bcdef 1 64] Write ID to T5577 card

Write the ID number into the T5577 card. The length is 10-bit hex. In the example,
12345bcdef is the ID, the following "1" is the card type of T55X7, and 64 is the
clock rate.

All the above instructions can be found in the instruction tree on the left side of
the host computer software. Move the mouse on the right side to the
corresponding box, there are English prompts and user guides, and translations
are not listed one by one.

Question collection:

http://wiki.radiowar.org/%E9%97 %AE%ES%A2%98%E6%B1 %87 %E9%9IB%864#.

E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E

6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8

D.E5.88.B0.E6.96.87.E4.BB.B6

Instruction set reference:
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http://wiki.radiowar.org/%E9%97%AE%E9%A2%98%E6%B1%87%E9%9B%86#.E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8D.E5.88.B0.E6.96.87.E4.BB.B6
http://wiki.radiowar.org/%E9%97%AE%E9%A2%98%E6%B1%87%E9%9B%86#.E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8D.E5.88.B0.E6.96.87.E4.BB.B6
http://wiki.radiowar.org/%E9%97%AE%E9%A2%98%E6%B1%87%E9%9B%86#.E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8D.E5.88.B0.E6.96.87.E4.BB.B6
http://wiki.radiowar.org/%E9%97%AE%E9%A2%98%E6%B1%87%E9%9B%86#.E4.B8.BA.E4.BB.80.E4.B9.88.E4.BD.BF.E7.94.A8cload.E5.AF.BC.E5.85.A5.E6.95.B0.E6.8D.AE.E7.9A.84.E6.97.B6.E5.80.99.EF.BC.8C.E6.8F.90.E7.A4.BA.E6.89.BE.E4.B8.8D.E5.88.B0.E6.96.87.E4.BB.B6

http://wiki.radiowar.org/Proxmark3%E5%91%BD%E4%BB%AA4%E5%B8%AE%E

5%8A%A9

Use case reference:

http://wiki.radiowar.org/Proxmark3%E4%BD%BF%E7%94%A8%E6%A1%88%E

4%BE%8B
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http://wiki.radiowar.org/Proxmark3%E5%91%BD%E4%BB%A4%E5%B8%AE%E5%8A%A9
http://wiki.radiowar.org/Proxmark3%E4%BD%BF%E7%94%A8%E6%A1%88%E4%BE%8B
http://wiki.radiowar.org/Proxmark3%E4%BD%BF%E7%94%A8%E6%A1%88%E4%BE%8B

FCC WARNING

This device complies with part 15 of the FCC Rules. Operation is subject to the following two conditions:
(1) this device may not cause harmful interference, and (2) this device must accept any interference
received, including interference that may cause undesired operation.

Any changes or modifications not expressly approved by the party responsible for compliance could void
the user’s authority to operate the equipment.

NOTE: This equipment has been tested and found to comply with the limits for a Class B digital device,
pursuant to Part 15 of the FCC Rules. These limits are designed to provide reasonable protection against
harmful interference in a residential installation. This equipment generates, uses and can radiate radio
frequency energy and, if not installed and used in accordance with the instructions, may cause harmful
interference to radio communications.

However, there is no guarantee that interference will not occur in a particular installation. If this equipment
does cause harmful interference to radio or television reception,

which can be determined by turning the equipment off and on, the user is encouraged to try to correct the
interference by one or more of the following measures:

-- Reorient or relocate the receiving antenna.

-- Increase the separation between the equipment and receiver.

-- Connect the equipment into an outlet on a circuit different from that to which the receiver is connected.
-- Consult the dealer or an experienced radio/TV technician for help.

To maintain compliance with FCC” s RF Exposure guidelines, This equipment should be installed and
operated with minimum 20cm distance between the radiator and your body: Use only the supplied
antenna.



	空白页面

